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Abstract In order to continuously improve the performance of microprocessors, modern microprocessors contain more
and more components for performance optimization, such as caches, branch predictors, data prefetchers, etc., these per-
formance optimization components speed up the microprocessor’s performance. At the same time of considerable perfor-
mance improvement, certain security risks have been introduced also. For example, side channels introduced by cache,
"spectre" vulnerabilities introduced by branch prediction, etc., similar to the above two performance optimization compo-
nents, data prefetching also has security risks, but haven’t attracted enough attention yet. The fundamental purpose of data
prefetching is to increase the cache hit rate. It is mainly used to load the required data into the cache in advance by ob-
serving the memory access rules of the program. It is an important microprocessor performance optimization technology
among today's high-performance microprocessors. Recent studies have shown that data prefetching will introduce side
channels, causing information leakage, and posing a certain threat to the overall security of microprocessors. However,
there are currently few related studies on how to defend against security flaws in data prefetching. The fundamental reason
why performance optimization components introduce security risks is that they are speculative. When the speculative pro-
cessor behavior does not match the actual behavior, “dirty data” will be left in the processor. These “dirty data” may come
from out of bounds access or unauthorized access. This article focuses on analyzing the current security risks faced by
hardware data prefetching and their causes, and proposes a safe data prefetching code of conduct, and implements an in-
struction pointer based on the open-source processor BOOM (Berkeley Out of Order Machine). At the same time, accord-
ing to the above-mentioned safe data prefetching behavior specification, a secure data prefetching system with boundary
detection function is realized. Finally, a brief evaluation of its security and performance overhead is carried out.
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Figure 6 The design overview of security data prefetch system
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Level Type Size Associativity ~ Share?  Line Size
L1 Data 32KiB 8-way Private 64Byte
L1 Instruction  32KiB 8-way Private 64Byte
L2 Hybrid IMiB 16-way Shared 64Byte




122 Journal of Cyber Security {5 B4 2##), 2022 FF 1 A, # 74, H 14

Core (BOOM)

LSU Arb | LI

doshim Dcache

H

TLB

7 TRENZRTE BOOM HEYfiLE
Figure 7 The location of prefetcher in BOOM

7t BOOM bSEHAL T-45-4F 5 (120 S Pl S 1),
‘©5 BOOM JFALEE S 1) LSU A1 PTW JL22 L1
Data Cache fFJig K 1, 3 W LSU U475 K
Iy SR B s A P BEAS R, JL RPT SR
¥k 32 30, P RAE U AE s A S Y B b
HHE T A AE BOOM 4R (A B i 7 Fiors
6.1.2 SZEOVPAL

ZAMVE: 5T A5 IR S, 7
IR AR e P AR T T8 o s A7 A0 X
AR, AN S PIN, 7 RS A7AE Cache ]
SIE, Wn#s S A1 Cache TESPRSAS— 8, 3
T, ASCEPE OpenSSL 111 EC_POINT _mul %45
SR oR BT T O T A I, ) A N AN [ % 4
KM Youngjoo Shin"™145 A H (16 {5 18 K 0 75 1%,
AR 22 A PR G b e B R AEAE M .
T OpenSSL H AN F5 RISC-V A2 X4, N T H1E
AR, ZA30K EC POINT mul W FH IR 5% R B Y
Hk.

MEREFFA VPN . BT L A TR G AT
TR D RE, T ey BRI % s S 0 A, PR
TP Al 22 4= B s P R 4860 N4 Ja 503 55 1) 52
XAVl AT DLE ik ] B 0 2338 S5 S I LA,
I3y f R0 A S B BE SRS I B g R e b 1) 58 A ) >k
SCHL, aX MR A N % ek £k OpenSSL T [
EC _POINT mul &% RIS, 0T 8 A A2
THRIEH WP I RE, 5 20 22 50 U R 40
(R TRER Sh B HEAT PG, X HLIE B T JLAS dL R ] LA
S i e BOHE TR IR, A0 streaml 4%, 3 3o 6o
bl 22 4 H s TR 26 H 1) T 4 AR A S B A W
F18) I L 245 Ry 3K SR P A 1R 3k B ] DASIZEI XS
TRER ThRE VT4 .

BEAEFERS VRl % 08 21 22 4 s T R g v 1
HLPsHI 2 % T L1 Data Cache, 1] 23 Vif7Ek1%
(1T BN P 35 Fs e, B S i A 000 8 7 R o b - A
IR0 A U B, R RE 2 5 N BRI T R A,
AT 1M 75 2 X U B 425 1) 4 140 )5 A7 4% A0 R R e S A

ZRINRARTF AT VR . 6T SMIC 28nm FOK, Al
FTT T 2.1, {lid Design Compiler % 2 4= ¥4 ¥ EL
A4 1] Register-Transfer Level (RTL)fCASSEIL AT 45
A, PTIRAS Ui A7 B A28 () I 1 8 A0 R S 5 AT A A M 4%
) THI AR T 2 s
6.2 SKINGERDH

TERTVEAl 25 REAT 20 BT 00, 1 5 7E EE R A
SRS AT TV A T SR L R, X
XA R GE, — A2 Ak 228l IR &R S, L
SCILT TR A HRE 0D BE A T S — A2
LRI R G, AL T 8 T ) 2 RE,
I SEBR T TRECAS v i S N Dy g 38R B A
TR AR GE MR 45 A, mT LASRAS 2 4 s T
ARG A ERPE RETT A1 Dl o
6.2.1 ZEMIFMELER

1 Youngjoo Shin™2% A5t (K005 TEAS Iy vk
AIRN, 50 SR AT AT RE AR G B — > Cache
Line #4738 PRT X201, AR 1, WIZoRt
Cache Line [WEBPIRAAEA R EH T HA IR R IX
YR A5 0, WIFRRARA XA E, a1
W7 Cache Line J& A7 /-1 .

AR AR RS L, H45 Youngjoo Shin!™
S NP H G E RS I T 7E%F Cache MIMF TEEATERS
W, RIAWA Cache Line HIZH WX 7 BT
T 1, IXW4 Cache Line 5 SQR_tb 7F W A7 H AL E:
KEME 8 .

SQR_tb
Cown | ] [ wen ]
%, %,.%, %, %, %
> = = R %
o % D © %

8 SQR_ th BHAERF
Figure 8 Memory layout of SQR _tb

AR RIRE ) 75 5K, o6 2 4 25 U R e 1E 47 M
{ZIER I, 755 T 18 8 1 Line #1 A Line #2 (341X
S FE, #RA 0, Line #1 F1 Line #2 48 4F & 25035 TRHUFN
BRI B X o B 4 Rk 2 iR

MR 2 FRTLLE H, Line #1 1 Line #2 £ F %4
H s TR G AR AR, T 7 28 A 40 TR
G AAEAENEIE

M EIR G5 SRR LS, hAE e A BE UG KR
() 38 1A L A T 3% B BOURE X 35 (SQR _th) I 1 N,
B AR 22 A B0 TIPS S TIUAS W] B A AT T T
ECBRAEE, 1 22 4 250 TR R 40 38 2o ik S AS U4 1



T AF TN 0 2 A E TS 5

ST, AN T Ak T S0l T 51 8 ) A5 3 e

*2 BHETRXSEX L
Table 2 Key distinguishability comparison
Line #1 Line #2
AR 2 e H TR 0.934 0.952
LA TR 0 0

N T SERE— DGR L A T R S 2 Ak,
BE AP L — AN B AL A B br % 4H (target_key), FH
{518 Line #1 A Line #2, {F3F %450 TR Gl

123

AT RS Pt B2 AT IR . | 9 %)
H T H b B RSG5 H (test_key)7E Line #1 F1 Line
#2 bR AR A, 2 (E BRI R RS U e  H
P, A9 rT IR H, 7EdE A5 T R S,
WA TTJE GRS, 5 0 2 B RN A g 11 iy v
ZAHBAT WX A B, M b R 2R N, 5
5 AN H bR 25 5]— 3(0xas); 7F 24 B R 4
WL TFJR TSR, A DA B A H bR 1 A b
HRIAEA A X A3 B, DA R A 4 0 1) T Bk
IR, NI Line #1 F1 Line #2 Wty h 434 0.

25
a aline #1 (no cross-border detection)
« o line #2 (no cross-border detection)
< <line #1 (with cross-border detection)
20 . » > line #2 (with cross-border detecﬁion)
.
A AA O °
A a ° L4 o
o A A . .
=) b M e ed 0 R a0, ° s L. A
= AA 2 AP Lo A, b %% @ -
2 15t A A A A «% ° & A et . o X
3= °0 o A Ab., A 'h‘ N P a ee o : °
— £ oo A RA - 2% % U O A o
AA 0 A i A A A A oo . A
< A % A A A AL %, M4 4 .
5 ada o ah . A, »‘A LAY SN . R O o "L e
R A 4 e A A - A AA TN a oar © A
g 10 S 4 AM Aa s ‘A.’. £ :A- o’AA‘A'..‘A.A'.' A% 4 a 4 NS s A
= A ° [N o W N A,
A o A O : a A A ) ‘A A 4 A A A fa
(=} ° ™ 0% X3 A A N
o= e 2 W AT, oo A a o A
o . A a A 7% At a4y £
2 . 0 * Al o 5o\ A
5 5 e % ey o A
5} * aa
= A -
b= o
= test_key = 0xa5 ="
0 /
with cross-border detection Line #1 and Line #2 overlap

=5
0x00  0x10  0x20 0x30 0x40 0x50 0x60 0x70 0x80 0x90 0xa0 0xb0 0xcO 0xd0 0xe0  0xf0

all possible values of the test_key (0x00-0x{f)

9 test_key 5 target_key 7f Line #1 #1 Line #2 FAVIRSFYIRIEIE
Figure 9 Test_key and target key’s mean difference in the state sequence on Line # 1 and Line # 2

MR 3RS HT, T DA AR SO 1) e A A
TRER Gen] LAAT R 7 10 A A H5 s 00 5 )N ) T A
{5 18 22 A ) R, 3001 38 S Bk 3 6 2 ARV R
AT

TE LA BSEsG i, O T R g RN A Y 2 4 B
B OARICPRIE T P Cache MMFE A HT I N2 5015, X
FhnE EL CIE L EATHT Cache {18 20 H7 11
fE AU R, TR TR 1) B & T Cache 1]
fR1E, I Hg R M 0 A X S IR &% i
B, HETC AR XS Cache 15 38 BOASIN 5 EAS 5
& T B8 OO A A Y, kR T
Youngjoo Shin!™12%5 A 45t (41 e TR A5 3 (17 8
Rl
6.2.2 VEREFTEYVPASE R

h T WA 2 4 B TR 40068 AN ] R 55 0
WA H M LR, ASCIEFE T 64bit, 128bit
256bit 3 PRI, 43t 2L —uon i T

i (RIS TR, PR 2 5 R 48 K 1z 5 Tl
N HEEREAT VAL B, 152U SR A 10 Pos.

1.10
= 1.08
£ 1.06
% 1.04
9 1.02
i]—*’ 1.01
0.98 —
094 64 128 256
A (bit)

without cross-border detection = with cross-border detection

B 10 SRmEFZE TR B L
Figure 10 Comparison of the time required for a sin-
gle encryption operation

T B E 2 AR TR G0t 1E 1 A0 TR
TRAAEAERE W, A SCHE R T P4 A7 715 98 MR AR 7
stream, i 55 ) 2% CPU T fig ) 3k 3 #E f2 P
CoreMark!"®"fl SPEC CPU 2006 [f]— L& 5 firh & £ 4 i



124 Journal of Cyber Security {5 B4 2##), 2022 FF 1 A, # 74, H 14

I A IAARE (462 libquantum, 456 hmmer, 445.gobmk,
464.h264ref), WX LEFE 3 7E 22 4> H s TR G A
A A HAR R G % B3RS i b, - BAE
A B TR R G5 21 1R 0 b Ay Bk o) 5 gk AT
H— A2, i 11 fros.

PEREFETH X LT
coco——r—
S eT IS

owithout cross-border detection mwith cross-border detection

B 1l ZEHEIRRAFELEHEMRRARITIE
Y% RERR T3 b
Figure 11 Comparison of improvement in program
performance between secure data prefetch system and
non-secure data prefetch system

M BT AN B R aT DL 22 A TR
30 110 0 A I 6o o 8008 B3 R A OV S i - LA
A DL ANE, A, 22 4 B T R GE 5 R P IE
3 TG SRAAFAE R o IR A 7 22 4 B T &
gorp, USSR IR0 SR 1V A7 2 JRAT I, IR
25 | LI K L R BELZE ;] A 0 ARG AN A £ 9
42 A 2 X3 P e TR SR, et 1 1) H s R
R B M, BT LA L3R 4 B 4 SR B

SCHR[A]H & T 53 APl P 0 455 166 A ol 5 ik,
2 H AT el OpenSSLU T IE £ 48 F (R 77 v % T
i B Gy R0 I 7 B = N W
SQR_tb &L, A& A& 5 I NBEK I PERE R
%K, KEUN 4%~8%, Wi i TASSCHE I I 7 %

N T VAL REFETTAY, Fefi123ET SMIC 28nm HiA,
I TT L2, FH Design Compiler X £ 4 T F
SN NI TR ME BT 5 I REFE AT T X L. Forp
R ST 21 SRS T i ) 5 PR R GE R s &S D RE -
445016 mW, HAIIFEN: 67.7680 pW; 2Bl 105
S0 3y B 1) A H TR R e S A ThE R 46.72mW,
FHECHEIN T 4.098%, EHASIIFEA: 70.83 uW, AHLGIE
T 4.5%. ikl ORI, BT Dhfesi N
() SHAE T4 1] LA 2B AN o
6.2.3 TEAFFFRSVRAG SR

103 Design Compiler X =JF 2 4 535 T R S A1
TR R LN RTL SEIUA BT 254, 135
T PRERCHES 2% 7 A7 B A7 PR I 5 5 0 RS 3 4T
N85 P T RSO 250

TR I W kT L1 Data Cache 1, ‘S35 £+
AR P AN 0.631ns $2FH3] T 0.637 ns, ¥ihN T
0.9%. SEHAT AR HTHAUTR A 978 pm?,
8 P& ZH AHIEE 32 KB ) L1 Data Cache AHH:(0.219 mm?),
FERAT AR IS A HE L 0.04% KT TRIFR T4 o

T DC S A 45 BT b, BATE I HAT MK
MBS MIHATTERS 5 L1 DataCache [T AR FFA54H
Fb ] DLZE AN, AN = AR O ) il AR, TRtk
AJ7ERAT 2 s HANME.

7 REERE

RS B0t PR A HE D U K Hhs O P o, S 8K
H 551k Cache MMFIEM I 2 Ax 1), X1 H ik
RAT SO B KAl T 1) 22 A B AT 9, AN SO i
E 73 AT T RE A Bt P 22 Aol B (0 6 =, ST
T WU TG S M, RN T — R 2z 42 T
AT A, e SRR, BEUE T2 A REE TR
g8, JF DL THR- 4R E 102D B TCE o S al, AETT
PRAE PSS BOOM x4 $iedf TR et AT 1 S8,
d Jrob HL 2 AR RETT I REAT 1 VR4l

A SCHR Y R R T AR 4, w3
b PR R A e I s, 1 AR AR IR T iR N
AR, [R5 CSR 2 A 2% L B 1 R & Tk (IF
RISC-V A Z G5 # i Al LICR I A7 BRI 27 A7 4%, 7T
PSR 22 AN 2 A XA T ORGP, BAT AT .

X TR 5 R s AT 9, AR SO T )
D, AR IR 2 MU AR 8%, IS AR RAT
Ui AT AR5 S L

S 3% 3k

[1] Vanderwiel S P, Lilja D J. Data Prefetch Mechanisms[J]. ACM
Computing Surveys, 2000, 32(2): 174-199.

[2] Ge Q, Yarom Y, Cock D, et al. A Survey of Microarchitectural
Timing Attacks and Countermeasures on Contemporary Hard-
ware[J]. Journal of Cryptographic Engineering, 2018, 8(1): 1-27.

[3] Gruss D, Maurice C, Fogh A, et al. Prefetch Side-Channel Attacks:
Bypassing SMAP and Kernel ASLR[C]. The 2016 ACM SIGSAC
Conference on Computer and Communications Security, 2016:
368-379.

[4] Shin Y, Kim H C, Kwon D, et al. Unveiling Hardware-Based Data
Prefetcher, a Hidden Source of Information Leakage[C]. The 2018
ACM SIGSAC Conference on Computer and Communications Se-
curity, 2018: 131-145.

[5] Cronin P, Yang C M. A Fetching Tale: Covert Communication with
the Hardware Prefetcher[C]. 2019 IEEE International Symposium
on Hardware Oriented Security and Trust, 2019: 101-110.

[6] Osvik D A, Shamir A, Tromer E. Cache Attacks and Countermea-
sures: The Case of AES[M]. Topics in Cryptology — CT-RSA 2006.



FHH A FE TR Y 2 A R PO 5

[10]

(1]

M

Berlin, Heidelberg: Springer Berlin Heidelberg, 2006: 1-20.

Yuval Yarom, Katrina Falkner. FLUSH+ RELOAD: a high resolu-
tion, low noise, L3 cache side-channel attack[C]. The 23rd
USENIX Security Symposium, 2014: 719-732.

Intel 64 and 1A-32 Architectures Optimization Reference Ma-
nual[EB/OL]. 2011

Bhattacharya S, Rebeiro C, Mukhopadhyay D. Hardware Prefetch-
ers Leak: A Revisit of SVF for Cache-Timing Attacks[C]. 2012
45th Annual IEEE/ACM International Symposium on Microarchi-
tecture Workshops, 2012: 17-23.

Coron J S. Resistance Against Differential Power Analysis for El-
liptic Curve Cryptosystems[C]. International Workshop on Cryp-
tographic Hardware and Embedded Systems, 1999: 292-302.
Aranha D F, Lépez J, Hankerson D. Efficient Software Implemen-
BEE T 2017 FFAEI LA TR
5 Bz 3R 2 2 A B R}
B 5 S TR TUT I 2% 25 ) 22 42 el
BUGE R e AN/ R R R IRE S
Wz 4r o WFFUNERELES: L BEAR BT,
WA RS % 4. Email: linchangqing@
iie.ac.cn

&8 T 2007 FAEF BB FEOR
WEFTHT VT SEHL AR Ge 45 0 T b 3R A5 1 -2
Ao BUEHERFEBE B TR SUIME S
- LA TE G RS T A . BT,
THEEHLA R GG, B0 B R AL PELER
Sk, SRR LM TR

—_
- a

%4>, Email: hourui@iie.ac.cn

[12]

[13]

[14]

[15]
[16]
[17]

125

tation of Binary Field Arithmetic Using Vector Instruction
Sets[C]. International Conference on Cryptology and Information
Security in Latin America, 2010: 144-161.

Okeya K, Kurumatani H, Sakurai K. Elliptic Curves with the Mont-
gomery-Form and Their Cryptographic Applications[C]. International
Workshop on Public Key Cryptography, 2000: 238-257.

Mittal S. A Survey of Recent Prefetching Techniques for Processor
Caches[J]. ACM Computing Surveys, 2016, 49(2): 1-35.

Kocher P, Horn J, Fogh A, et al. Spectre Attacks: Exploiting Spe-
culative Execution[C]. 2019 IEEE Symposium on Security and
Privacy, 2019: 1-19.

https://www.cs.virginia.edu/stream/
https://www.eembc.org/coremark/

https://github.com/openssl/openssl/blob/master/crypto/bn/bn_gf2m. ¢

HE T 2019 FAEP 2B RO R
PE TR IRAF 2407 o« DUAT P R 2
B A L AR LT A% R 22 4 [ 5K T a5
Ba TR o WA A K AL ER pl vl i
Wil WFFENM ARG Ak B ES U,
FPGA £ H HEf %l . Email: tianxin@iie.
ac.cn

=T T 1995 ARG IRIE TR
WV IRENER AR o8 7 e 1 e =2 VA /K R ey 5|
Bl Bifs B LRI T R4t
T ENLR G 24, KBRS = 5 T
TN AIE T HN RS w4, w4

%%, Email: mengdan@jie.ac.cn



