B M2 fi B2 & % W Vol. 7 No. 2
2022 43 H Journal of Cyber Security March 2022

GPU E#MMLFE AR R HZ £ o) FiA
ZHEAEY EAAL 2 B EEEL O &'

U E RS B TR Jb S E 100093
2oh Bl G Mg A Al dbst P E 100049

WE ANLHBS AT AT RS IR 7 R, AL & P14 LLE AR PR 25 (GPU) AR K A AR R M« il A

AFFE S FHAR 2 2 R ) S R TR K, S 25 FE K1k GPU BRILE AR . 221E 8= F 6 GPU &

PILE N OGRS, HaTEEa RGNS, Bk, AXELE T4 GPU BEiMb 2 4 FEA M li—it 7 GPU BRIMLE AR %
= &5 INIEAE g@:m A GPU LI L AT K R i B A A ——RETT . 158, WA T A GPU Bk

TR Iz, FHAE TEXTE GPU BRULTERMIEE . BAMEE S AR S0 7k, ok, MAEIN T =1 é

GPU ﬁw%ﬁfr%ﬂ%ﬂmﬁfﬁz%mj} IR TN LATHR; Ba, 1T GPU k55 A7 25 b 7] b '*'uﬁfﬁ%zﬂi)%{

SAAIIPERERR 25 . GPU AT AT MEHMER AN LUK FLE ST . GPU T4 24l .. £ EBeABeli . GPU f2E(E BB T

KLEEARYTT .. AXAE R EFE GPU B2 AR RSN HIR LA 3 MS%.

X#EiRA  GPU BRIk %4, GPU %¢4; GPU ML, =il s, “wamik

REESZES TP309.1 DOIL S 10.19363/J.cnki.cnl0-1380/tn.2022.03.03

GPU Virtualization Technology and Security Issues: A Survey

Wu Zailong'?, Wang Liming', Xu Zhen', Li hongjia', Yang Jing'

'Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract The wave of the integration of artificial intelligence and various industries is emerging, prompting the tradi-
tional public cloud provider to embrace the Heterogeneous Computing System, especially Graphics Processing Unit
(GPU), a many-core computing architecture who can provides several times floating point computing power of the Central
Processing Unit(CPU). Meanwhile, to meet the demands of multi-tenant scenario for high-density computing, such as ma-
chine learning and deep learning, GPU virtualization technology can make multi-tenant sharing GPU possible, which has
attracted great attention from academia and industries. However, there is still lack of a systematic exposition on the secu-
rity of GPU virtualization that is the key to pratical applications. Thus motivated, we raise two fundemetnal questions of
GPU virtualization security in public cloud: the potential security threats brought by typical GPU virtualization technology,
as well as the security requirements of GPU virtualization and the evolution trends of security protection technology. To
answer these two questions, we first illustrate the typical GPU architecture, the virtualization methods of GPU and their
security mechanisms, and introduce the attack methods of side channel, covert channel and memory spill for existing GPU
virtualization methods. Then, we digest the potential security threats to public cloud brought by GPU virtualization, and
summarize the corresponding security requirements for GPU virtualization. Finally, we propose five research directions of
the security of GPU virtualization, namely, collaborative isolation of computing and memory resources which can make
sure the performance isolation between GPU tasks of mutliple tenants, GPU task behavior perception which can inspect
the running malware on the GPU, secure scheduling of GPU tasks to ensure program and resource correspondence, mul-
ti-layer joint attack blocking, and GPU associated information desensitization. We hope this survey can provide some
helpful references for the progress and application of the security technology of GPU virtualization in public cloud.
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Figure 1 Security threat evolution brought by GPU virtualization, and corresponding security demand and
technologys
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Kernel TransformedK ()

{

//find global thread id in physical grid

int tid= threadldx.x + blockldx.x *blockDim.x;

/loriginal kernel code

I;‘“"CI void K (..) /fiterate over threads in logical grid

. . . . for(int gtid= tid:
//find global thread id in physical grid : * % * % "
/Mote : physical grid and threadblocks are 1D > glid < (gdX * gdY * bdX * bdY * bdZ);

tid < dY * bdX » bdY
int tid= threadldx.x + blockldx x *blockDim x: ‘(’"d blockDim.x * gridDim.x)

.‘.compulauon.. /lget logical grid

//get logical block identities
/lget logical thread identities
Get_logical_identites(gtid):
/loriginal kernel code follows
computation...

)

E 9 kernel #534CADEL

Figure 9 Code of kernel transformation'”!
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Figure 29 Security demand, security technology, and security architecture of GPU virtualization
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