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Abstract With the popularization of cloud computing technology in key industries, Software-as-a-Service (SaaS) ser-
vices are widely used in industries. The security problem of the cloud environment is becoming increasingly prominent. As
locating the target cloud resources is the pre-step of a network attack, network deception technology can effectively disrupt
the attackers’ network reconnaissance and hide the fingerprint information of important network assets (service port, oper-
ating system type, etc.). However, due to the relation between the fake fingerprint and the real device, an advanced at-
tacker can locate the target device through multi-dimensional information. The principle of the deception method based on
container fingerprint anonymity is hiding important sensitive services in a large number of ordinary non-sensitive services.
Multiple deception techniques are used to counter network reconnaissance. The anonymity algorithm of batch processing
will lose the fast and convenient characteristics of cloud services. Cloud services need to adopt a real-time and strong con-
tinuous anonymity method. In order to prevent essential cloud resources from locating and tracking, this paper proposes a
network deception method based on container fingerprints anonymity. By modifying the containers' fingerprints in the
cloud resource pool, false cloud resource views are created to confuse the attacker and improve the difficulty of network
detection. In order to reduce the overhead of container fingerprint modification and possible service delay, a category at-
tribute measurement method based on semantic level is proposed as the optimization goal of the container fingerprint
anonymity algorithm. Since the container fingerprint information that needs to be modified is a continuously generated
data stream, a dynamic fingerprint spoofing algorithm CFDAA based on data stream anonymity is proposed for real-time
online processing. It realizes the rapid container fingerprint modification through delay control and cluster segmentation.
Moreover, k-anonymity and 1-diversity are satisfied. Experimental results show that the proposed method can effectively
improve attackers' difficulty of network reconnaissance with controllable overhead.
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Figure 1 Overview of cyber deception technique and relevant security techniques
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Figure 2 Fingerprint anonymous deception in cloud environment
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