B M2 fi B2 & % W Vol. 7 No. 2
2022 43 H Journal of Cyber Security March 2022

T X 3R % By A 9 BX W AT S IR R &R
G BAT, ERR, ERHL T B

(7B S B AT TS, AR TR, TR 541004;
* R S 5 N 4% A ) e A TR0, T AR 518055)

WE  MEALAS BRI BRI R, AR M 0 188 8 oA B B A M o0h B (P FERE e i o A SR B A MDA M K T 1 A 1% P A% S i,
H T RRPAN I R AR . ANTTEAE . A PE . MELUBESB T M, ASCHR T — M3 FIX HeBE 1 R T {5
WA R . 25 [BAM I W i Pn K PR 2 (1% i, A7 3L T Hyperledger fabric £ REA 4, KA OAT R raft FiRPMN, 45
LI A IS, RS MERL PR, ST I 500 A G 0 1) 0 58 0 45 DA AU AR B i 98 5 58 T IRtk i v i 4 o, Ko 2>
TIOUREAE, $em T L AEARSCHE T R, RIGEELCAZEE TH 96 5E B @ P e &, P v 2% 1 E A SeAR
Bl KL BN e S AR TR ETR L, HIUAEHE )G EREAE . B IPFS 20 A s B % MO, 00 (X e BE A7 e Y 28 a 45
PHREEAE I A . RAEBE LAFAE. B SR R AR MR ST T Gevhs ATk R, A TRE AR, 4T
R SEAEE R H 4% B AT I 51, T R SO R A AT i B AR B0 0 S AR B 15 BB B 2. (7 SR Hr 45 2R
KW, AT EAREN. 22t PR TR TT %, thee bt T MM & Ik BRI K .

REIE PR, AR, AT W, IPFS

FEXSZES  TP311.1 DOI S 10.19363/J.cnki.cn10-1380/tn.2022.03.09

The Trusted Traceability System of Agricultural Internet
of Things Based on Blockchain

CHEN Jinwen', LUO Decun', TANG Chengjun', TANG Chenjun', DING Yong'*

1. Guangxi Key laboratory of Cryptography and Information Security, Guilin University of Electronic Technology, Guilin, Guangxi 541004.China
2. Pengcheng Laboratory Cyberspace Security Research Center, Shenzhen, Guangdong 518055,China

Abstract With the rapid development of agricultural informatization, Agricultural Internet of Things has gradually be-
come a necessary infrastructure for smart agriculture. In the future, smart agriculture depends on a large number of IoT
sensors. In order to solve the problems of isolated, unreliable, easily tampered and difficult to track responsibility in the
Agricultural Internet of Things, this paper proposes a trusted traceability system of Agricultural Internet of Things based
on blockchain. Considering the characteristics of large amount and wide variety of Agricultural Internet of Things data,
this scheme is based on the hyperledger fabric intelligent contract, adopts the distributed raft consensus protocol, combined
with Internet of Things equipment services and accurate authority control, it realizes the reliable traceability of Internet of
Things data storage, redundant data filtering and attribute based access control, greatly reduces redundant data and im-
proves security. In the scheme provided in this paper, the farm administrator authorizes the employee user to bind the
Internet of things device. The text data uploaded by the Internet of things device regularly is sent to the smart contract for
clustering and screening. After removing the redundant data, it is linked and stored. IPFS is used to store images and vid-
eos, the content hash and smart contract are stored in the blockchain to manage its life cycle. A large number of local data
are analyzed, counted and visually displayed in the mode of on chain storage and off chain calculation. For the text data,
the method of direct uplink storage is adopted, and the picture files are stored locally and verified in the chain to ensure
that the picture information is not tampered with. The simulation and analysis results show that this scheme is superior to
the traditional traceability in terms of stability and security, and its performance meets the requirements of thousands of
IoT devices on the chain concurrently.
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Table 1 The summary report of up data to blockchain

Label FEARMY)  Fi9{E(ms)  H/ME(ms) 5 K{EH(ms)
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Table 2 The summary report of traceability query
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Table 3 The summary report of node\User
authentication
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