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Abstract The N-variant system has the characteristics of high reliability and high security, and can effectively defend
against a variety of security risks. It has been widely used in many fields with high security requirements, such as finance,
medical treatment, military, and cyberspace. However, the unique adjudication mechanism of the N-variant system pro-
vides a potential way to implement time-delayed covert channel attacks. In response to this potential security threat, this
article first analyzes a time-delayed covert channel attack method for N-variant systems. The attack method is based on
information theory and uses the difference characteristics of the N-variant system response time to leak system information.
Furthermore, the formula of the detection rate when the attacker uses the response delay sample mean and sample variance
as characteristic statistics is derived. Then, for this time-delayed covert channel attack method, three defensive strategies,
random scrambling strategy, adaptive scrambling strategy, and first-come-first-ruling strategy, are proposed from the per-
spective of reducing the attacker's use of response delay difference characteristics. The random scrambling strategy intro-
duces a delay to make the response delay have the same statistical characteristics. The adaptive scrambling strategy dy-
namically adjusts the ruling strategy to balance system operating efficiency. The first-come-first- ruling strategy optimizes
the adjudication algorithm to reduce the attacker's use of delay difference characteristics to leak system information, and at
the same time improve certain system performance. Finally, a prototype system based on Nginx was developed and exten-
sive experiments were carried out. The experimental part proved the security threat of the time-delayed covert channel
attack to the N-variant system, and verified the feasibility and effectiveness of the three defense strategies. The perform-
ance comparison test results show that compared with the original ruling strategy, the first-come-first-ruling strategy re-
duces the system response delay by 10%, the throughput increases by 18%, and the CPU utilization rate increases by 3%.
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based on time delay
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Figure 10 System performance comparison under different concurrency conditions
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Figure 11 System performance comparison under different number of variants
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