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Abstract In the instruction pipeline, cache structures such as Cache and TLB, which are added to improve the execution
efficiency of computer systems, are shared by different processes. The sharing of these cache structures and related execu-
tion units between different processes breaks the security boundary implemented in computer systems based on memory
isolation, which in turn breaks the confidentiality and integrity of entire computer systems. The disclosure of attacks on
processor’s micro-architecture such as Spectre and Meltdown indicates that the performance optimization techniques, such
as out-of-order execution, branch prediction and speculative execution, that are used in current processors have some seri-
ous security flaws. They are capable to threat the entire computer ecosystem. Although there are many methods and tools
for vulnerability detection and security protection of operating system kernel and user space applications, these methods
and tools are not capable to be directly applied to detect the micro-architecture vulnerabilities which are hidden in the mi-
cro-architecture. Once a vulnerability occurs in a micro-architecture, it will be more dangerous and difficult to fix. In addi-
tion, because the implementation details of micro-architecture are not published by the processor vendors (e.g., Intel, AMD,
and ARM), micro-architecture remains in a black-box state for micro-architecture security researchers. Moreover, there is
a lack of tools and methods to assist in the analysis of micro-architecture. This also makes the security analysis of mi-
cro-architecture very difficult. Therefore, In this paper, we begin with the security threats in the current design of processor
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micro-architecture to analyze the roots of the micro-architecture vulnerabilities, and summarize seven attack methods on
the existing processor micro-architecture. We systematically illustrate 10 kinds of software and hardware defense mecha-
nisms and summarize the effects of them. Besides, we further discuss the research and development trend of mi-
cro-architecture security from the vulnerability examination approaches, vulnerability protection methods and security

designs.

Key words processor’s micro-architecture security; micro-instruction set vulnerability; information leakage; side chan-

nel attack; defense methods

i}

1 3]

— SRR MRS EE N A,
VEZRGE, WPESE JLANEE 3 Ao XS4 R 43 AT ]
I H LR, #BA T BRI AN T LR S %
4o P, BERHEANTFENLRSN 5, 752N AT,
BAE RS, LA I LA 43 P Il e vt s 3, 3k
[F RISV LR G pLE P, 58 LU & T
PE. T Intel. AMD LLJ ARM %) R AL BEZRAE
TR R E TR T AR Bk SR, Haxes)
A B 28 L F 28 o T AN TE T, PR i ik
FR AR T e 2 B B AN TE N UAT I 2 4
h T PRUEFR 7 IR IE A DA S 2 453847, LRSI
WTE LA SN DA AR R 85 0 2 TS0 T 1 i A7
B2, WA IE R ST . WA HbBEBENLAL DL A N
LM FHA, LUK SR AR Ky Fefili, et 2ERE K
SO SCH IR S T 2 AT I, AT AT 5 b 22 4 11 5 1)
PiR L edi 4. MAE CPU $RA K&, A TR
EE LRSI AT A, IF HAR e b 338 o S
FEFI VA3 FE AN UL IR 0] /8, CPU AR Rt AR TE
FRAPATUL RV FEP NN T Cache'l, TLB %5:4%

TEAERIESIN T HEMHRAT, 23 ST 00 1 45 e

XKLL AT SR HEDPAT LA S 3 SCIR0I B. 56 A2 AN [R]
HERRILEE(R), DRI BE G2 A7 DL SAH G AT H T AEAN
A 3E R (A (R L e — @ R BT R T iSRRG
RE T N AR B SEEL R e A B, e TR T
BLAR G M HL P fnse 480 . B4 Spectre!
Meltdown" 5 5 i (11 4% 2, ENAIE T 51 2 45 H I
PR SO S NG i TR geoe) R LR (R T NP e
il 2508 T AR R 5 e U ) PR A WU R 875 B FR A G B
Ko JEAN, BT HAERDS) A Ak R4
RSN T, AT R 450 22 o0 N Rk,
AR RS ATAR A T R EOIRAS, JF Bk /D147 40 1B
BT LR o SRR AT R E 1) 22 4 0 AT AR 1
T A

AR 2R G5 A TSN AR R PR T LAl o
— HICH B, R I EIRIE R 4
LN FREFP IR 22 Ao SR, TR pACR b 1 22 4
ST, B H A LB W T B B TUREE . B
SR A A RGN R L B N R e 1 s T
TN 22 47 37 5 T 22 AT 50 B VAR T,
(EBE RPN B N Ak AV R DO E - R ]
T 2z . — Bk R gk h mil 1k
TR EORE T Nz JF HAELME R .

ARSCIA S T 24 A BELAS A Sl U 2R &5 S 1 i
I 22 4 JE S AR S (R B 3P B, IF48 T AR
gk 2 A Ja SERE TS 1A, R BTk T

() 487 T CPU $RAWFKETEFHAT. 733
T LA K 2 A 5 1 SR 0 R R vy 2e 4 B vt
PR A . AR SCBON A R 45 T AP g
PRZR GE R ) 22 A Py R e ik

(2) ASTINGINIGIA (A S It #1352, o BLAT 1)
PR R ARG IR BEAT T 00 R M, VRN 40 T 1
R ZR G5 AL IR 100 R FH 7 VR 2 A s 1 0 1) 224 B
PUEHEY, FEAEELE LR Bk A 8 B AN
TEREAT T 73 2R G vt B X e by A SR 4T i 4¢
THIFXS L T 12 B Bl R 2 S A T 11 22 4 B
AL TE)ii

() WA RE ¥ BRAE RGBT AR
PRV LA SR R G5 A8 I R 25 308 5 VR I = AN g T
BT AR R SR 2 A R R B ST 1R BL AT SR T
o QU A B AR R AT L AT IUAEZE,
Ja SR A SCBR I T R 1R T

ATCEGH: SN SN 2R G5 R (1 R AR 2
14 AN 2 AP B TH AT R 2 5); SRR fldg
G AT BT IS ) 2 4 O Ak AT R 4G, B
FEH W T B A S AL B i Seid T BLAE (5
3 %), BHJE RN AN R G AR, S S
T CAT BB, AR A B LA B A
AR, IR R BBI BN SRR 4 &), 2093

© HFARSCHFEIEER T i CPU VHEH JE L AR e CPU A8 ) FIUT #7887 2 1] 4 22 Rl 4E CPU Fa 4 I/K &I
(RIPE A I LA B A7 454, PRI IE NetCat!® LK 7 28 T2 1 A 35 5 1 s B LA A5 U I AN 1 AR SC I % S8 T



Fraadh S KSR R A e LRE

W SN S BT, A4 R 4 2 4
WEFLHEAT A AR LIy G 5 7); SR
G50 6 7).

2 MRE=

AEE TR A 1T ST LR R S R I B A B
T AR A R K i X AN ST LR ) 52
21 WRFREMERIZIT

THEEHUMA R iRz T 452 2AE CPU 15401
ARG I PATIT 3, BAE R SCIEN  LFy AT 4 o0
(KIN AT, LL& % e 92 47 (Cache) #4155 1122
DX (TLB)A I T4 R 2 AT BRIV AT S5 K o AE
SCHL, SRR G R e T RN I AT R S R
R R — D AT 5 AL B, DRAEFE P8 2 A5 SE B AL 2
e LREMEPIERG LG, AT PAT A I — g
HETT . N T AT il R GUR Ab PR A T IR A I AL
K, IF HAH B AL P v 5L RE 0 LK V7473 B 1) A DL
B e, ik R A RAE R ERAT T 0 A7l L
Fegt AT+ 23 SCRI A S HEDI AT S B . A 2y
BT
2.1.1 DFAEE

FEMR R G R, 0 Bt BEAT A P A L R 7 AL
P TAAH R G RGBS KT Hoh, FRif RS
T A TP ALAL B A P it 2 (AT N 1) Bl Ais S 4R
2, IR A BT S A A R TIE k. (HE, ML
T S R SR R AR P AR R, AR RS
i N AT AN AR A BN AR PR IS AT A
FEAL PR AR BEAT VRS R b, ST S A
LA PRI, I HAF S R w25 A BN A7
Z e DL, BRI B g is S BB A R g L
[A] PR 30 A A o P32 2 e R A0 S L SR 1
L L

N T R I R, b B ESAIT RN SAAE B AR
TMANT ZJ29 NEEE A ER S L 152
A SRR D i BLES s S T S LA R AL I )
MR LAY /D A BELES BT il S5 A5 (I ] . 240 B3 & 5
Pl BAEA LS5 SR 3 WA Hi R TH
B, Wgr e 1 iR,

2 WRATAE A A7 FIALFE 25 2 100 B 4% 346 1
ALy, AN T A7 0B A 5 21 B FE Ak B
WA, DA PSR AT AL BT o AR A7
B AEAT AL I RE T, ZeAF 200 A7) A T8
AR Bt e (Bt R SRR AT, AR — BB AR FrAE
64 F| 128 FAT 2 1Mo kS H i Hoks g i 7 42 R
BRFEAFZ T AEE 1 P, LT REEAENL T 3 P AT R

19
f JEFRZRn Jb 2 JE R Zn \
)| | ()|
G ) [
( 3% J

\& ui b7

| ot st (b FI3E > LIGRAE > L2ZRAE > L3GEAE > 47 |
[ B RR A A0 P28 < LIZRAT < L2ZRAF < L3GRAF < A7 |

Bl ARSI REFRHEIREFESFEETXER
Figure 1 Processor Level 3 cache data exchange
speed versus capacity

GWTNE, e HiE SR H, W LA R
DG PC Ak FHE 25 Ak T 50l 2 ) 50 AT 4 o AHZ,
THAZIR, L1 BEAF A A T2 o A it b I
NTo L2 RBRAFAL T o0 BAFAE I TR A7, L3
T AR T L1 RS AH =T L3 WA, HArfh
KEWNT L1 45 L3 KA. Bfa—%
e AF AR Hy (Last-level-Cache)LLC HZEAF({E 1
W, LLC #8172 L3). fEWTHH, L3 UEAFHBE N
Rl 2 M AR PR AR AZ O T L= e . RIFE T 2
O AL PSR A R &5 T, L3 RIZ2 A7 (1 5icdl e
WA R IR AL B g A O =, i 1 oo ikt
AT 7 G AR FR S A I 2 A ks e () —
SEREEI AR, ARSCKAESS 3.1 W T IEH 1R

b T EE A RGP B, kS
K& L1 SArh R ARAE e B . Wik L1 84+
rhOfE R AL BE S P e R, ) B RORE I O A 0
UKL PR () FFAE A, A, P o R B s Sk A%
LG SR B R RN G AT, EEV 0 B A7 A58 R
BUE, B SWEAE T A2, DL i
RV ] o
212 ELFHAT

A 558 1) A B 28 AT 060 R R 48 4 AT A BV i
TR, g IR 48 2 IR M P A AT 1 o bR
DAL Tt vh B0 ) at R vhnT B R U 1) B AT
P B B I AR A, AR R, AP AR
THF IR AT, ISR 5O s, ER R
BEE R 2 JG A e 4k S TAE . SRt B E
73 R BRI Ab B A% I ) A TRV EDIRAS, ANRETS 2
R

TR B R B R A A ER A i SR BRI HL
053 I PR B () Ak B A R B, Ah B BR AR N R A
HEAT 12 B A0 B R ao R v AN P LA R e 1 AT R P



20 Journal of Cyber Security {5 B4 2# )k, 2022 /£ 7 H, #74%, H4 W

AR A, R A2 Z 4 h I T 6ef% 78 73 A
FH PR B A BE S 20 8 B L P 04T (out of order exe-
cution) %A . ELFHATEAIEH Tomasulo™F 1976
TEHR o LR A B 1R As S AR A i A S BN R
£ ) 5346 4 (micro-operations, pOPs)&E 4, FFifiid 3]
AU FE 1) 77 2R L AR 2 R AT AT, AT SEER
FLIFHAT

BLP AT SEIR AN & 2 s 156, AbFRas XY
HTEHAT 048 2 AT i b 3, B de 2 i 2 4%
ARG o XLOREAE A AL AT I LA AL A
HEP 22 b X . FEHE P Z2 1 X (reorder buffer) i 4F H &
X IR A T BT A P I A A AR AR AT A . EE
Hv VAUERETREEEAE . G, i B R 2R A
FAER A (R g — R B ) P AT 4 — MR, Bhsisr
Wi & AT BT 2 & AN SR 4R 5 G (arithmetic
logic units). Hihik/F UG (address generation units)
(T2 o AERLF AT IR ™ A ) S, Ao S R f
R AR, JOf H W 4e 2 2 Ja 454 n] L4k
SEELF AT, R 4R 2 R A B I 1% 5 A
SR .

A fif A
l uopl LOP l LOP l LOP l LOP l
o THFRIR
ﬁ% l uOPluOPluOPluOPluOPl
BsH JHERR (SR
§§ l.pOl?lpOPluOPluOP luOPl
£ pwiisotal
O mAmmHT et
ALU AGU

B2 ELFsITSRIIRE

Figure 2 Principle of out of order execution

2.1.3 53T

O3 SCPINEE ARAE N Getg it — D4 Ry b H AR 18 5T
HE AR MERATER, BT 2o N H T LRk
A FEPATRERE T, AREE SR 20 S R A
Ja SR EPAT R A AT A BAEI, 45A LT IAT
BRI SC AT AG MBI 454, FFAE 7 ST 1E i 1 4%
R, BHER % 3 ERHAT SR a1 3 STl
ANIEAff, DKL a2 A7 IR 2 [P0 2 T 2 i 1) 1 Aff
RES, FHTEAT BRI,

YHT A 5 SCPEE A W] LA» RS —
KEFSD LIMEART, 5 — L 3h 24 32 Fi

FARD O 2 I B R 10 2 BT T AR AT 40 S L B
BT 2 BT RAT RS, TS A T A e 8
S5G MAT AT TR A IS R, B RS GE vt T AR
¥ B BAT B2 T SRR i AT 4 ST . A T R
o SRS At b IO PUAT 53 5, T I R ) 4% (1) i 22 4
SCIRIM 2 A A AEAN T e T T2 TF AR RN 31 SEBR 1)
AR AS AR R e ey 2

TESE IS ST AR, Ab PR b 2348 FH 43 52
H b5r 2z 01X (Branch Target Buffer, BTB)/F 4 it i,
AT R FE 423 S H bRk s Y, Ak g
A LURIH] BTB 7E35 2 il e 2 5 T AR ks B AT 1)
o33, PPN RIERH BTB BB /LGP AT
ZHT, K I G A A IS AT e A A I AT A B
R G AR LA, JFRHEL P AT HOR A AL BE S
tHREAT IFATIZ B, AN 2 Y 5T 4R 4 A il i 4 1
B AE R, CASEZIRIHON 43 S (P AT HAT o 43 S TIEL
AR ILBELE R — AN PEAL FE 28 N B HAT, A RERS
AR VAT SR, PRtk 7ESEER B, 43 s L gE
N FHEAT T /AN A %R R,
2.1.4  FENHAT

TERTIE HELFPAT . 3 Sl AR aTE
Ab PH R BB A% 5 B SRR G AT 4R 2 I HE DN P AT
(speculative execution). {EFEFHATIEFE T, AbFELS
HEEEE T U AT RS, AR 7 J5 845
BT IR %o ARSI, b T m AL AR AT 2L
R, AP S K Y AT IS AT BT A5 R T AR,
IFHET 93 ST B AR P AT B8 AT (1) )5 240
ITHRA, JEAEALFRES R HT AL AT I 7 ke o
AR YPATIERE B B SR SO, AR o
R T SR T > > e B A AT AT B
PS5 e R 23 SCHEAT HEMARAT o U R T0 I A, DU HE
AT 45 RA2AT o IXAERE R b BEERIZ AT 45 E 1)
I T) R4, RIS RE 2 = AR P e 2 AT B2 . il
TOOM 2R W, DAk B 0 7 2 I AT I S5 R, O
FORAE U ATBAT S5 R T A2 WS E R, R8T
IEM 3 BRI E 8R4 .

TEIACAL B2 b, HED AT A e a7 LA A
GA AT . RO (0 BRI AE T AL A% T
FPazrhIX (25 (I 2 froR) . BEHEF SR AR A 5k
IELFPAT EIERP R, 2900 BeE HFAT HAT T
MR IR T ASRE A i 5 e AR Bl
R MEE A, X5 S0 A% AT BL P AT
(PR 2B S A BRI 22 5, 3 52 ma HE N AT 1

AN
He JJ o



aifts G AEBESSAIR R G5 L A LRE

2.2 HRRGEHNTARRENR2IRITHIR N

H1T Intel. AMD LAz ARM 45 F it A A% 05
]I R A E TR T AL et S s, —
BB ER R R st EAEE i, o
JUMRA W] Re s 2 AR BT HEMATI. BEFE Spectre
A Meltdown Jill (1955, 522 WFFTN B IS
RN | O R Nl AR R N el S
Spectre! A1 Meltdown! i # 2 1, b T RIE
HHLRGMPLENE, SeEMEm— 3k, RN
DL e i 50N DA S T A B 2 () Tl A 2R 6 4 A ]
FAE I 2 A0 A, R/ R ml b, ek R4
JEHSEIL T N AR B AR s fe . W
A hk REHLAL L SN A7 I3 S5 R, IR B R AT 2%
IORIE TR B IEf AN 22 4817 {HAERE% Spectre
DL} Meltdown Jilil (4 5, A 732 070N SR
B, Wk R WS BRI 22, I H ik
FR G TR 224 B AR 28 45 ) )22 T PR <22 4 B 5% i)
BT, HEMEE . ik RGN TN ENLRS
MIEZE, R HIPATERET, CPU 54K 4 Al H
FHIF AT SIS PAT A FRERR 48 2, HRE AT 45
RAZGELE Cache. TLB. BTB LK PHT “Z2 17451
o, MK LG A G KB AT AE R — A CPU ik
R ILE, DRk 2R 45 0 R A7 1) SL =ML —
SEFRPE EATE T LA AR R 25 DA A ke o s e 4
A7 Ik BERLAY LA A 9 A7 n e S5 50R Sk Bl S B
ARG
2.2 POAFRR B RN p AE ik R S

W A7 B 2 (memory isolation) A& A 3 5 P 47 £x
PRE T R BT B o 45 S8 1) P A7 B 2 B AR ad
K 3 Bt (segmentation) Fl1 43 T (paging) i) J7 ¥4 K
I

M T 0 B N A7 B SRR (224X x86
AT ECR A it aa bt . 23RN AT ) AR 20
JS ) B (segment) 55 S A 4y X0 M1 29 AN [ 08 A2
FH A7 DX Sl AR AIE o FEv, 7 i) AN BRI ST PN A7
b SRR . B 64 PR REEH RGN,
819022 4 P A7 DX 3k 1) 7 1n) BB BEAS P A7 A T Y
fEe S BUNBRESRE IR 99 . b T ERIE 64 A7 R 40
() P9 A7 5 i BCPR AR, SRR gk R O Bt A7
figs Hb 1k BEHLA S0 AH N AR B R B0, LLURAIE U
i) BB EAT Be U7 1), DR AN [R) 33572 P A7 2 1) |
BYA 8

bR T EE T BRI N AR I HOR 24, iy
FERR I IR 4 DTROR S . 43 BUEOR I H ek
G5 RE SR SIS MR HUL PN A 2 ) BN A7 I i, A

21

fitt A5 WS O R AN 7 (U7 TR AR R o A DRAEAS [+
WRZ M NAERE, #IERSE ST DR
B — AR . AR AT IR T, B R I T 0T
T BLBRAT SN, X AH B ) A A7 DI EAT SA AR
222 WTFHIALRENLAL

N A7 Hh 4k Bl AL 4L (Address Space Layout Ran-
domization, ASLR)AEMWE A RS M 2 v X vt e T 4
KA g AESEHT, WK R )
Ae RSS NH I A2 I bk B LAY, 845 Mo
JCVEA G DX it IR TIRDOE O A A DX Ik AT AR
U e) BRHEAT P WG B FE A, 2R PR AP R R 1) 22 4
B17.
223 AEME

P AF I35 B ) H IR T DR 40 A A7 o H s
FACHS FRIHL 1k o AR A A7 03 AN B T 36 00k 2% 97
A0 5k A 2R 5 R e o R B A 3 Y AR e R, A
b6 A Ectls AL PR OR A, AT RAk 2 4 o7 IO
AT PN 5 AT At 7 gk 2> B JRE B o et 2 e
KK

WA 02 v f B0 B e AT 5, AT LR A
I T35y =38 H T CPU AR s 1 Py A7
I J7, 3T HAE RGO B 5 H AR I 7%,
DR 0 Ak B8 £ P A7 s i

3 AR EMETEX R R 2B

3.1 RERHIRIE

N TIRFEIRAPATHEE, CPU 54K LA
OFSCT . AEHAT SR A PAT AL R I T
BTB LA PHT Z5ZBA745H, IXLCLR A7 SE AR R (42
TFT CPU H4RAHATHOR, I H A T Bk CPU $54
PATHE R CPU V735 I 25 5%, AR R 4 f ik
BN T W TLB LA Cache 254734, HEH T
XA K AT BTG DA R B A7 S5 A S ] — AN
CPU _LIZAT BT AT HERE (LA i BB R BT L 22 11,
R — AN R R A X e IR A vp = A B, SR
B2 Ja HERE BT I HARA R BEFE 0] DK = A R 2k
TR N ) Cache Y, PRI Ixs6 It 5o s fh 7
A 2R 5K S22 T TR T R 2 1) 3T st il DA R B BR
B i S LA e A B, BT T AL R A HL
YRR
3.2 HBENEERS

45382 (side channel) 4z o 2 A1 TS HL A 1
IFIH) S DRI FE . HORESR SR b A RS BT S ML
R EE SR £ B BT ik 0T AR B ARk,
LA 1 A L AP A 2 A7



22 Journal of Cyber Security {5 B4 2# )k, 2022 /£ 7 H, #74%, H4 W

BARIZATHE A — AN 010 22 AR L =i
Cache. TLB %GZZA74544, (& HERE G PR IS,
s, B TR 2 i Flush-Reload™)
Prime-Probe!™* V453 i i) (6 1) 15 3 7 2K P* ok )
ZEAE R I BE, AR IR X AR 2R AR
M5Bt 77 2 AT iR .

3.2.1 Flush-Reload

Flush-Reload ™ FI| i1 RN [Fl#E & 2 1] L3 Cache (1)
S R A SEV M — AN E, CPU &%k
P23 L3 Cache 1, 2 JGuifE B FU7 in) AH 7] Edhs
(%, 23 M L3 Cache HHiSEHU, 1MTANES TR HEAT i 4E
AR ) PN A7 B R A 32 T DS P A7 R A D BT 1]
FEo 1M AWF ST 5 R B ok B 0 P A7 B BRI L3
Cache 52 I A I 18] 22 57, m AR o R o 1) AR
P B AT MR, 5 o R R S LA K S FAEH
S BIHB NI, ZARAN LT Flush-
Reload flll{% 1% 77 2% GnuPGPYLL & OpenSSL P04
FEF 56 T Bl o

{E Flush-Reload B il Fe 1, Hoh # Sk S
FINAFHM CPU Cache HIKE H 22(Flush), 2K )& X}
bR B2 77 AT U5 A7 B A, R B30 85 16 208 n 28 2]
CPU Cache . b J& Bk # 55087 480 4% 1) 9 A7 B
W B 8] (Reload), W01 9% A7 Bl H bR FE Vi
)k, FEXF R (1 N A7 ) 25 5 N B A B BR 2RA7
W IS A0 38 62 P A7 00 U ) B TR 2 4 R o 3o
YT A7 BI85, i o mT DA R 19 P A7
JEAT WY HARFE P B, AT HED Hy H bR AR e 2 R
P, 58 BT 7 A B ik B, LR e o R
Kl 3 Bise

LN GYINA Flush
AT AT NAF ryea
I I
]

[ RlEeie \—"—‘ Jj Jj
W Hsan

o Trigger Reload
b A7 s
REWT e ey W B
R m =
[ | H B [
[ | [ | [ |
|
[ | [ |

B 3 Flush-Reload K i3#2
Figure 3 Flush-Reload attack process

Flush BirB: BGhi# @ $hAT cftush #5445 75 5

¥4 Cache s A7 N AT 7

Trigger BYE: 24T HARFEIT, W HAREE 7 BT i
I 5 B 78 9 Cache

Reload BB iy in) By W #% N A2, AR5 U7 o B 1)
22 e AEDN H AR RS B U i) 20805 o
3.2.2 Prime-Probes

{£ Prime-Probe VI i o, 156 B RE i (1 $ e
e 58k Cache L7, RJ5 HFSFEFPUEAT UIAFHRAE, 3%
H AR £ n#it Cache ", 5 Jm Bodi 3 FoB N4 M
T 78 Cache HUHRFE B4R, V7B H bx £odha 7 o
AT S B84 PR IS TR ASE K, DTtk m AR FH U5 A7 1 T )
Zegetfi g Hbn s, BAABGhidfan&l 4 fros.

WIRRTE Prime Trigger Probe
BIEEAR | [
ar [ [ ] |
oty et o —m
W ZA7 [ | N
EREES Il .

Bl 4 Prime-Probe 372
Figure 4 Prime-Probe attack process

Prime FfrB&: Boli & i@ KE VA A, 1%y
sE B 42 58 i Cache 7T,

Trigger BB H SR #EAT UG AF#84E, K H R
721 Cache;

Probe Bt Bt: Buiki# Ui i) F THH A Cache [HFE
K, AR I 1) 22 S e H bRl
3.3 FHBEHRA

WIFrsSCArk, AT ERFIZ AT RCE, CPU 15
LUK ERH TR 2 e sert, kx84 AT
KHPFLPRAT 73 SO HERHAT SRR, iX L
PEAFARA R SR P AT AR B A R S N TR 2
(122 i, 04N 53 SR HERHATEAR FINT)
Spectre* LI 2 SpectreRSBUH, EL /3 4, 47 51 A 1
Meltdown! . A #7065 SRR BT TSI () 2242
TR 2 AT e
331 ST ITTT IR

(1) Spectre

Spectre /& LT BTB LA PHT 5424745445k
DL 53 ST HERPAT E DA LA T AR 5
gk AR, IR & BT BTB LUK PHT 452847
RIS AT T — M3 CPU B i gt R pr =
FHUW, KL AT A AR A R A JZ 4T
il 7 CARERRRE 25 0 BEfih (1) 22 4 5. FIH Spectre B
i, AT LLAS S A BE S HE DN AT IE R A S AT 2
HHE RIS IR



aifts G AEBESSAIR R G5 L A LRE

P P AT W B e R K= 4 S F8 4, CPU
PAT B B IR (1) 3 SCFR AN, 2l 43 32 7 ot
TR 73 ST 45 R, AR5 HEM AT 5 TR 23 3¢
TR ERL T PR P 4 R, A B e S AT HEDI A
AT o TR SF SIS FEAS IR, WA AN AT I &5
AR BN ZFAF A 5 EH WA T, AH A SE S HE A
ATk FEAL B AL Cache WEIELHE, HRHE 3.2 FiPTik,
Cache [ E s n LLE o 045 38 1 77 20 AT 52
Spectre YA HAEM AT ILFESAE Cache HH5E %L
P ARF AL SRy STl s T, 5 3L 4y ST
M2 5, Bk Lk HED AT BT HE D AT W] LR AT B
FrU7 M5 SCHR A, HETTR S UG 0 $dli A2\ Cache
o, Z il EE ) 77 N Cache H il & B U
) s . L RARFR BT

if (x <arrayl_size) {

y=array2[arrayl[x] * 4096];
}

1 PR AT vh, REFP oA T 3 G 252 TR R )
T 4 AIbrE A, R A8 R/ T84 o
AR IR A AT AR Vi) o S AR R x
oh IR R B T R B, B T DL B )
WILE B B o 76 B € B AR S Uy ), (8730 3¢
TIUIN B TT IR % 73 SCHR 2 AT AR L. 2 ),
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1. Function gadget()

2. {

3 push %rhp

4. mov %rsp, %rbp

5. pop %rdi

6 pop %rdi

7 pop %rdi

8. nop

9. pop %trbp

10. clflush (%rsp)

11. cupid

12. retq

13. }

14. Function speculative(char *secret_ptr)
15. {

16. gadget();

17. secret = *secret_ptr;

18. temp &= Array[secret * 256];
19. }

20. Function main()

21. {

22. speculative(secret_address)
23. for(l = 1 to 256)

24, {

25. t1 = rdtscp();

26. junk = Array[i * 256];

217. t2 = rdtscp();

28. }

29. }

5 ReturnRSB K XLl
Figure 5 The example of ReturnRSB

EAHS B, main 262525 18 H speculative B4,
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gadget PRECR[MIHLHER A E] RSB H, MR PHUTH
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Figure 6 The example of branch prediction
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Figure 7 The example of SgxSpectre
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1 ; rcx = kernel address, rbx = probe array
2 Xor rax, rax

3 retry:

4 mov al, byte [rex]

5 shl rax, 0xc

6 jzretry

7 mov rbx, qword [rbx + rax]

8 Meltdown KX FB R4
Figure 8 The example of Meltdown
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Table 2 The code pattern of Retpoline
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Figure 9 The state machine of SpectreCFI
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