7% 4 fi B2 & % W Vol. 7 No. 4
2022 427 H Journal of Cyber Security July 2022

T BRI M A AS ENEMR
54 2 RIRZ

KA, R W, TRT, BAHAA

FE RO A A5 BB st 100872

WE ECREE AR AL N E AT 8, SR I ATE T g AR T & TR P T RE. N B IAAR T 3B T S b vk )
AVESHNE, R T — AR50 AN HFE P9 F 32 K (Application Programming Interface, AP Y B X% . JHIAST 4L & 1K
FEDIREM [FI, 5 I T BN BET . ARl H R N B AR 5 | 22 A 2 405 97 8 APL AN BN RAH G S AR 5 4
oP R 2 AR, BT RS A AL REAST I HE AR 75 e S A T AR (IR, K DA A ORI R D B P B B 44 R R IR Z IR
T, A8 LB IS A5 F U T (use-after-free, UAF)o il % %) 44 56 3R S BN UAF I, FEM RPN BRI BOAR PR . H—,
ol v 5 PR P B R A4 DG R o HE T, el AR PR IR 0 44 O FRAS I BRI AS 5 1R 1K) UAF il o DAk, ATt T — bk
T HA S R AR R I R AR 5 | 5 ) B 48 DR R IR 5, IR T — PRI 4 06 R Uil UAF i I s %6 o 3
TR P9 B GBI 5 HRFAE, S T B R R IR . [, 5IANT WENRNAILER BBl UAF i, A T4
UE T ZIA M, FRATTEE Adobe Reader [P JavaScript A G148 AT T 5250 . BATIHEH W7 ZRTHHRA H T 284 X A &
MEMAARKR, IR T 4 MR UAF Jiil, 3795 7] RMAFEE . SLiegs B3R, ASCT7VEREA BRI A B X %
A4 K FR IR DN T BIAC S| 58 UAF i B Al o

KRR AT R OCER; Bl A ML, I s D

FEESES TP311 DOI S 10.19363/1.cnki.cnl0-1380/tn.2022.07.06

Identifying Alias Relationship between Built-in Objects of
Script Engine Based on the Discovery of Data Structure
Signatures

ZHANG Yiwei, YOU Wei, LIANG Bing, WAN Xinyu, GUO Suyue

School of Information, Remmin Vniversity of China, Beijing 100872, China

Abstract More and more software products provide embedded script engine to enable the users to programmatically
invoke various program functions. The embedded script engine not only supports the standard script language speci-
fication, but also extends a set of application programming interface (API) and built-in objects. While enriching the
software functionality, the embedded script engine also introduces additional attack surfaces. Recent years have wit-
nessed large number of security vulnerabilities found in the embedded script engine, most of which are related to
extended API and build-in objects. For the vulnerability detection in the script engine, the existing works can only
detect vulnerabilities in the shallow part of the script engine, and fails to effectively detect deep vulnerabilities in-
volving alias relationships between built-in objects, such as use-after-free (UAF) vulnerabilities. Two technical chal-
lenges need to be addressed for detecting UAF vulnerabilities caused by the alias relationship between built-in ob-
jects. The first one is how to efficiently identify the alias relationship between built-in objects. The second one is
how to use the identified object alias relationship to detect UAF vulnerabilities in the script engine. To this end, we
propose a method to identify the alias relationship of built-in objects in script engine based on the discovery of data
structure signatures, and use the alias relationship to constructively trigger UAF vulnerabilities. Using data structure
signatures of built-in objects, we greatly improve the efficiency of alias relationship identification. At the same time,
we introduce shared memory areas within built-in objects, helping trigger UAF vulnerabilities. In order to assess the
effectiveness of the proposed method, we conducted experiments in Adobe Reader's embedded JavaScript engine.
Our method successfully identified 284 pairs of alias relationships between built-in objects, which in turn exposed
four unknown UAF vulnerabilities. These vulnerabilities are confirmed by the vendor and got fixed. The experimen-
tal results show that our method can effectively identify alias relationship between built-in objects and helps the de-
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tection of UAF vulnerabilities in the embedded script engine.

Key words script engine; alias relationship; data structure signatures; vulnerability detection
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Figure 6 Flow chart of identifying memory unit type
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function G (argl) {
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Figure 7 Memory access pattern of API parameter
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function F (argl, arg2)

{
var a =G (argl);

function G (argl)

{
var a = *(argl + 4);
var b=*(a+ 8);

return b;

) }
function H (arg2)

{
var a = *(arg2 + 8);
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Figure 8 Example of direct function call
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function P (argl) {
var b = (Indirect-Call) (argl);
return Q(b);
}
function Q (argl) {
var ¢ = *(argl + 12);
var d = *(c + 8);

return d;
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Figure 9 Example of indirect function call
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Figure 10 Data structure signature graph before establishing alias relationship
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Figure 13 Flow chart of detecting UAF vulnerability
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cation efficiency
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