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Abstract Multi-variant execution (MVX) is a technique in which heterogeneous redundant variants are executed in par-
allel to detect attacks. As an active defenses technique, MVX can detect attacks by monitoring the consistency of hetero-
geneous variants with parallel execution. Compared with patch-style passive defense, MVX can defend against known and
even unknown vulnerabilities without relying on attack feature information, which has broad application prospects in the
field of cyberspace security. However, in the actual deployment of the MVX framework, due to the unclear boundary of
multi-variant execution, random numbers, process PID numbers, etc. are passively included in the voting range, resulting
in false alarms, which make some software systems cannot be compatible with the MVX framework. We analyze the
causes of the false positive problem of MVX and proposes [-MVX, a MVX framework supported by compilation, includ-
ing MVX synchronization programming framework and a runtime synchronization module. -MVX framework adds a
small number of pragmas to instrument code and variables that cause false positives in the program during the compilation
phase. At runtime, the monitor synchronizes the variables and resources from the inside and outside of variant processes to
eliminate false alarms in the MVX framework. Based on the LLVM/Clang compiler and Linux kernel loading module, we
design and implement the I-MVX compiler and synchronization monitor respectively. Performance experimental evalua-
tion indicates that the average overhead introduced by I-MVX under the SPEC 2006 benchmark and Tinyhttpd program is
2.13% and 13.2%, respectively. At the cost of a small amount of performance loss, the integrated multi-variant execution
framework can effectively solve the false positive problem in the MVX framework and improve the usability of the MVX
framework. The security experiments based on real CVE vulnerabilities show that -MVX improves the compatibility of
multi-variant execution on the basis of ensuring the effectiveness of multi-variant execution security defense.
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1. static int RAND_bytes_loop(void*args)

2. {

3 loopargs_t*tempargs = *(loopargs_t**) args;

4. unsigned char*buf = tempargs->buf;

5. int count;

6

7 for (count = 0; COND(c[D_RAND][testnum]); count++)

8. #pragma mvx sync before

9. RAND_bytes(buf, lengths[testnum]);

10. #pragma mvx sync after data(buf, lengths[testnum]|, char*)

11.  return count;
12. }

(a) MVX synchronization programming (before compiling)
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f
1

loopargs_t*tempargs = *(loopargs_t**) args;
unsigned char*buf = tempargs->buf;
int count;
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10. sync_op_after(buf, lengths[testnum|, char*);

11.  return count;

12. }
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(b) Instrumented sync_op (after compiling)
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Figure 6 #pragma directives and instrumented functions
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Figure 8 Syscall microbenchmarks result
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