ENEC AR 5 B %2 %l Vol. 7 No. 5
2022 £ 9 H Journal of Cyber Security September 2022

AT E B8R “KEX
E RS R

AEER, KBS, X O KIS
B AR BURRE SR R S 211106
53 B KSR SRR By I 200433

WE Tk, BT ERM TSR, #F G UG BAREE A G S R ) 8, X AR gh A P e SR A 2 3 A
Ko BT, Ed AR E Bt ugAs R, « KR ST AR RO BA BT O B . AR, BEE A TR AL PR R, R
RARWTHETE, AR S M8 B 17 B ik 2 AR 2 DA AR SUASE B AL I 2 e, ORI BRI E B W28 XS, X2
B IX oCEE B 2O 0EE R A M. A TR R E, ASCRA T ARG ERBREAR . ST A5 ARSI
JABRME, AR T —FET KB AR ABRE RS, ZXARERGHA CKEX” BTASGFRENFESER
ME, BEIURERENEES, BEENFRBE AT, ZUARE RETEMTCE. 6 LS = RIEABR AR, &
T SEFFRRAE I 9T BA R« KR SC” M7 s, ASCEIFHE T 6 MRS PR E DUAME BN 5. SEIR LS oA,
Frig MBS T RIIRASES TRFARE R, BAGRMENEEE. A, B EIZORRES RGEE LM A —4
BARRI, M s .

EEEIR SORME BITIE; SR BE NG SUARE BRI KR

hEFESEE  TP37 DOI S 10.19363/J.cnki.cnl0-1380/tn.2022.09.01

A Steganographic System based on “Martian” Generation
for Avoidance of Text Information Interception

ZHU Jiahao', ZHANG Yushu', LIU Zhe', ZHANG Xinpeng®

"' College of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China
2School of Computer Science, Fudan University, Shanghai 200433, China

Abstract In recent years, due to fierce competition among Internet companies, there exists a phenomenon that text in-
formation on various platforms has been maliciously intercepted by each other, which may bring inconvenience and even
loss to users. Nowadays, “Martian” is effective in avoiding keyword blocking in the field of Chinese text information fil-
tering because of the complexity of the formation of “Martian” characters and the variety of “Martian” characters. Howev-
er, with the rapid development of artificial intelligence, information filtering technology has improved dramatically. Hence
it is far from enough to maintain the security of text information transmission only by keyword blocking avoidance. The
vital text content still has the risk of being intercepted by information filtering systems owing to the regularity of the
presentation pattern of such content. To address this problem, we adopt text information hiding technology. Given that
“Martian” has more redundant information than the language form of traditional plane medium and the traditional text
information hiding schemas are not suitable for the avoidance of text information blocking, we select “Martian” as the
steganographic carrier and propose a “Martian” generation based steganographic system. Through the combination of
“Martian” and text information hiding technology, some vital and sensitive information can be free from being exposed in
the text, improving the security of information transmission. The text steganographic system proposed in this paper con-
sists of three basic modules: preprocessing module, control module, and steganographic module, where the preprocessing
module is mainly responsible for the normalization of data to be embedded, the control module is in charge of task as-
signment during data embedding and extraction process, and the steganographic module is designed for some specific data
embedding and extraction tasks. Through the research on the structural characteristics of Chinese characters and the analy-
sis of the construction pattern of “Martian”, we designed six kinds of steganographic sub modules for data embedding and
extraction. Extensive experiments and theoretical analysis demonstrates that the proposed text steganographic system
achieves higher embedding capacity than other similar text steganographic schemes and possesses good robustness. In
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addition, we present a specific Internet application example of the text steganography system based on “Martian” genera-

tion, which reflects its practicality.

Key words text information filtering; keyword blocking; text information hiding; Martian
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Figure 1 “Martian” in the Internet
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=5 JRy R BEL e 11

Bk 2 oI R
HIA: PR B FE L0 LT

N,

cmC

invisible »
BRI R T
Wit fs.
1: BT = TreeStructure(c;); //3RE c; I TE 25 44
2 Msubstr = {mj""’mjﬂ};
300F j+1</,50 THEN
4. cemp=IM,,., l;0=1
5:  WHILE w < Length(cmp) DO
6 character = Combine(cmp[w], BT ,E)
7: IF cmp[w] <uc; THEN
8 IF character € 2 THEN
9 Sp = Cypisinie Y character;
10: RETURN fs =True;
11: IF emp[w] <s ¢;
12: IF character € 2 THEN
13:
S; = Cipisinie 2 Character;

14: RETURN fs =True

15:

o=wtl;

16: ENDWHILE
17: RETURN fs = False

BOE 3. WS B G RIRNGLIE.

iﬁu)\: Ci’mj’anisible ,ﬁ“ﬁf(ﬂ% ﬁ)‘“ message ’/X?
FHEERGIRT.

Wit f.

1: BT,, BT, = LRtrees(c;) ; /3R ¢; 2e a5 W& #

2M e = {mj>""mj+1};

3:AF j+1<l,p50 THEN

4. cmp=TTM,, Lo =1;

5: IF BI, <q BT. OR BT, =<y BI, THEN

6: complex=BT. <y BT,? BT, : BT, ;

7 WHILE @ < Length(cmp) DO
character = Combine(cmp| ],

5 complex, =),

9: IF character € 2 THEN

10: Sp = Cyisine Y Character

11: RETURN fs =True;

12: =0t ;

13: ENDWHILE

14: complex=BT.<s BT,?BT,:BT,;

15: w=1

16: WHILE o < Length(cmp) DO
character = Combine(cmp| ],

7 complex, =)

18: IF character € 2 THEN

19: S = Cyisine Y Character ;

20: RETURN fs =True;

21: =0+l ;

22: ENDWHILE

23: RETURN fs=False.
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BOE 4. TREM(E RIRIUEE.
A s, BREEH TR Table 2, PUTHHIFE

ERGI KT .
Wi £

1: controlcode = Getcode(s,, Table 2); /N3 2 Hi3k
s, RS B )

2: BT, BT, = LRtrees(s,,,) 3/ s,,; 7E 45 T &5

3:IF BT, <y BT, OR BI =<y BI, THEN

4. easy=BT, <y BT,?BT, : BT,

5:  code = Getcode(easy,T'); //35 B & #4014 Fir
Xof L F) 2 L)

6: m = controlcode U code; fs = True;

7: ELSE

8: easy=BT, <sBT,?BT, : BT},

9:  code = Getcode(easy,I');

10: m; = controlcode U code; fs = True;

11: RETURN fs;
434 [FIEFEHBIR

7 & B i ArAE T “ KBS b, HrE
(1R & 7= m] A AR F ] R EAR T . A AE
0=0, 00 WA E@E T —ikFH7TRS Dt
FRERAN SR X TR FES, AR —
Fhoe 4 — X F R gmis T, Bl 9 &R “réen” G
H g 7 e ERE R, T — e
X i, D7 A B2 AR 1, IF A
PR T 5, AR AR B & o . 9 1
filt R B — 7 22 I A R SR IR ) R, AL
FEWTHRIE TR, SRAIEAH RN A SEZ AT H L.
x5 RRFAEFREME R, EERmARENE
%5 B, B35 6 #iiR T Gethomophone BRI %K

BIE S FEFEHE B mARE.

N ¢m i Cnvisibe -

it fs.

1: CP, = Phoneticalphabet(c; ); /3R B c; {19t

2: ht = TreeStructure(CP,); /3K HU G i1

3: hp = Gethomophone(ht,m;);

481 = Cipisivie Y 1

5:RETURN fs =True;

&% 6. Gethomophone

A B roor, F5HELCHE m,
vy [FFEDUF hp

1: Gethomophone(root, m )

9
2: IF root THEN
3: IF m; =0 THEN
4 hp = Gethomophone
) (root—> LeftNode, mj,1);
5: IF m;, =1 THE
hp = Gethomophone
6:

(root—> rightNode,m )

7: RETURN #&p = hp U root—> data.

RO, BRI S E R/ s, WA
H s AL R H T A A B N T, BARE
BAERUE BRI

Step 1: 4555 2, 3KHL s, NZwt5 controlcode -

Step 2:3KH s, HKIPf & SP,, -

Step 3:7E% 5 HEIK SP,, FIfElT, EZITIER
Siv1, JFIRHL s, B = XA AL bic

Step4: & W 15 & m, =controlcode , m, =
controlcode U btc, FF¥ RFES 51X EN True iR
[ 28 2 R

9 REEFTEEZNHILR
Figure 9 Complete binary coding tree for homo-
phones

x5 RIEFE
Table 5 Homophone table

Ciinsy NSt

an (000)/# (001)F (100)% (1%
rén (000)IA (001)7) (010)T (011)47)...
Zud 00) (ODfE (10)EE (11)4 ..

43.5 FARFRES
YR FCR I, KBS KER A R 7 7 e
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AR ETREA, Ko PUE AR E
Z, W 174 7, -k, BT ETRARFRS
AR E R4, — e R bR e
(RVER AR, DRI AR SCAN 5 B8 e A A M L IR 43, X
BR[34-351#B%E T BT X 22 47 S5 ML 7 145 Bk N T
%o AN, RS BIRBUSAET, 7FEA NG A
N2, FIERIER e, AT A SR SO
5 R%. BAGEERANSRBRWEE 7 s,

BE 7. THIRE ERANEIE

N Cism;, Cnisile -

W fs.

1: BT = TreeStructure(c,); //3RH c; FIMTE45H

2: root = Getrootnode(BT); //FHUH HIAR 5 15

3:IF root ==“Ir” THEN

4. IF m; ==0 THEN

5: S =¢;;

6: ELSE

7: ¢;»¢;, = SplitCharacter(c;,root); /| ¥ 4
TR EREA TSy Sy

8: St = Cinvisinie Y €a V€5 J5 = Trues

9:RETURN f;.

TR BRI, HixfE RIS BT
sg, WIATARAE R 2 FREL s, X M. 4t controlcode - [F]
I RATEE 5., 5 5,00 W= DWFHIEAPIAN T,
(RN N P U /NS P 5 = RCTI
m; = {controlcode,l}
4.3.6 AWNFFRBHHR

B RN R, %A 3 M AR, 575
R 3 ORI A R AR T IS AT B AR
L5 B i AT 15 BRI o 15 BRI, 124K
Beox B HT &8 TR AE AL 5 2 O L) 2 i,
I AR 1R SR BURAE . BARRIIR N BRI
5 SRR AL AR, A AN B

5 SKWERSSH

AV EENBE RN, BENS X
BRATUHE, IR ST 9 . TESLI0 S5
IR, DTz ORI S KRGS
5.1 EERFR

ANR— e, WHRAZE N ER, N

M
ER="7 3)

Horb, M BRI, C FoREIRSCAR TR, W

RSN EE, T
M
EEza (4)
H CH AR ARG S R WA RN
TER, M|
TER =5 (5)
C
Hrh S NS EREAR TR EEEERNE, AR
A R R UG SCAS FERR B 7 %55 SO PR B 2 ok T
5 TER, XR&HTFEARMGmIL TR, F/RT S
FAHOTREFEAAHIA .

WA =8 mE BRI A, Hitk—4R
IR E RGN AE R AR ERIRAE ER 51k
AR EE BIFB BA BRI SCARZ K TER, A%
H R YRR AT = TR b

SPI = ER x EE

TER ©
N7 HANFESE AR SCAAE B R R AT LU,
AR R IR N B
scEc=_Y_ (7)
TER
5.2 BREFIREHERANBEN D
AR, BABEE TR BRI R T I
AAHTE, $ZHRAT ST, BATTAT LA
MNEE TR R PR IRASR E. AT S-TT B,
TR ETFE R EEEHRImA 1 HWREE, B
WA M ndEd] =4, K SCEC(S-TT) =1 Eeif. X T
C-PT Hish, KA A RM WL TR, 515
SCEC(C-PT) =2 LU, Xf T FR #idk, Zidhiss B4
BE R IIDUTRE RN 2 ELRRE R, R B —
NIRRT 2 HEE R, BiEAR 7)) E
SCEC(FR) =2 tbiF. XFF FS Bk, T2 hr
G BT 20 AR L Ry (UL, 0T AR A 2 =
TNARXTHE H FS BRI AR RE

SCEC(FS) = ZI:SCEC(FS im;=i)-p; (8)

i=0
Ko p 5 p 2R ERm=05m =1 1K#=K,
SCEC(X |Y) R/RIERBEMY N, A X (7R
B AYIE py=p =05, m, =08, FS BT T
S-TT Kitk, L, SCEC(FS|m;=0)=1L45. £
m; =1156LF, SCEC(FS|m; =1)=1.5 tLAHs, R4
AR(8)AI 15 SCEC(FS) = 1.25 b4 . K- N-CCS ik,
FR A FT SCHIIR AN, %13 SCEC(N-CCS) =2 EhiF,
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HS B 5 DL FREHOAR R, 2B i AR 15— A
AW EE AR, Wk, AT Q, BEHLIHE
T 100 M, FHRNBADCFERHLAER T 100 K5
10 F B R DUBESOL A i LU RR IR, 0 S R IR
10000 ZH 5250 25 REIAME, £ 6 44 T 85 T
B B RN BE 10 .

*6 BREFRRAFFHRNTEERA:LLE)
Table 6 Single character embedding capacity of each
steganographic sub module(bit)

S-TT C-PT FR HS FS N-CCS

1 2 2 2.86 1.25 2

53 SHIRE

B ESLERBH, T RERR A RN
SRR AT A5 EAR N . SR, IXAEAE R BR S
AR N I I # B, R B n] RE 3R 58 RS H
KEIMEE . ATIEAFIRENRE 246 ie
FFULSEAETE, A BRI B 5 RF AR T 20T 0 485 7 1)
FEA. Hk, RS E L, KAXSHT “KEL”
FER{RMGHBEE TG “ KB WMEHEN.
53.1 Tk EERSH

AL AR S AR BUE S R i (s B REAR X,
WEEOLT, W50 &2 e i8H B R KK,
HASCAT R B RS R4 MRS MR S HoEA
U Seah b, RSO E A =7, BN B KRR
9128 HuF
53.2 #EHIERSEH

T IHAMFE KBS BAREE, RSO
AT 150 MERH “ KB MHETFHESTFE04
BEEAEAR (B 5672 DA, AT IXEeREA AT
TIHYE, KR TR BA G THEAE 5 U
oy, AT A 4896 N FIFI KB CREALE ., I
MIN AR REAR A Xt B [ @ AR AR (B BB 12 58
B EHRRIREA) . B Eext “ KR BEA 5 H M
R EREAR, S8 RIML) 53.2%1) “ KRB 7
JrRFF A S-TT MR, [Fn), fEfas e, MHEA
DU RO BRRE R 2238 ROCA K« Rl ASCA R T
IREFAFAEEE FARER PR T HAR 4 NI,
SIS AR ORI, R MR R R R R B e, X
FERRARAE A A m] a5 6 SO A BT [, AR ABEER
RS R 6 B, Agszshd, TR
REd INBe 'S 2= = R 2 DA 25, AT E S5
£ =0.35,6,=0.55, 5 =0.65, 5, =0.95 .

11

533 ZFHEMERSH

TR AR SR 6, HIBUE 23S B AR R
R . ASCER A TR BU 150 4> “kEL”
FEAR, MAFIREUH I T Siitas R R, EFRECH
WFHE 346 MEHATIS FRER, AL
DU AT U0 R (1 Ab

Step 1: THHEBFANDFWIELER BT 1)/ T W
BT, 545 F W BT, 5 & Z (4 xHE

Step 2: 29 T U722 A T4 v B 25 A A1)
HITH.

SEIG e R 10 R, 1ZE/MEN 0, (H5EE ]
0, =0 & fiif5 BARBUEVE R, NILEE 6 =1.fE
LIS LR |, ERX 346 AN EEAT U0 R AL EE:

Step 1: IEHUA A T EZE N 0 BRI AR
WD TS

Step 2: FEFITFEE b, THE AT T BT 2 X
IR E 2 L SHE T BT E gt 2
et R 1 s, Zs/MEA 0, (HFEIEE] 6, =0
SAYAE BARHUER R AL, Rk E 0, =1,

140

0 1 2 3 4
m DUTRIB A 2 AT T I 2R I A X
10 XFEATREEENENERSE
Figure 10 Absolute value histogram of height
difference between left and right subtrees of Chinese
characters

0 1 2 3 4
m DUT TN 2 A TR 2 22 2 o

B 11 XFEATFHEMBHEEENETTEESE
Figure 11 Absolute value histogram of stroke number
difference between left and right subtrees of Chinese
characters
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5.4 BB
5.4.1  JESCARAE RSB EVERT LT

AT P B B RS T 5 I RN B AR OB T
XTIR AR SCARMAZ B, PRI ATI AR Ja T 2 T e i e
A FSHR A E . HT SCHER[34-3615 A SO iR 145
AR N T SR A X i 46 SCAR W S AR AT B L,
EEEWR O B R A M, Fik, ASCE 5
REFHAT R . RATHGH LM FEEHLIEEC T 10
FRHT IR, IS 35 0 28801 o ) Sk 2% |l S AR
HEEL 110 26 30A, HHR RS SUARELE 200 N AF
(A ER RS AKX 100 26 SCABAT T 4T
L, BRI T — /MR a5 2 FloRr 8 280 1 SR HH
£5 NewsData. 5ULIRF, A8 A 100 25 BEALA BT
HARE N 400 1) ki) 5 Bl FH DB AR iR A5 5.,
H, 05 1 HILFIMER AN 50%. SSE. ESE il TBE
5 TR AR AT AERIR 3 . [EfSE M2, ESE &
RN R ER FHR AR EE 5RHRE BBk
FE L AR, M4 SCHR[36]H B St ae vl B~ 22
3
ER x EE I
TER  2°7 405 @)

WFLeN*, G18AROE L=3 I EE R K MH
SSE 5L ESE [H—HMRepkiG o, BRI L=1. TBE &
B MR SEARKE T ARBUR AN T E 0 A
K, AT ARG H:

ER x EE _ {bg[g]r
TER i-1
i

“[o

G SCHR[36], T €{50,100,200} i, 247 =200
H O=521F, TBE HiEn] DRGSR 5 PERE . H
R T ATHEN, AP BSOS BREEE ALAE R S
PERE LT HoAh 2 T AR B B 8T %8, HARR
F TBE 5IEIRTE T 52%.0 ASSCREAY fp S B FF RN
VAR Sr.Nw/ Il
SCEC(Ours) = & SCEC(S-TT) + (&, — & )SCEC(C-PT) +

SPI(ESE) =

SPI(TBE) =

(10)

x O

(&, — £,)SCEC(FR) + (&, — &, )SCEC(HS) +

(1-&,)SCEC(FS)

(11)
iRk 6 LLESHeMikE, 715 SCEC(Ours)

=1.87 L. EFERRIRE, SCHR[34-35]FTH i Hk
575 KT Word SCA, RISEAS BATIEHITE

B UL B2 T B S SRS, Hot AR SO A4
J BB S 5 A SRR R AT T xF . ACS T
BR[50], 45 &N SVE RN BE 0 5 18 F SRS 2R 2,
W% 8 fim. AEHERRIE, CHRR27EE 4T
f¥] RGB {H7E 74T 3 LLRFAOHRN, SRTITIX B
ABATEAYE, HIER LT, Word SO KHEZ
AR HERAR R, X 0 20 1 5 AR RE S 3 N
SRALE UL A0 HE LA SR LA A, DR L i SR B
MRS . 2R 8 T, AR SCREAY RN BE AR T RIS
PRBCTH &R, 75 5.4.2 T, ALK RN 1
ARSCEAL RN RE 71, [R5 R TR S R B J7
Ko G5 b, MBTARCR A B RET, AR
R BE ST VAL 38 5 T #8 BAT B2 AR %5

®7 ETFHMENERRBEEIEER
Table 7 Experimental results of information hiding
algorithm based on font modification

Y ER EE TER SPI
AR 1.96 291 1.48 3.85
SCHR[34] 0.43 2.01 1 0.86
SCHR[35] 0.54 1.98 1 1.06

SSEPS 1 2 1 2
ESEP(L=3) 0.67 3 1 2.01
TBEP*(T=200,0=52) 0.79 3.18 1 2.52

x8 EXAERBREEAENL
Table 8 Comparison of steganographic algorithms for
non-text generation

A M & AR
A SRR FAFFRN 1.87 HAE T RR 1
SCHR[19] —ATHRAN 1 LLEE A E=E &N
SCHR[20] —MMRNFRFHRN 1 LAY FTEN A
XHR[21] U UG 2 17 2 FTEN A
XHER[25] AR EIEEL—ATIRN 1 LB Word 3CEY
HR[27] AL 3 Lk Word (A%
SCHR[26] FEAARN 2 LLF TeBR 1
SCHR[28] FABIEIRN 1 L JERR
SCHR[29] RFAJHRN 2 HUgF T RR
CHR[22] BT AR B SCARB SRR/ R Word SCRS
SCHR[23] BHATHRN 1 HeF PDF A%
LHR[24] T AR 2 HES I H A 5 XML CHY%
SCHR[32]  fEER—NEEIA P07 RN | ERAR JoRR |
SCHR[33] (ERISERS SN JERR |
SCHR[30] 52 R T R JeRR
CHR[31] ZIRTF LZW TeBR 1
SCHR[37] HHALZ E RN 16 LUEF TR
SCHR[38] AN 8 BE P FHRN 16 HRE TR
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5.4.2 ARSI EIEN AT

WSSO AR R RS 5 BT 3 RS R AR R
Fa's 5@ AR RS o 7 R AL R S Ak, AH
bt F A BT, Qin MBI Fr A= B 4670 W B 45
U B AT SRR AR R PR N . TESCHR[43]H, — B4
RIRFIR AN a0 R A KT
EC(Qin) = log, (K, ) +log, (P

num

)+log, (R

num )
(12)
+4log(beam

num)
ﬁ\:l:'j’ Knum‘ Pnum‘ Rnum N beamnum ﬁj\%U%ﬂ_‘—\‘jﬁ@
WHL B B Rk e s BRI,
P RF RN BE AT B AR 2 3T SAS
EC(Qin)

4N,

Hp, N, ROR AR BAT P OCF TR, AR AT SR
WNFEREIEH . X, %E PR, =8 MR, =36 H
N,e{57y, Ik, SCECQin) L # i1 K, 5
beam,,, €, beam,,, Bt KL L) REHIAE
BT R, SR, K, FIUEFE& A RS, X2
R BA BRI E G X T AR, )
PARA), ESH e B BT, HEFRFRA
REJIZ IR T SABEE FRH . it i &I, &AMk
B TR RN BB MR R AR T R S A ) A R
(& 2)« MRIERFRER 3)FFE ERER 5). TEMEKL
ASCERVNEEOUT, R 5 E AT HTHRARE )

(1) HTFASTHIER T 2500 A A&7 f5 Hxd
ISR T, X ERERN [ RS TRLE ST
RKIECE, MM T HS KIRNAE S, BRI 78
Q. , BmEZ 7R P EAT R CTERAN L NmiE T
HS B R

(2) BEIMARRLERFEL, $2F C-PT Bid5 N-CCS
=g NG

(3) FIFH MR R AR NS S ) =155, s
Kl ()5 B 1(b)R, MSFFRAT S5 2 “ KB XX
KRH R 2 —, HIR SR 8l R 1. ]
PR 5 & A v WARHI 755, WinE 2 i
AN i e = R B, AT 0 e 5 s ) 2 R 1R R
NS

TE Ve A2 I T 151 A R B 5 SR I S i T S
KRB E vk, #ig b, ASCEIRLER AT DL A&
BB R BEE I OL R, M E=Fr R, R8s
ZHEERRNBE ST SCHR[43 1T IRt I e 'S 7 RAEAS
SR R A T A SR R SR R LA R A

SCEC(Qin) = (13)

(Dhttp://www.360doc.com/content/09/0820/17/180960_5085129.shtml

13

iR 2R, JR X (E BN E R INETMIES
1550 AR R age R ), IR R BT A R A 38 155 ) 3
ITAE BIRUERAE . 7R TR A 1045 B AR DL S B i
oy, IXEAEE, Flan S stE, A R E R e
BB, XK FECREANME BRIGI R R FIFE,
T SCHiR[44-45], 8 HAE BRI, e
Fow, S BIRIUK T HEER p(w, | Wy, w, ) AT
YT RIS, AR AT w ER
HEMIETRSFE pw, | W, w, ) BRI,
M AT B T EUE SRR BTSSR . 2R, A SCRRE 1
IR FE B IR S P2 E# 2 0 B AL, B
— MR 1) B AN 2= 52 e B FL AR B ER (1) 45 B
PRI, X AR A SO Y A B T SR AR BB S SR )
M
543 “BWHOL” EREHI

ASCULH B FATH “HE 1047 fERERE
B, K EEAE EIMAE KB SO, AR
FRFE T AN, XTE— B LR T HEE B
I E R, A Rk T AT LI R R R L SO
SRR, REE JE B A2, B 12 BT
BE RO B E AR, Horh, PR RS R
Fil UTF-8, BRI 7 AR #7457, TP
HB o W 5.4.2 15 B8 H I ZSRE R AT 5 7 56
fEERZE, B 12 FRE RN SRR A A
BB FUR AR, R 6 40 2 2% SCATY 1H R B i 4 =7
¥, B OLA SO A BT RN RE 77, RIS, IX
FFETATH & AETEH FrE WL AE D AR
55 RBREZREMIH

A EETT R AR KBS 5
“CREX” I EM, B, BA e rRE#E. H
FA S ARk BT AR RS < KB B
KREIRZH, EUEHEEANNMRZES ZRAN WL T
FULAM KRBT, MEERRRS i A
B RKEIMERE . g et xtis B, i8R K
A G BB S A A H AR B3 AT AR SR I

SRTT, ASCAE A AT WA S /(LR 2) k4B
WS, XML LB AR W, W
Ko 5 o3t B SR AR b AT R, ) AT LIS 2
100% FIRS M HERf 2 . T2 5.4.2 F R Tde R 28 =4
RN BEJIHR T T7 AT A U X R . A ST A
B D0 44 T s 2 ke | T o el T KRS
ARG E LR, AT LB S T Rk B
R ARH T2, M B S A M o X i R ik 1 1
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Frfdscf HE, #5015
ZETaOs app, HERF
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Figure 12

BEATATIN, A2 FT R 22 B AR “ KBS
AR B Wl A RS AR, KRR
1o A2 23 b 2 i i g i 10 5 SR 381X 8 7 4~
S R, BT A SCER A BB — 2R B 5 45
FRMERRIES R Z RN 400L5R 2), HMIIREGE
TTIT, 2o KR e S 2 ) = 155 1 e A A
NIRRT 100%, WU, i NIRee
SRR X M o) = 5 1 A R AT A LR B8 55 40
Wro EEXTIXREGE S s, A SCHE H— R PR AT
T it

(1) & 49 K& — KR 5 6 7/ 17575 ik
e K2, B—RKREEHFHREZ RE 4 Mk
TR, B RHARE TR, PTI IS RS A
DM EE

(2) ANEMEFREER TR RS
FFRI ST EE RN TR eI B 5 4 ) 7 77 1
fS FHARAE .

Ak, KRBT BANE AR T BB, SR
MHIFIEAFROCAETIEA, Wik, HiEEx
TTRIA KRBT #ATIH BRI, ATRE gl =

(Dhttps://dun.163.com/trial/text

Generation case of

“Martian” text with secret data

THIMEE, ik, AR CARRE RGEHA
& T SCARTE 5 T A ER AR AR 3 5
5.6 EEMIH
5.6.1 JAEHELSE

CRESC TR R, BRIy BE
o HAET, T EARA BOARE T “ KBS £
PG BRI SRR, AR SC B ks BB XA
BEEE BN B UARIFFA R KB, WithEAfi15
KEBAFEE R N B BT IE R A KRR, MNIE
RFRAR T SCAS IR P S EEAR I XU . oA T B8 E A
Bk, N, ARSCEENLAE AL T 100 NASFEI T
A7 A RIFRHE 13 AR BT & SRR A A B
T 100 A “KEIL” SR, BRI S 5 E it
(RIS AK I T VHEAT T S A I, 1B 13 AT
M2 T PSR AR)T 35 SCAR BL RO R B R AN Er 8 5L
AP EE R, Ho 47 598 4 DNFESCEEEL
TR, gty 0N UTE-8 HOoNFEALAE R . 5286 45
BIR, 1% 100 N “KES” XARAF 18 NITAR
R & BB R BRI E-EDEHETT), KRR
Wk, Horb, X 18 MR YR
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