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Abstract Traffic anomaly detection can effectively identify attack behaviors in network traffic data, so it is an important
means of network security protection. In the recent years, deep learning technology has been widely used in the field of
traffic anomaly detection. The existing traffic anomaly detection methods based on deep learning models have two prob-
lems: one is poor robustness and low detection accuracy, which results from the data being affected by noise; the other is
low efficiency, which is due to high data characteristic dimension and multiple model parameters. In order to improve de-
tec-tion speed and accuracy on the basis of reducing the impact of noise on traffic data, this paper proposes a traffic anom-
aly detection method based on the combination of Denoising Auto Encoder (DAE) and Gated Recurrent Unit (GRU).
Firstly, we design a traffic feature extraction algorithm based on DAE and use the Mini-Batch Gradient Descent (MSGD)
algo-rithm to train DAE. By minimizing the difference between the reconstructed vector of noise-contained traffic data and
the original input vector, the traffic features with strong robustness are effectively extracted and the dimension of the fea-
tures is reduced. Then, an anomaly detection algorithm based on GRU is designed. The extracted low-dimensional traffic
data is used to train the GRU to construct the abnormal traffic classifier and realize the accurate detection of the attack
traffic. Finally, we have carried out anomaly detection experiments on the NSL-KDD, UNSW-NB15, and CICIDS2017
datasets and the experimental results fully show that compared with other machine learning and deep learning methods, the
detec-tion accuracy of our proposed method can be improved by 18.71% at most. At the same time, the proposed method
can achieve higher precision rate, recall rate and detection efficiency with lower false positive rate. When the traffic data is
damaged by noise, it has strong detection robustness.
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%1 NSL-KDD. UNSW-NB15 #1 CICIDS2017 #5315 & B9431E
Table 1 Features of NSL-KDD, UNSW-NB15 and CICIDS2017 datasets
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Table 2 Hyper-parameter configuration

HSE &

Batch Size 16

Epoch of AE 10

AE JZ¥ 3

Number of units for GRU 128

Epoch of GRU 10
Activation RELU
Learning rate 0.001
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Table 3 Details of the NSL-KDD Dataset
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Table 4 Details of the UNSW-NB15 Dataset
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AR FHHER % (Accuracy) i iffi % (Precision)
A% (Recall)s fFFH % (False Positive Rate, FPR).
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Table 5 Training and testing connection records of
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Figure 5 Model robustness test results
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Table 7 NSL-KDD binary test results

Y accuracy precision recall FPR Fl-score AUC
RF 93.55% 94.36% 95.08% 5.62% 94.72% 93.27%
DT 93.15% 98.06% 93.27% 6.75% 95.60% 94.85%
AE 86.56% 82.42% 94.20% 21.68% 87.91% 86.26%
DAE 91.27% 91.88% 91.26% 8.70% 91.56% 91.27%
ELM 94.04% 98.31% 93.18% 41.66% 95.68% 81.33%
DNN 96.00% 96.21% 95.69% 3.70% 95.95% 96.00%
DBN 93.39% 98.67% 92.97% 49.88% 95.73% 71.01%
LSTM 96.20% 94.02% 96.95% 6.76% 96.43% 96.09%
GRU 96.94% 96.40% 95.73% 3.36% 95.76% 96.90%
II‘)S/}}IEV[ 96.92% 96.96% 96.79% 4.80% 96.87% 96.92%
GRU-MLP 94.73% 96.95% 94.05% 3.13% 95.03% 94.70%
CDG 98.56% 98.72% 96.85% 1.36% 97.63% 97.60%
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Table 8 Unknown anomaly binary classification test result based on NSL-KDD

i accuracy precision recall FPR Fl-score AUC
RF 84.24% 86.11% 84.32% 14.35% 85.21% 86.37%
DT 76.21% 95.58% 61.06% 35.27% 74.51% 80.49%
AE 83.60% 77.20% 87.88% 19.65% 82.19% 84.12%

DAE 84.65% 76.01% 94.06% 22.47% 84.08% 85.80%

ELM 74.49% 86.67% 65.23% 8.82% 74.44% 76.59%

DNN 74.02% 58.91% 93.05% 38.71% 73.03% 78.67%

DBN 71.60% 89.72% 56.61% 7.19% 69.42% 74.94%

LST™M 92.52% 88.44% 95.90% 10.39% 92.10% 92.25%

GRU 92.75% 95.72% 87.06% 2.95% 91.19% 92.06%

II‘)SA,}IT\;[ 91.01% 95.67% 93.50% 3.06% 94.00% 94.89%

GRU-MLP 93.08% 92.64% 91.46% 5.49% 92.05% 92.98%

CDG 94.83% 98.14% 94.41% 2.83% 96.24% 95.78%
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Table 9 UNSW-NBI1S binary test results

TR accuracy precision Recall FPR F1-score AUC

RF 82.30% 63.55% 79.01% 24.32% 70.44% 72.33%
DT 76.38% 72.16% 95.12% 12.72% 82.43% 84.85%
AE 76.88% 79.66% 85.77% 38.91% 82.60% 73.43%
DAE 82.88% 85.70% 87.91% 26.04% 86.79% 80.93%
ELM 76.51% 72.37% 92.75% 13.20% 81.30% 81.40%
DNN 73.42% 72.02% 84.59% 31.54% 77.80% 66.39%
DBN 86.98% 75.94% 87.06% 25.78% 75.04% 76.01%
LSTM 92.71% 93.21% 95.56% 12.36% 94.37% 91.59%
GRU 93.78% 94.18% 94.56% 10.37% 94.37% 92.09%
DAE-LSTM 93.41% 96.50% 94.61% 9.27% 95.55% 93.14%
GRU-MLP 93.98% 96.73% 94.84% 20.67% 95.78% 87.09%

CDG 95.09% 98.89% 95.91% 7.53% 97.37% 96.09%
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Table 10 CICIDS2017 binary test results

LY accuracy precision recall FPR Fl-score AUC
RF 97.54% 97.60% 97.62% 3.67% 97.61% 97.34%
DT 97.32% 97.61% 97.63% 3.26% 97.62% 96.81%
AE 81.08% 83.38% 87.95% 31.13% 85.61% 78.41%
DAE 84.06% 85.72% 90.10% 26.67% 87.87% 81.72%
ELM 94.93% 93.86% 95.72% 12.36% 94.78% 93.12%
DNN 92.67% 96.19% 92.20% 6.48% 94.15% 92.86%
DBN 97.68% 99.61% 86.93% 13.65% 92.74% 94.76%
LSTM 94.79% 92.60% 94.64% 2.18% 94.91% 94.79%
GRU 96.98% 98.64% 93.23% 1.28% 96.86% 95.97%
DAE+LSTM 96.23% 98.64% 93.74% 1.28% 96.13% 96.22%
GRU-MLP 95.98% 96.14% 95.79% 3.84% 95.97% 95.98%
CDG 98.47% 99.12% 97.80% 0.85% 98.46% 98.47%
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Figure 6 CDG model’s confusion matrix for the multi
classification of NSL-KDD test set
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Figure 7 Comparison of accuracy of CDG and GRU
for NSL-KDD classification
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Figure 8 Comparison of precision of CDG and GRU
for NSL-KDD classification
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Figure 10 Comparison of FPR of CDG and GRU for
NSL-KDD classification
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Table 11 Training time of different methods
Hk I (E)(s)
NSL-KDD  UNSW-NBI5 CICIDS2017
RF 357.2 4273 570.8
DT 360.0 456.4 564.2
AE 384 50.9 250.3
DAE 452 50.4 246.7
ELM 58.2 79.8 323.1
DNN 220.8 335.7 553.4
DBN 259.7 369.5 576.2
LSTM 188.1 231.8 381.4
GRU 166.7 185.0 346.1
DAE-LSTM 139.4 175.1 336.3
GRU-MLP 170.2 290.3 365.7
CDG 124.4 158.1 305.7
R 12 FEFAERNRES B
Table 12 Testing time of different methods
— N 1] (ms)
NSL-KDD  UNSW-NBI5 CICIDS2017
RF 6.28 9.74 11.86
DT 6.43 10.32 10.68
AE 0.51 3.95 3.87
DAE 0.32 3.95 3.65
ELM 1.57 7.31 6.17
DNN 7.29 11.24 12.21
DBN 8.34 12.58 13.26
LSTM 5.53 9.25 9.36
GRU 5.69 9.00 8.30
DAE-LSTM 2.47 7.24 7.58
GRU-MLP 6.37 11.78 10.20
CDG 2.01 6.67 6.25
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