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Abstract As the basic platform for large-scale attacks, botnets seriously threaten the security of cyberspace. It is of great
practical significance to study botnet from the perspective of prediction. Aiming at the shortcomings of existing research in
terminal perception, identity recognition and dynamic confrontation, this article outline the botnet life cycle, summarizes
the vulnerabilities of P2P botnets, establishes a P2P botnet dynamic confrontation model, and analyzes the importance of
node authenticity judgment and network topology optimization. On this basis, this paper proposes a novel dynamic
self-organizing P2P botnet model DSBot from the attacker's perspective. The model can be extended to all kinds of target
devices in architecture design, enhance terminal antagonism through node security evaluation mechanism based on reli-
ability matrix and authenticity verification, and propose phased infection strategy. Based on the ideas and methods of
wireless AD hoc network and multi-agent, the multi-dimensional representation of node attributes and the dynamic net-
work framework based on state identification are describe. Then the O(N;) update algorithm, uniform connection algorithm
and active node removal algorithm are designed, and the self-organizing network reconstruction strategy is proposed com-
bining the corresponding initialization and adjustment mechanism to further improve the robustness of the network.
Among them, the O(N;) update algorithm ensures the credibility of the node, the uniform connection algorithm reduces the
risk of network exposure, and the node active removal algorithm removes suspicious nodes in real time. The DSBot model
is evaluated from the aspects of average waiting time, command reachable rate, network connectivity and reconstruction
stability time. Experimental results show that DSBot model can meet the basic requirements of botnet command control
mechanism in terms of efficiency and resiliency. Finally, possible defense strategies are discussed in terms of terminal
clearance, command control server strikes and command control process. This paper aims to improve defense solutions by
predicting new botnet models.
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Figure 1 Countermeasures of P2P botnet
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