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An Overview of Network Anomaly Detection Based on
Autoencoders
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Abstract Network intrusion detection technology refers to a method of detecting behaviors that endanger computer sys-
tem security, such as collecting vulnerability information, denying access, and obtaining system control rights beyond the
legal scope. It is an indispensable defense mechanism in the field of computer network security. It is widely recognized in
academia and industry. At present, the network anomaly intrusion detection technology based on supervised learning has
high processing efficiency and detection accuracy. However, such methods require a large number of labeled samples for
model training, and the acquisition of these labeled samples is difficult and expensive. In order to reduce the dependence
on labeled samples, network intrusion detection technology based on unsupervised learning or semi-supervised learning
has been proposed, and has gradually become a research hotspot in this field. Among them, the network anomaly detection
technology based on autoencoder is a typical representative of this technology.This paper sorts out and sums up the repre-
sentative work of autoencoders in network anomaly detection, and reviews related literatures. Firstly, the basic principles,
model structures, loss functions and training methods of various autoencoders are introduced. Secondly, it can be divided
into threshold based and classification based methods on this basis. Among them, the threshold based method uses an au-
toencoder to calculate the reconstruction error or reconstruction probability, which can be divided into reconstruction error
based and reconstruction probability based methods. Appropriate thresholds are critical to the success or failure of anoma-
ly detection techniques. This paper introduces three calculation methods for thresholds. The classification based methods
use an autoencoder for feature learning and dimensionality reduction, followed by a classifier for anomaly detection. Then,
the method characteristics, performance evaluation and innovation points of several representative research works are
compared and analyzed. Finally, the existing problems in the research are introduced, and the future research direction is
prospected.
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Figure 8 Process diagram of network anomaly detection technology based on reconstruction error
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Figure 9 Process diagram of anomaly detection technology based on reconstruction probability
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Figure 10 Classification diagram of anomaly detec-
tion threshold calculation methods
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Figure 11 Process diagram of classification-based network anomaly detection technology
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