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Abstract For a long time, the security of critical data like encryption keys and private information has been an important
concern. The huge trust computing base (TCB) of the operating system makes it vulnerable to various of attacks which are
leveraged by malicious attackers to stealing the critical data from the applications. The virtualization technology can re-
solve some of these problems. Since the virtual machine monitor (VMM) Runs at the highest privilege level, it is responsi-
ble for managing the physical hardware resources and can easily intervene the selected critical operations of running OS
and applications, to enforce pre-defined security policies. Recently, hardware memory encryption technology can also me-
diate some of these problems from the hardware level by encrypting memory data via dedicated hardware during runtime.
Combined with virtualization technology and the newly proposed AMD memory encryption hardware. This paper presents
a novel solution to protect the critical application data from the compromised OS in an efficient and fine-grained manner.
Through application decomposition mechanism, it can separate the critical compartments from the other parts of the ap-
plication and put them into the isolated environment. Evaluations show that the system performance overhead is less than
1% and the performance slowdown of the secure runtime environment is less than 6%. The latency of common applica-
tions is in an acceptable range. Security analysis shows that the system can successfully protect critical application data
against a compromised operating system stealing as well as physical attacks including bus snooping and cold-boot attacks.
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