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Abstract In software defined networks (SDN), flow table interacts as the core component between the control plane and
data plane, and is also the key to achieve global coordination and dynamic mapping for implementing security policies.
However, constructing such flow tables with security policies faces challenges that the source of the related knowledge
elements are scattered over the network, need continuously expanding when flow applications differ, and it is almost im-
possible to implement all the security policies by preset rules or independent applications. To tackle these challenges, we
propose to build a newly knowledge plane besides current planes in SDN. On this knowledge plane, we construct flow
knowledge graph based on flow tables with the corresponding knowledge elements on policy adoptions and decisions, and
choose or generate flow rules based on the constructed flow knowledge graph. On the aspect of choosing flow rules, we
build a search tree based on homologous source-destination address of single or synthetic flow rules, and links the corre-
sponding knowledge elements in flow knowledge graph. On the aspect of learning to generate flow rules, the decision
graph of flow rules for a unit is generated by fusing the search trees from a set of targeted, training units, and the decision
graph can be used to generate or choose the flow rules conforming to the security labels of a flow. In evaluation section,
we assess the practicality of the flow knowledge graph (or say knowledge panel) through the view of its interactions with
the application panel, choosing flow rules, and learning from the linked knowledge elements of flow rules, and conduct
experiments on the performance of key algorithms. The built flow knowledge graph can be regarded as a base installation.
With the flow knowledge graph, we can move into specific scenes, combining flow labeling with applications, to promote
the performance of practices, such as dynamically evolving the flow tables under the dynamic SDN environment.
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Figure 1 SDN architecture and flow representation
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Table 1 Flow security tag and corresponding
processing strategy example
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Figure 2 SDN architecture based on flow knowledge plane
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Figure 3 Flow ontology and corresponding entity examples
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Figure 4 Flow knowledge graph example
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FOR each r in FTu THEN
IF RuleContians(r,u) THEN
Tr=GetBinaryTree(r,FG);
DeleteEntries(FTu,Tr),
LT=GetPriorList(Tr);//LT 7 [FF I LA 56 2% A
2=
FOR each ri in LT THEN
RGu=SplitGraph(RGu, ri);
END FOR
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END IF FG=Merge(FG, RGu);
END FOR RETURN RGu;
*2 REERMESRRHAA
Table 2 Decision graph attribute value splitting example description
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RIFNNILE R=NULL;
4 JEVESE P=flow.labelsof(*‘% 4= @ E”);
FOR each p in P THEN
IF not Conflict(p, P, RGu) THEN
R=Union(R, RuleRelated(p, RGu)),
ELSE IF Prior(p, P, RGu) THEN
R=Union(R, RuleRelated(p, RGu)),
R=Subtract(R, RuleRelated(Conflict(p, P, RGu)),
RGu);
END IF
END FOR
IF AllowForward(RGu) THEN
R=Union(R, RuleNormal(flow, RGu));
END IF
RETURN R;
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RG=Merge(RGy);
RGu =Condense(RGu, “method”);
RGu =DetectCycles(RGu);
Rgu =Learning2DeleteCycles(RGu, FG, “method”),
RETURN RGu;
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B/ ¥ 6. Learning2DeleteCycles(RGu, FG,
“Count”)

BN 0 u PR B RGu, FRUAIREE FG,
J7i“Count”

Brth b SRS PR RGu( “Count”)

143+ RGu( “Count”)=MaxCountEdge(RGu);

WHILE HasNoCycleEdge(RGu) THEN

G = MaxCountConnectedEdge(RGu);

RGu( “Count”)= RGu( “Count”) U G,

RGu=RGu - G;

END WHILE

RETURN RGu( “Count™);
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WHILE HasCycles(RGu( “Match™)) THEN
RS = SimilarityMatchScore(CS, FG);
RGu( “Match”) = DeleteCycleWithLowestScore
(RS, RGu( “Match”));
CS=Cycles(RGu( “Match™));
END WHILE
RETURN RG,( “Match™);
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Table 3 Functional assessment category and description
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Figure 6 Evaluation 1 - application override opera-
tion example
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Figure 7 Flow rule synthesis and lookup processing
delay evaluation
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Figure 8 Flow decision graph construction delay
evaluation
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Figure 9 Flow rule decision delay evaluation
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