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Abstract Aiming at the problem that current Web application protection schemes can not effectively deal with unknown
vulnerability attacks, with high performance loss and slow response speed, this paper extracts the scope and details of vul-
nerabilities from vulnerability warning announcements, and then automatically locates the relationship between access
requests and defective files and function calls that exist risks in the target system, and constructs a normal access model,
thus forming dynamic trusted authentication mechanism, proposed and implemented a rapid vulnerability automation pro-
tection scheme based on warning information. Finally, several high-risk vulnerabilities of popular PHP Web applications
were tested to verify the scheme. The results show that the scheme can automatically and successfully prevent the latest
vulnerability attacks, with an average performance loss of only 5.31%.
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Figure 1 Dynamic verification process
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