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Abstract Face anti-spoofing technology is widely used in fields such as information security, financial services, sports
entertainment, smart cities, and social media. It is usually deployed to real scene with face recognition system. With the
development of the information technology, electronic security has attracted more and more attention. As the pre-stage of
face recognition for identity authorization, face anti-spoofing technology plays in an important role of it. This paper sum-
marizes the face anti-spoofing technology proposed in recent years and expands the orientation in this area. Finally, we

give the possible development trends and summary of the face anti-spoofing technology.
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Figure 1 Face recognition flowchart

1T B I 1R], 15 20 T H 6 (R R A SR B fE ) A KR
PEECHE 1R SR, ARG NG 7 v &bk T4
T L M 4% (Convolutional Neural Networks, CNN)ff]
REE2E )T A - Horh, BRI I 25 2 AR
i 77 T e R I — 2RIRFE 2% 2] J7 1% o Facebook [
DeepFace! M Ay 55 54 (1 71 -1 A6 R 31 £ o B 22 X

19

IEZ -, £ LFW HdagE Bik® T 97.35% (1)
TEAIE, AHECZ AT B B S R R AR R BRI T 27%,
DeepFace! it 7 — AN A8 1% 3D A F B,
VAR R 25 A7 JR) F8 34 5 2 11 2 AP 228 194 4 B A 5
B 440 J7sk NS B AEIEAT U ZR T 2 > BN
JorAs SN ERFIE . [FIIN, 7E ImageNet KHUBLRLGE
PUB R ALSVRC) P R A 57 1) 244 1 78 73
TN B, J ¥ VGGP 2 GoogleNet!® i)
SR T NIRVUIMESS, FEBUAF A St 1 [H] N 6k
TR SRR, AR S N AL, AL TS
b AE RS B s

UT LI ), Resnet!” 28 41 90 44 45 by L8 j o 45248
e VUIMESS PR R g T 13 48 o (LA N6
HH (103 P A7 B85 2 T 1 ) 4 A 7R ] LSRRI B o =
& B RHEAS S, AEREIT B a) B BE R 2
(17 0 5% £ [ I 38 6 1) A% 4 0 OB FE I 2%, AT £
UE T M2 G Aa e ko b Ah— L30T IR 4 2K 1R £
Triplet loss™®. Center loss B iR T+ T 5L IRL

KT INE A, AN R, Wiz N £
JUEE A BRI SS
2.2 ARTEEAEIAR

NG ARG W A A o ) BT A 2 3] ) N i A
FLSE IS RN R, 38 A2 EAT AL B S (0 AR B (anke
EACTRIT EP I A B, H - T B e 1 N 27
(HEPIDYSE R N ATTRE NP oA S D SVINE % N i S
LN S AR 5 N RS E A A8, B AE e
o, JEUEONIE, CEHESEANR - REWT
bPal VA S IS A S MR NI B

S ARSI e DL B A R Bk
L TN = s s LY 1) (X1 8L TN VA N T ]
A4, BRI S5 AR AT 55 7T LLARAE D — 73
Kt 253 RAE55 . i 2R MBI, B ir 3
ORI 7 vk B BAT . B E K I FE O % (remote
PhotoPlethysmoGraphy, rPPG)fill . it S0 BE 3 #T
F P EC A ShAERDI ekl 5, oA L sk
R, WLAMEG L WEERHELM Tk Ak,
H TR B 27 ST AR A A B AR, B I TR
S TR o ) S AR I B, DR el AT LUK
RN A I B2 00 AR S WL 2 S R, LA S 3 TR
2% ST IR IRIR o AR I FH 17 5 db AT 32K, 3 m A
WU A5 S DAy ] S S it A U B0 RS ) i 1 A
Rl Sk o ASC T ENEETAL G A% 77 ) SR ik
TR BE A7 ) SEE IR A0 SO 350 2 e B T A I (AN 77
Bl AW N ARCEI A B AR () 5502 SR AT 43 By BT LG A,



20 Journal of Cyber Security 15 F\V% 4244, 2020 £ 4 H, F 5%, F2 M

B2 g5 T UM LA 7R NG ARSI B 2
didiiks

~

(b)
E | DAVENPORT
(d)
2 JLMERMARKE. () FXED) 3D BRAK
Fi(c) MIEIMBERR BEL T
Figure 2 Several common face attacks (a) photo at-

tacks (b) 3D mask attacks (c) video replay attacks (d)
paper overlay attacks

A GLIR JiE o LA R O T3t 1y

fiE, 4R )5 P I S HF ) &AL (Support Vector Machine,

SVM)REIE AR DU AR B — A 73 2 ) ji o 32 EEAL H]
) 4E A Jml 3 — {8 #% X (Local Binary Patterns,
LBP)!'"2], JUpE AR A 4 41F 745 He (Scale-invariant fea-
ture transform , SIFT)!"*, SURF(Speeded-Up Robust
F eatures)[14], HOG¢(histogram of oriented gradients)[ls]
BRI

T HE T A AR 2R 199 25 (1) 77 9 0] — e AAS [] &5 44
AN RIS RO A R0 286 A 51T B, (A9 R T A2 4 TR
A FH PR B0 2 B FRATT W] DA A I B9 2 = 2K, R
A5 P L g B € P ) B ) i 1L i 22
S B R J3E P AR U 2 I vk U1
[ ISP A = B = RS DA B B R A S RN
[ 2 BRI A,

3 ERANES

3.1 NUAA

NUAAPU B 50 W48 iR K A5 2 U R
THE /N1 (ParNeC-NUAA) 2 A5 ¥ F -1 N S 8 Vv
R I B 4 o B R T 15 A N E SRR
VEBGH I A R o FEAS I T8 (1 ) 28 B35Sk O
i 8 )RR AT BRI, 2 HEER S 640480
B3 SEHR PERAEA TR AT, EAIELLW
PRAN I 0 = AN [ B B 3R A 1 o s S 12614
SR PR E S S 5105 9k LA IVE S 1 R

7509 ik, I HAE P 2 1 E R = A
IR B, P B S A S B 1 o R TR R T
T, NUAA I 28445 i3k 7 — R A0 15
BB (U 2k 20fps, RFAS TR0 500 W3 &5 . 75 K]
B Pt FE s, BORAEAN N B IE MBS Sk, R
W R, B B RBE, B iR ek
Bl #h)iE i, NUAA S FLSE M R R R G —5K
HE (R ZINR) s NUAA FE R IR 1 P Mook B 4
LA SRR T O R B S
3.2 IDIAP: The Replay-Attack Database

JE T B3OV 1R WU T J K 4 IDIAP PPy
1300 /NBYFAAN, PN ST 50 S ALEAFDE
WA ER NG . BAH, ©aE T 320x240 4
RN 28 A5 S FREX 1) 50 AN AN [FIA A (1 B SRR
B Mo 9 (mov %3840 10 72, ZEREEZIE T
X RS oy R ) i (DR 4T BN, sy
HEA O IR IR DUREAT HEVE U R Beids ()3
Biti, %F iPhone 4 BHefa4e I e A ARSI AT 75 5))
Yo, G)mig M fEeds, A% 0 1024x768 4
F I iPad B e R IR FIALAT
3.3 IDIAP: 3DMAD

3D MASK-ATTACK™ 4452 IDIAP BF5¢fr
FEH A SORVERARE 4L, I AE IDIAP HH5THT Wil
ERTEIRTS . e AN i B A S
JE, GHURAERS T IR 2D B B AN, IR
(R B A . B 17 AR S B E S Iy
e . R B ERE N A A
AN N IR T THT B P 09 5 At 77 o 1R R 2B s P M
e, Jorb ol e A AE P R ) B3 R R R
AR DL = IR PAT T H B R . RN
RS, MR, A Microsoft Kinect for
Xbox 360 FH4% FLAN 10 FPIAISI . BEAL AR FR T $e4it
i 2D RGB ¥5(8 7)), et B A IIvR FE Hdia (11
B1), 73 HEF A 640x480 152, RFFP 30 Mil. Bk, W]
FHIEAR 42 255 A~ 300 WIRIRE A ARAT(170 AN SLEEA0
R 85 AT R B IR AR, DA S BA AR IR AR B
(1) 2.5D Ao X FPECH 1K) 20 FF 1k A B 4 ks 1) T 0
LA VR (M B TU R AR T AR ) R, DR A e Al
W57 2D A1 3D S B 55032 S FL Rl A 1T R
3.4 CASIAFAS DB

CASIA Face Anti-Spoofing DB 1] )\ rft [5 | 2%
Bt (CASIA) A= 1) R0 Al 22 4 5T 0y (CASIA-CBSR)
PG B PR S PRI A (avi k%R EY
10 #b) o FLAFURVE R RAILAT 50 Arat %, XL %
B oy AN GRAR RN LR, eAT I %A =S P



FEE A AR SRV AR R £k

RFEARTI ). A 2 =P e AR 15 8K
L1 (DA PR, A IH 1) 640x480 USB M 254545
SKCRFRE ), Q)IEH R, [EHIA 480%640
USB W& G k(RIREAT); G)minHig, [
1920x1080 Sony NEX-5 i Wi B et 4 bl %18 T =
P Bed 7 =K (D&, X ELER P s P
HHE R P 7 T LU H B A4 FT BN A BE e P A 4% LA T
WSS I PR A DUEAT LN R RV E U ) 2k ()%
BY, D) EC S P IR v 43 A O R T 4R R A
CAn T e ) RIS 38 43, Bk 3 1 I e /e B s T
(B, FZHR 2 BTS2 1) Q) A AT, ] iPad TS0
Sr PRSI
3.5 MSU MFSD

MSU MFSDPY4iE 48 . %5t 2305 55 4

21

YT 440 ANRSICTH 12 B2 Tl P Fh A5 3k
SRAEIX LB, MacBook Airl3 H 1% 3 F1 Google
Nexus5 FHLEE KL, 2 HFFE 5504 640x480 F
720%480. Briki T B3 =M (DT BRI Bk,
1E A3 4% EITENSY 380 5184x3456 (32 E KT (2)
SRR HE I Rl ek, 3 Canon 550D Single-lens
reflex BOZALIATESZ A MM, R/GHE L iPad Air
TR, 2> HE% 4 1920x1088; (3)F 5N T-HLIAR I
i, it iPhone 5S ALK 1920x1080 [FIFLA o
5 LA A SR AR L, 2R AR s T B R SGT
B o)) F AU LA, AT LU SRASE A7 I T AL 1 e
BN o [A) I S A R T B B R T b LA sE
B H A PR S AR, SR IATERAR. & 1 6T E T
BT 4RI0 5 B VS AR AR S i 2 40

*1 FRANBIEEEEXTEL
Table 1 Comparison of commonly used datasets
A A B
Rk LR R IRE B JeR
MO E13 HLS/ Py i GIES 1% h =1 3D S LIRS
NUAA 15 5105/7509 & A v 4
Replay-Attack 50 200/1000 AR v v v
3DMAD 17 170/85 AR v v v
CASIA FAS 50 150/450 RLAS 4 v v v
MSU MFSD 55 440 RS v v v

4  ANBEREENEE

SR N IS ¥ A D 925 2 BN TR IR
A O 2527 e HARIR WA A, k4R
FNE S ARG AR ) 2 TR 1R 22 S, AR e AR AR ok 1 2
FERBVHRFE, 55 S R BRI R AR5 31 43 264 25 0
W A R IE 2 1 A T AARREAE, S TR S R 2
48, JF IR LR 0 4 SR AE SRR 1 H 25K, R
(1) 5 EAR BT A I e v h — LU s (1) 9 4% 45 0 I
o R IR R BIE B, SRS R U SRl B Y
DA AR G A AT 1O 2 SR L DA A
FAEESY Moy BT ik
41 BETHEFENRFFINEEL

2014 4, Bharadwaj 25 APHRHIZEx A2
SEE StBuReenI)) ON S L vt 5 I (R I
FH P PR 1 B B AR (gl — B SRD A O 1) o'
Wk E T BB B Ak TH) 23 i SO ANE B JE 1k AT
R, IR JE R IK PR AN IE AT 1 Rl 2 S R AR A
SVM #7538, 2R IER& AR EEA S A R

UF e pett, ik anpE 3 Bros, gt S8 T A
TR B VE AR AT . R VRAE B SO A
CASIA FAS UL} Replay-Attack $#i 8 FiEAT T 5256,
WA TANES IR 25 o SO F 20Tk (D3R 1]
B9 N [P T HE 30 1 9 T 18 B UK 36 (1) AL B A3
QT —FZ E LBP ¥5E (B8 multiLBP), %
T X ARAR ) SO AT S bt 8 AT R v AR A
TR AL, G)HR T — R T s Al vt (0 Hr
WG AR R L, i A e ot T
(HOOF) 4t (1) e i kAT 18 sh Ak vl BbAh, MIH alse
WA LUE H, 2 RE LBP BRI EILT
SE )G U L7 RS (PR AR, 7 RIFE 4 i i 3
HAGHR ) TRAL BN {4 7E CASIA FAS MIASE U T
15.74% (11554 1% % EER(Equal Error Rate), 1M/5# A
21.11%, {EPE RGBS EER O 14.44% , MM
UER T RS B (1A e . [N, AHEL T 2012 411
Hmili 77k A face antispoofing database with diverse
attacks"", 7EMIAECET [ EER PG T 4%, 7625 &
¥t | EER BT 6%



22 Journal of Cyber Security {5 B LA, 2020 5 4 H, % 545, 52 #]

- — ~
: / Texture \
based
0 et !
(W) ™ Motion ) Fusion (S) l
_ based .
F~—_ A\ Approach /
I . ~N e
| SNSN—_—— . ——
| . s
Anti- Spoof/
: - Spoofing ; @‘ Non-Spoof
- i+2
b )
Anti- S
I' Wi ™ Spoofing '
S=a Anti- S,
T~ W= Spoofing
3 ZRESEBERECHFEMSEHTEE

Figure 3 Multi-scale texture and motion feature fusion structure diagram
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Figure 8 Examples of generated fake face images
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