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Abstract Smart contract is a decentralized application that operates on a blockchain platform, providing secure and re-
liable capabilities to contract participants. Smart contracts play an important role in decentralized application scenarios.
They are widely used in many fields, such as equity crowdfunding, games, insurance, and the Internet of Things, making
them attractive to attackers. Compared to traditional programs, the security of smart contracts affects not only the fairness
of contracts but also the safety of high volume digital assets on the blockchain managed by contracts. Therefore, analyzing
the security of smart contracts and associated vulnerabilities is crucial. In this paper, we analyzed the characteristics of
smart contracts and new security risks they bring. We propose a three-layer threat model, i.e., threats from high-level lan-
guages, virtual machines, and the blockchain, for characterizing smart contract security. We use the world's largest smart
contract platform Ethereum as an example to illustrate 15 types of common vulnerabilities in smart contracts. We then
summarize the main challenges and progress of smart contract security research on vulnerability, including automated
vulnerability detection, automated exploit generation and mitigations for smart contracts. At the end of this paper, we high-
light the future of smart contract security research, and proposed two potential research directions.
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Figure 1 Ethereum Node Architecture
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Figure 2 Virtual Machine Architecture
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contract sample {
uint g_var;

function fool(uint m, uint n) public{
if(m > n){
g var = m;
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g var=un;
H
}

function foo2(uint x) public{
if(g_var <x){
g var =ux;

}
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