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Poisoning Attack and Defense on Deep learning
Model: A Survey
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Abstract Deep learning is at the heart of current machine learning of artificial intelligence. As it has been successfully
applied to security areas such as autonomous driving and face payment, the security of deep learning models has become a
new research hotspot. Deep learning attacks can be classified into poisoning attacks and adversarial attacks according to
the attack phase, where the former occurs in the training phase and the latter occurs in the testing phase. This paper intro-
duces the review of poisoning attack methods in deep learning for the first time, reviews the poisoning attack methods for
deep learning, analyzes the possibility of such attacks, and proposes defense measures against these attacks. Finally, the
research direction of future poisoning attacks is discussed.
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Figure 1 Attack overview of trojaning Attack
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Figure 2 Poisoning attack during migration training
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