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Abstract In recent years, it has become the favorite TTPs of many APT organizations to implement data exfiltration by
taking advantage of the good concealability and penetration of DNS protocol. Therefore, it’s imperative for enterprises and
institutions to establish the defense capacity to monitor DNS traffic at the network boundary so as to accurately detect the
potential attack behavior. However, datasets of DNS-based APT campaigns involve lots of practical problems such as dif-
ficulty to obtain, small quantity, and low activity. Also, the available technology of data augmentation is not suitable for
transplanting to such semantic sensitive field. These problems have restricted the training of Al detection models. There-
fore, based on the analysis of DNS-based exfiltration mechanism, combined with a large number of real APT cases and
DNS-based exfiltration tools, we propose a method that can automatically generate traffic data based on DNS -based exfil-
tration TTPs. We design and establish an automatic generation system named MalDNS to generate a target DNS-based
exfiltration dataset with large-scale, high fidelity, and adjustable integrity. Finally, our experiments indicate that the gener-
ated dataset is effective and can support the training of the detection models effectively.
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Figure 1 The Statistics of DNS-based exfiltration
cases based on MITRE ATT&CK
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Table 2 Overview of publicly available datasets related to DNS-based attacks
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Figure 3 The principle of DNS-based exfiltration
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Table 4 Common structure of crafted subdomains in DNS-based exfiltration campaigns
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Figure 4 Automatic data generation and application scheme based on attacks’ TTPs

Buiki TTPs AR FEASAE B 24 it Bg KA,
R R SR A R EE .
WA AN SRR ES 0) R, MEGBt Z
S HT RS TR, TR S 1) 20 i o BE A
T BB FEAR AR SZEL . B g 4. e
Ao Hrd AIFIEIH , T A4S 2] DNS G5 % 1
Witi TTPs.

EXGH TTPs (453 B, Wit IS B DNS 57 % Uit
EHIEE RS 1% ARG e I E S o
SEPL R, B A A ORI e BT
VHFK) DNS G5 2 Ui f 250 1 HL A e e 500 i A 4%
PERT DA 5 85 AT 55 AT 5 SR 34T HL AR IE

Btz b, ok PRk R 16 B R
AUt TTPs mf DA B FREE ORI 583, R IE T ZK AN

PR R S8 BRI Rk . FRSEEHr. e Bk
TTPs, W] LLF 25 R 48 ¥ it 5 L B Bl BOR,
M PRALE 2 SR 1) 56 26 TN 250 o

A e e A AR e, R RT A S I
RARAINARAE, N T AT BRI ZRB B O Th
6 U 5 BT A5 B F S o Ao I R e, Ay LA /D LS I
B R IS AR ) SO SAS P RE o S5 BRI, Aerll
g KRB L S AE AR RN e 8, D
P v 2B A 1) o

AR AU R R B SR RN T S, A
DAL T AR Z00 H AR I8 B e Hd i) K
RURERT SR, 3 AT LU i e 36 2l 48 58 46 R AT Rk
THe ARV RE o D)+ HA R E T ik, PridJy
VR HGL TTPs 104 AR SCH%, DRAIE 1 U A A2k



AR A T AL BRI ZR ) DNS 2% £l A )4 )

HEZE IR HEPE, SEIR M9 = 0 B sl AR i R 40 7 2
60 UF R AT 5 e 56 B 78 Bk AT 45, DRI AR B i 4
i 55 L SE B Ui s U 2 R ) 2= S AN T X 4

4.2 MalDNS: DNS 5% £ B 54 RAESS

AR 4.1 WIEEE A3 ERRT &R, BT DNS 9
W TTPs % 1T MalDNS R4, 1% ARG LI T 528
(1) DNS %% HESL, H T RMUAR AL & DNS 57 2% i &=
i, 2B R B AT A 2 T R E, 1T B
FL5¢ £ B mT LU e B SO T s . e T
EE N2 # i S5 HESE, MalDNS A& it & 500 1
AR AT LSRR S H0T PR I B s Mok, AT BRI T
A B R A S S MO U R R 2 TR I 2 AN
X 3.

MalDNS R &t Wil 5, 1 DNS 93 % Bt 1)
FEARWRE, L7 DNS 57 %% 7 i MR 55 v, &0 ity
X . B S B v RS2 L, 1 R4S UGS N Pl 5
i F 1 HI1Y) DNS JIR%52% . il 5 Fios, MalDNS &4t
PHAT DNS GF AT 1) 32 BLRURE AT MRS A :

(1) DNS 55 % 2% 7 i 2 O 5 SCAF A 1R it R

9

Hobr AT I AR, T8 57 2 50 AR s
FREHIR AR S, W07 B HAE o0 7 X N A Bh 4
FREIR NI04GB A I F e 7 A DNS i
REFE IR

(2) MWtk NI % DNS iERAE M, 1
T HHLIY) DNS fRNTIRRE, 5 2o 200857 % M4 i o
FH DNS 57 % Bk TTPs 1 %1, DNS 9 % 4% 325 8
DNS At ik 45 10 70 75 4 ) S B, FH 2% 7 i 3R 48 5
FFI¥) DNS f it sk 77 XRIAT; BALtk, MalDNS #4056
7% DNS it AioE wlt it

(3) 0% M 25 vl RUn FE L H 27 %5 DNS 1K
s, M QNAME H IO 12 57 2% 50 7 il
By B 8 o MO AR S5 ARE SE U, RS i AR s
HOE B EATA %8R 7, 1935005
B o F5 i A R 27 i R T (1) PN A e Ak ER IR R
WS BN, FELARE B X R BB

(4) M5 umh) 57 % DNS AT SRINAT SHems i [,
TRE G R B DNS B8 SR TG IR SR e B L Gl I ST S AR
JE 1) DNS 5 #5155

E & I 55 3

| et HIHDNS e — — Bt
Pl Ve DRSS D?\JI?@ — > DNSH,
§ === DNSHsR st

S DSt Hits B A

DNS _| XX1 ABXIE49 maldns.com 178 XX e

ST Bk A S GYREIR Bl XX2. 9241EIH maldns com ) = — LI
e W ik FAENER | 5 | Dnswi | |
,

S S HRA Iy A

Wgﬂﬂl HARN @ ?ﬂg %ﬁiﬁiﬁiﬁ?ﬁi@ﬂ%ﬁs ABXIE49924JL FIHSF87IGLILS %%
L A | g (o (RS iy
: pos | e AT

E T R —
G I I N 1 kR 2 EEZZE=

B 5 MalDNS RGFHELRIKIT
Figure 5 The framework of MalDNS

&5 DNS GiEXERAER
Table 5 Key technologies of DNS-based exfiltration

WEMT  FRIA/IKE DNS Gimfki%  *SRIgmI R
T AT T (RIS TE Y,
*J 4 FARLEH eyl SR g 1

* 2 R FLR T i DhEEEn R

BT T FasE e

MalDNS F 4t [f]Hc & 1 2 % DNS 9 % Bt TTPs
AT BV, B AR T A U s A 1) 2 AR R 5E 4
FE o g i A 1) - B K 25, MalDNS &
P 5 DNS 07 % I BB FE Bk 5, R+
TRy A b I SE IR AL 55 o FLRIY, BFX R A
FEARBL ST — AR I, 0 G AR A R I 0T
E R S AR B p AR AN R Bl b ) S . 43



10 Journal of Cyber Security 15 FV& 4244, 2021 1 H, HFo &, HFH 1M

i, AN[R] ) Bt S0 458 F IR g 5 7 VEANTR], H LR
17 Basel6. Base32. Base64URL M H:ZH &1 H%%.
Z AL 5 Wi IIRCE T 60 1T, LL json k% A7A-if
R BB S T HLC SO A R ) P, B
F PR DAAE Bt Ji BRG] A 6F &% 10 B I AT 5 4k
G, WIERRTPEAE SO . g REAH O IR E W R

"content": {
"compress_or not": 1,
"encrypt_method": {
"active": 1,
"method": "AES",
"key": "THISISMALDNSKEY"
5>
"encode _method": {
"active": 1,
"method": "BASE32"
}
}

"domain_structure": {
"SLD": "ntpupdateserver.com",
"format": "<target content>.
<seq_number>.d. <system ID>",
"max_label": 63

}

AN T2 AR L . MalDNS R SE7E it
T H ARSI, A AES s vk, B Ry
& “THISISMALDNSKEY ” ;5 Jii F i 4 it J7 32 U1 /&
Base32. & THphilk 44 R B4 97 % BT F — 3844 e
B4 “ntpupdateserver.com” , Ryl 44 i K AR K

-------------- N Y I-----

oI |
ABXIEA99MILEIHS | §
H 1 E87IGLILSUEGL79% |
: passwd: 9413IE499241LFIH
E 10 Ot 1 2 3 ............... :

| 4 456 il
H — e 1
HINEE 7 E i i
H 1
1

_____________ Y

JE2 63 A~ ASCIL “F4F, il 11t 24 ik 2k
“  <target content>.<seq number>.d.<system ID><pack
type>" (H:H, target content Kk N T % HHE o A,
seq_number U&7 175 IRHR AN E) o

T 1) FH P G BB & MalDNS R G842 i
HHAR Z A E T, R LSEEL N S E H O
R A

(1) AN A e 276 S A0 R Gt 0 5 P T T
(ME,  H AR i BEOE B 7 i 2 D& 1) DNS 5
W, ATAF A O R b S G R U 2
() 25 AT X 43, ATIACE MalDNS R4 A4S H
P Bt G4 v BEARABL) DNS 57 2 3 f 408

(2) TUIA K 7E DNS 9% Boh 2 BEIEE Y, S
Ao % T 0 (%) R 1 3 A ke W] e e A 1)
DNS 3 %434k, WIECE MalDNS 48 il AE sl A 4
M FF5 2ot R ) DNS 55 % i 2 200
4.3 MalDNS X EEIRIT 5K

MalDNS R G v i o8 C/S B, 67 % &/ by A i
55 Ui AR N BOAF AR RORORIR Y, il 5 oo —
B B e i 1 AN A 38 WAL 55 . ALk, MalDNS
RGN R 4 MZO DR, o3 il 2 Bo B I B
WA TAREE . H kN S5 . DNS 57 % AL 54
By, &y D Re S Rl i [R] TARE R AL an i 6. 3
ohr, TG IOV RS O3 TR A FH A A BRI m) F P TR G
S, IR MalDNS RS HG 10N 28N T4k
P BN S, DNS §i % £1% 3 AN &
—ANSEHEY) DNS 73 HESL, e B SO I (1) 7 2(
AT DNS T #4155, M KAt AE 1 DNS 55 2 i 5

XX1.ABXIE49.maldns.com

XX2. 924JFJH.maldns.com

MalDNS 4t RN RERRER 11+

&6

FiC I

...........................................................................................

Figure 6 Design of function modules for MalDNS system
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Table 7 5-fold cross-validation results during the
model training phase
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Table 8 The detection performance of the model
trained with generated data against veritable attacks
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