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Abstract The development of post-quantum cryptography has attracted widespread attention from all walks of life, and
its hardware implementation efficiency is also one of the important metrics for the final standard of post-quantum crypto-
graphy. Among them, the MLWE-based CRY STALS-Kyber lattice cipher is the most promising encryption scheme in the
Round 3 of NIST post-quantum cipher standards. The variable public key matrix dimension parameter k extends the se-
curity of the MLWE-based public key encryption scheme to different levels. Compared with other lattice password
schemes, it is more flexible and safer. This paper first analyzes the primes ¢g=3329 in Round 3 of NIST process based on
the algorithm theory of the MLWE-based lattice cipher public key encryption scheme and proposes two different imple-
mentation methods for the core module—polynomial multiplication module. The two implementation methods are number
theoretic transform (NTT) algorithm based on frequency extraction. The use of NTT algorithm to achieve polynomial mul-
tiplication reduces the linear complexity, and can be optimized for different application scenarios in the hardware structure.
Therefore, this paper proposes two different optimized hardware structures for the core module of cyclic calculation in the
NTT algorithm. One is the iterative NTT hardware structure with the compromise of area and execution time, and the other
is the pipelined NTT hardware structure with high-performance and low latency multi-path delay commutator (Multi-path
Delay Commutator) structure; and designed an overall area-time balanced MLWE hardware implementation structure for
the iterative NTT module. Compared with the state-of-the-art designs, the pipelined NTT structure in this paper shows
better speed performance, although it has slightly more resources than the previous structure and is 11.64 faster than the
previous design. Compared with the previous design, the speed is increased by 11.64% and 59.43%. As for the overall im-
plementation of MLWE using iterative NTT, the design in this paper uses the least cycle and the smallest ATP, and its effi-
ciency is about 2 times higher than the latest hardware implementation.
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4. CASE 0: qpux =0

5.CASE 1: quux = —q

6. CASE 5: @umux = 39

7. CASE 6: qpmux = 39

8. CASE 7: quux = 2q

9. DEFAULT: gy =0

10. res = diff + Qmux
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Figure 5 R2MDC overall structure
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Figure 6 The proposed structure of MLWE scheme
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Table 1 Implementation Results for Different NTT
Implementation on FPGA

BRAM B J# mE

#i  LUT FF  DSP

[13] 801 717 4 2 222 324 146
[21] 609 640 2 2 257 490 191
948 444 1 5 190 904 476
[22]
2543 792 4 9 182 233 128
[15] 1731 1167 2 3 161 512 3.8
BHBRE 821 1024 1 1 203 1415 6.97
WAKE 1575 1383 8 1 179 232 1.29/0.64

1 O EE PN T FIAR SCRE H s
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Table 2 FPGA based results comparisons of our proposed MLWE scheme with other designs
a Btk Slice LUT FF DSP BRAM i Cycles I I7) Op/s  ATP(x 10%)
RLWE512 ik 1887 5595 4760 1 14 251 13769 54.86 18229 103.52
e fi s 1887 5595 4760 1 14 251 8883 3539 28256 66.78
RLWE512 ik - 1536 953 1 3 278 13300 47.9 20902
. i — 1536 953 1 3 278 5800 20.86 47931 -
RLWE256 e 402 1254 1046 2 2 280 35478 126.7 7892 50.93
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W7 EREAA M 2 0 is HE L E R RLWE 1)
J %, Hrh =256 (RLWE256).

ESzhrff) RLWE AbBE 2P L, AB it
(163 28 60 104 K B /D 1) % R BE /D 1) FR 0Tk B, I HO
ATP ZHURFE AL LI T7 1 KA W B,
NTHT AR A S B 2 RLWES 12 B PMife 7
NTT e i N A7 U7 ) 5 S8 3R15 50 s i, (0
ST ARV UEAE SR AR AT B 1) 7 Th R A S 1R
TR AL BB 2 4 . T A A T FE I
Slice £ &, KUIHICIEIRAFAER) ATP 1. 2T &%
I B P AT Schoolbook 22 1 2 3 25 1Y &1 %%
RLWE ¥itPYEAT iR, HAE, 5 NTT SHikH
L, &k AR I Bl K IH L £ . Kyber 1E
FPGA b (¥ 4b 3128 ¥ UM A 54 06t 22 30 X i B )
it NTT v, SCHR[13]7E Kyber ZEAA TS SZIR,
A SCHEH 1 MLWE it 2 33 FH -1 75 22 & 22 400
H B2 R

ASCHH R T E I R, AR AR 9717 A
FAIBON e /N 23.76 (1) ATP AR, FF LA fif 555 ) 5 4
2808 NJEWIAT 5.96 () ATP. HEtEiitMLl, A3
SR MLWE %61 Ee RLWES 120 H A 1.83% 1
Op/s Fi#TE, 5 RLWE2562 MILLAT 55.4%7E
ATP AU EI$ETE o ARt LA E T ARV FE R AR
W, R REPERER T AR T

5 #Eig

AR I PR SY Kyber 0%
BT T HAPAFI NTT 2584, 205 3K B NTT &5
FRIEACH NTT 450y, AL TR NTT Z54) %
THH—F MLWE FHAASLT 5. SEih g R,
AR FIHE H R K TR NTT 45440 L 2% 5 e FA) o 2
RIS EANEE T 2 i TR T 11.64%1 59.43%.

R, JEFIERB NTT 1) MLWE SRS %, 76
T eI IR SN ATP B, LR T
(BB S B 2 A5 2e A o AEARSKR I AR, KAl R
JKHSNTT S5RRHE 2 Kyber 583 0MY, I BB T
FEHM MLWE A 2289 & 2] %4~ CRYSTALS-
Kyber HiEFHADZELE .

B O RMEEMEMARFETREIEFR
WX R I T F 0 BALL T Fe ) A B ad A2
a4 A Bh e I R AR T A S AT 6 35
B

B3

[1] Miller V S. Use of Elliptic Curves In Cryptography [C]. In Confe-
rence on the theory and application of cryptographic techniques,
1985: 417-426.

[2] Shor P W. Algorithms for Quantum Computation: Discrete Loga-
rithms and Factoring[C]. The 35th Annual Symposium on Founda-
tions of Computer Science, 1994: 124-134.

[3] NIST. Status Report on the Second Round of the NIST
Post-Quantum Cryptography Standardization Process. https:/csrc.
nist.gov/publications/detail/nistir/8309/final. July 2020.

[4] Regev O. On Lattices, Learning with Errors, Random Linear
Codes, and Cryptography[C]. The thirty-seventh annual ACM
symposium on Theory of computing - STOC '05, 2005: 84-93.

[5] Lyubashevsky V, Peikert C, Regev O. On Ideal Lattices and Learning
with Errors over Rings[C]. Advances in Cryptology, 2010: 1-23.

[6] Langlois A, Stehlé D. Worst-Case to Average-Case Reductions for
Module Lattices[J]. Designs, Codes and Cryptography, 2015,
75(3): 565-599.

[7] D’Anvers J P, Karmakar A, Sinha Roy S, et al. Saber: Mod-
ule-LWR Based Key Exchange, CPA-Secure Encryption and
CCA-Secure KEM [C]. International Conference on Cryptology in
Africa, 2018: 282-305.

[8] Gottert N, Feller T, Schneider M, et al. On the Design of Hardware
Building Blocks for Modern Lattice-Based Encryption Schemes[M].



50

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Journal of Cyber Security {5 E 424 F4)k, 2021 4F 11 H, 5 6 &, 7 6 ¥

Cryptographic Hardware and Embedded Systems — CHES 2012.
Berlin, Heidelberg: Springer Berlin Heidelberg, 2012: 512-529.

Roy S S, Vercauteren F, Mentens N, et al. Compact Ring-LWE
Cryptoprocessor[C]. International Workshop on Cryptographic
Hardware and Embedded Systems, 2014: 371-391.

Du C H, Bai G Q, Wu X J. High-Speed Polynomial Multiplier
Architecture for Ring-LWE Based Public Key Cryptosys-
tems[C]. 2016 International Great Lakes Symposium on VLSI,
2016: 9-14.

Feng X, Li S G, Xu S F. RLWE-Oriented High-Speed Polynomial
Multiplier Utilizing Multi-Lane Stockham NTT Algorithm[J].
IEEE Transactions on Circuits and Systems II: Express Briefs,
2020, 67(3): 556-559.

Chen Z H, Ma Y, Chen T, et al. Towards Efficient Kyber on FPGAs:
A Processor for Vector of Polynomials[C]. 2020 25th Asia and
South Pacific Design Automation Conference, 2020: 247-252.
Bisheh-Niasar M, Azarderakhsh R, Mozaffari-Kermani M.
High-Speed NTT-Based Polynomial Multiplication Accelerator for
CRYSTALS-Kyber Post-Quantum Cryptography[EB/OL]. 2021
Huang Y M, Huang M Q, Lei Z K, et al. A Pure Hardware Imple-
mentation of CRYSTALS-KYBER PQC Algorithm through Re-
source Reuse[J]. IEICE Electronics Express, 2020, 17(17):
20200234.

Xing Y F, Li S G. A Compact Hardware Implementation of
CCA-Secure Key Exchange Mechanism CRYSTALS-KYBER on
FPGA[J]. IACR Transactions on Cryptographic Hardware and
Embedded Systems, 2021: 328-356.

Liu W Q, Fan S L, Khalid A, et al. Optimized Schoolbook Poly-

EHE T 2020 FAEMHE RSN RS
AP L2 . BT F SR K2
T TR B YR o I FEATUSR A fifi - 2
4 WERANH] 5 R . Email: yijun.cui@

nuaa.edu.cn

RFH T 2021 FAEEENUTATR K
M7 5 (E TRt 2247 . UAE
MU IR KR =RV B EE . W4 A
il 44 J5 8T % 1Y . Email: nzy@nuaa.

edu.cn

XfHEE T 2012 AL E TURVENRR &
TREAG T TR 2207 IR AT
W MR K2 715 B T RESE B B8 Hl
Bk, EXRBARBEIE ST HFEIL 4Tk
B DIFRAEONE B b it
S AT BEAE I AE,

giang@nuaa.edu.cn

Email: liuwei

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

nomial Multiplication for Compact Lattice-Based Cryptography on
FPGA[J]). IEEE Transactions on Very Large Scale Integration
(VLSI) Systems, 2019, 27(10): 2459-2463.

Sinha Roy S, Basso A. High-Speed Instruction-Set Coprocessor for
Lattice-Based Key Encapsulation Mechanism: Saber In Hard-
ware[J]. IJACR Transactions on Cryptographic Hardware and Em-
bedded Systems, 2020: 443-466.

Yao K, Kundi D E S, Wang C H, et al. Towards CRY STALS- Kyber:
A M-LWE Cryptoprocessor with Area-Time Trade-off[C]. 2021
IEEE International Symposium on Circuits and Systems, 2021: 1-5.
Alkim E, Ducas L, Péppelmann T, et al. Post-Quantum Key Ex-
change - a New Hope [J]. USENIX Security, 2016: 327-343.

Xing Y F, Li S G. An Efficient Implementation of the NewHope
Key Exchange on FPGAs[J]. IEEE Transactions on Circuits and
Systems I: Regular Papers, 2020, 67(3): 866-878.

Zhang C, Liu D S, Liu X J, et al. Towards Efficient Hardware Im-
plementation of NTT for Kyber on FPGAS[C]. 2021 I[EEE Interna-
tional Symposium on Circuits and Systems, 2021: 1-5.

Yarman F, Mert A C, Oztiirk E, et al. A Hardware Accelerator for
Polynomial Multiplication Operation of CRYSTALS-KYBER
PQC Scheme[C]. 2021 Design, Automation & Test in Europe Con-
ference & Exhibition, 2021: 1020-1025.

Poppelmann T, Giineysu T. Towards Practical Lattice-Based Pub-
lic-Key Encryption on Reconfigurable Hardware[C]. Selected
Areas in Cryptography, 2014: 68-85.

Zhang Y Q, Wang C H, Kundi D E S, et al. An Efficient and Paral-
lel R-LWE Cryptoprocessor[J]. IEEE Transactions on Circuits and
Systems II: Express Briefs, 2020, 67(5): 886-890.

W T 2019 RS R EETREL
M BRAF 2 oA B B TR
SRS | 4 g2 T e VANR I ST e
5 AR S .
kan0416 @nuaa.edu.cn

Email: yao-

EREE BT NS UK R S
RIS AER, HR AR By
M. WA F B et . WA
Al 7L PG %Y. Email: chwang@nuaa.edu.cn



