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Abstract Traditional security defense measures are struggling to keep pace with the increasing sophistication of attack
tools and methodologies. The emerging of network security threat intelligence is a promising approach for alleviating ma-
liciously attacks, by providing additional information to depict full picture of the fast-evolving cyber threat situation. Open
source cyber threat intelligence (OSCTI) mining technology can obtain high-quality intelligence from multiple open
source intelligence, which makes up for the deficiency of traditional threat intelligence mining. The United States and
Europe make efforts to implement relevant strategies for the sake of established developing OSCTI mining system. Rcen-
tently, China also tends to expand the mining and application of OSCTI by deeming it as a key supplement of cyber secu-
rity defense system, such as situation awareness platform, next-generation firewall and intrusion detection system. Under
such circumstances, we conduct the first comprehensive and systematic survey of OSCTI mining solutions in this paper.
We investigate hundreds of literatures on open source threat intelligence mining over the period 2015-2020 in depth, and
systematically classify the process of OSCTI mining as three key perspectives on identification and extraction, fusion and
evaluation, correlation analysis. We sketch the main idea and highlight the strengths and weaknesses of each solution type,
and summarize the similarity and difference among solution types by analyzing technology application scenarios, tech-
nologies used, performance evaluation and advantages and disadvantages evaluation, etc. We further analyze the short-
comings of open source threat intelligence mining and application research in China at present, summarize four opportuni-
ties and challenges, suggest several potential trends and future directions in open source cyber threat intelligence mining
allowing for a deeper and better investigating. We hope that it can provide academic researchers and industrial practitio-
ners with useful and valuable references for combating serious cyber-attack, responding to the increasingly severe network
security situation, and therefore securing internet ecosystem.
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Table 1 Emerging threats and their characteristics
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Figure 1 The sources of threat intelligence
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Figure 2 The distribution of OSCTI mining docu-

ments based on open source information platform
from 2015 to 2020
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Figure 3 OSCTI mining framework based on open source information platform
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