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Abstract Thousands of transaction data generated in the blockchain are continuously collected into the blockchain,
the computing resources and storage space in blockchain network are becoming great burden. In order to solve the
problem of insufficient computing resources and limited storage space in blockchain network, the edge computing
model has been introduced to Hyperledger Fabric consortium blockchain system, a smart contract based on edge
computing is designed to improve the storage space and operation efficiency in blockchain. After that, in view of the
risk of data and user identity privacy in blockchain, a fully homomorphic encryption smart contract based on edge
computing mode is proposed. In the process of executing the smart contract, Microsoft's fully homomorphic encryp-
tion seal library is adopted. The identity information of edge nodes and transaction data in blockchain are protected
by BFV fully homomorphic encryption algorithm. It can not only maintain the transaction data’s computability, but
the privacy preservation of transaction data and edge nodes’ identity information also can be guaranteed. Finally,
after being tested and analyzed, the average communication time of a single node in the prototype system under the
edge computing mode is only 139.68 ms when 14 edge nodes are accessing at the same time, which is much better
than the prototype system under the non edge computing mode. Compared with the Fabzk consortium blockchain
system with excellent computing performance, the average access time in our prototype system is reduced by 35.84%,
and the efficiency is improved by 55.86%. This smart contract with fully homomorphic encryption under edge com-
puting mode can increase the working efficiency of Hyperledger Fabric consortium blockchain system, furthermore,
the requirement for storage space will be lower, which provides valuable preferences for blockchain system deploy-
ment in real network scene.
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Figure 1 Structure of edge computing mode
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Figure 2 Smart contract architecture model
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Figure 4 Deployment of fully homomorphic encryption smart contract in edge mode
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Data Structure smart contract

type Transaction struct {
ObjectType string ‘json:"docType"
IdentityA string ‘json:"Identity A"
IdentityB string ‘json:"IdentityB""
OrganizationA  string ‘json:"OrganizationA"
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Gmv string ‘json:"Gmv"

Transaction content string

}

‘json:"Transaction content""

(iR T (AR IR N NI = i i
Identity A 53 J5 BT J& 41 21 OrganizationA WK T
Jr J& 2123 OrganizationB. HL.IX AT 5 4 %1 Single
transaction amount. 48 7 S Al Gmv. A% W%
Transaction content %%,

) — W (Rl N A g 2 e, g 2 R
Sy fe DR 25 Al 8 9 W 2 AR e . e di
Fabric il 8 PN [R50 3 A4 RN 25 11 2%, B m B Ries,

FE RS o3 AR LA Bl 03 ()5 s RN A i 25 . 3
e G 2% o P W EAR 2407 %, 8N A
ZUH el BT A A S (5 B & D A5 R, il 2
AR P R Be A 4 A NS 5 9 AR S I AE &)
WA . Wk 3 FRAAEE 1 PR TR GG
72T Wik A2 e Kl 2 3 245 R AL By N R RAT
AN

x3 BREAYUEZI
Table 3 Smart contract algorithm 1

Algorithm 1 Smart contract based on BFV homomorphic encryption

Initialization check if user's label is Edge node

if The label is Edge node then

1: Input: string “key”

2: Use function GetState to query date and pass in parameter key
3: json.Unmarshal for key — a

4: SHA256 hash operation ona — A

5: SHA256 hash operation on the date from CouchDB — B

6: comparison of SHA256 Hash Results A and B

7: A=B Indicates that the data has not been modified

8: Link SEAL Library—BFV Encryption algorithm function

9: QueryResultslterator(stringkey)—Correspondingall
BFVencfun(data)

else if The label is core member then

10: Input: string key

11: QueryResultslterator(string key)—Corresponding all data
12: end if

13: return key;

TG, WA B G S AR A8 15 A &
o, WG, BREA A BT key ATIAH G
T opfa Mo HIRIAT json.Unmarshal K Ab BE%ir A%
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FIRTT a, W ZZFIRERALE R A REN
CouchDB 1 3REUHHE, HHAT SHA256 FE kIR
HUHNEE R B A5 ARSI 45 5 A R B & AHAE, i
FENAHSE, WRRER R PE &, REHIkA
XYM CouchDB % #, i H SEAL FEXfAHK
B AT A A N, Tl N 58 7 key £rif) 2]
XF N [ — 4 4 [F] 25 0 % J5 19 A2 7 {5 B, BF Vencfun
(data).

U AT ARG A5 1R FH P b 250 0 0 4 2R A (1) 0
W Be & B9 ATIRS L S WA . SHA256 5
AT LA B (s A2 e —AS 256 A K G s
{H, ZME A E AT LA TE B (1 s Bk . 3R 4 AR
i FH ) SHA256 535, 2% 5 Jyifi i SEAL J# () BFV
ARSI,

#& 4 SHA256 Bk
Table 4 SHA256 algorithm
Algorithm 1 SHA256

1: Initialization parameters
Get 8 parameters Hy~H

2: Message list: W, =M, (0<t<15)

W, =0 W)+ W,y + 05 Ws) + W6 (16 < 1< 63)
3: KRR A (L 1 R R 45 SRR 8 AR

4: YT i pa 5L

T=h+Y " (e)+Che, f,g)+ KX + W,(0< 1< 63)
T,=h+Y " (a)+M,(a,b,c)
h=gg=f;f=ee=d+T1;d=c;c=b;
b=aya=T+T,;

50 K A DX LR I 38024 1 A

Hi=a+H,' H =b+H",

Hiy=c+H Hi=d+H",

Hiy=e+H] Hi=f+H{,

Hi=g+H Hi=h+H;"

WY 5 Vi) Fabric I8 A IKAEIE I, 15
A B[R A I, AH Y. 1R B 4 B RA SR B an
TR 6 HINERE LT 2 BivR.

TGAT ST A G 77 A (A 5 B W A7 E A
OB PR, 24302 ST M L SUR A E Fabric M
Ze PR TE N, 7 B Ae G LT B DA UE AN
B H R RS A ARG SIS B, AR
%5 label, &7 ID, Hbulik address. 44K RIGIF )G,
PTG B0 B A5 B AT A s, FH 8 i
) SEAL J%, FJH ek %0 BF Vencfun()X} & 4315 B
Identity(label, ID, address)I%, 5¢mM)qk it & 015
S48 Fabric Channel, 15 &4 i60F A @, W)
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Table 5 BFYV fully homomorphic encryption algo-
rithm
Algorithm 2 BFV — BF Vencfun()
1: SecretKeyGen(A4)

s€«>*—R, sk=s

2: PublicKeyGen(sk)
s=sk a <—$—Rq ey
pk=(~(as+e)],,a)

3: EvaluationKeyGen(sk, @)
ai<—$—Rq ey ie€{0, 0}
evk =([-(a;s+¢,)+ a)'sz]q,al)

4: Encrypt( pk,m)
meR, pk=(p,.p) e.e < x
ct=([Am+ pyu+e],,[pu+e],)

5: Decrypt(sk,ct)

s=sk cy=ct[0] ¢ =cil]

output: [\_i[co +as], —I}
q !
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Table 6 Smart contract algorithm 2

Algorithm 2 Smart contract based edge node authentication

Initialization Verify Identity(label ,ID, address)
if The label is Edge node then

1: Check Edge node(ID)

if Edge node(ID)=true then

2: Check Edge node(ID(address))

if Edge node(ID(address))=true then

3: Validation passed

4: Identity(label ,ID, address ) encryption

5: Link SEAL Library—BFV Encryption algorithm function

6: Identity(label ,ID, address)—BFVencfun(Identity(label ,ID, ad-
dress))

7: Link Fabric Channel

else if The label is not Edge node then

8: Check if the label is Channel member then
9: Link Fabric Channel

else if

10:Access failed

end if

return Identity(label ,ID, address);

¥ £ &7 4 Fabric Channel W IZHZR A, #7242
8, 2 U 3 R DU A T PN [P DI AS

6 IEMMtESREHIER
T IE A2 Ak Iy IR 7 ST UE A



158 Journal of Cyber Security {5 B4 2##)k, 2022 /£ 3 H, #74%, H2 M

6.1 IE#AMEUERR

(1) GRAE I IERRTE. T A s P ILati g4
(PKD)JZ AL . T3 MSP il i 52 43 RAE S, UE-F5 (K
UGS T ECDSA Al SHA256 Jn 5. iliE i
WA HAHF MSPE - % 53 A fe A FH Goosip B3
BT 50%

(2) FBEA LN/ () IE R LA DU R 5
PR IERATE, KU BFV 4R &% ik 5
Jei A 1) 1 8% SR 8% A 1T R %

HANHMKRSH, 203 R=Z[x]/(f(x),
H f(x)e Z(x) H f(x) FIFRECH d, R MIZIKE+
HlosE X 0 = max {|a-b|/(|a]- [P : a.b e R}, v
SCRELE IS, O ERMEAGIRZE, r BIERADS,
H X i) [-B, B] (K3 A

HRE B —F BEV IS5k, A has
RE, o NXTEMIRE, WICERIA R, >1 . f
A=|q/t] , y(q)=qmodt 13 g=A-1+y(q) .
a<S S TR a BT RES S 1A HFE.

FARAE R 503 s «>— R, IFH sk =5 ;

NP G BN s=sk, PRI a<—R, I
e 7, i pe =(~(a-s+e),.a),

s E g WX meR, , ¥ AP ERRA
pk=(py.p) - AE i ¥ e,eo e~y , W H
ct=([Am+ pyu+e],[pu+el,) .,

B A s=sk, c,=ct[0], ¢ =cfl]%ith
@_é[co +cls]q—|} o

t

FIH: LA E BFV SE R O A IR

o< B .
[co+cl-s]q:A-m+v

H M<2-6,-B°+B . % ¥ 5 2.5,-B°+
B<A/2W, BFV.Decy(c)=|m| KL

UE W B g g M XA gt s=
poute+A-m+p u-s+e-smodg H T p, =
(Po-p)=(~(a-s+e),a), K po,p A 5L,
CIFCY

ot -s=A-m+e-u+e +e,-smodg
Nhe-u+e +e,-s 15 R, LA /NITRZ I,

NG A v=c-u+te +e, 5 - H N e,e,0,,u,5 1,

LB RIS V| <26, B> +B .

JRLA, cy+c-s=A-m+v+r-q, NixXFrLlg,
Fe Ll t, B3 m+it/lq)-(v—e-m)y+t-r ,
e=qlt—A=y,(q)/t <1 AR IERAfRE, HHE IS
R KA, WHE S g B, fE
(t/q)-||v—g-m||<1/2,meR, Bl

EHE
6.2 ZLEMIERR

(1) BOIAIF 0 224t o 0 B s e i K
IEELOTHUY S Gy, At B Fabric R4t
CA S BUSHLI A I FE T ECDSA Sk 4k
B, XA E A RATH, i U Fabric TP AR
IEEEAPREIR LR

(2) BRetLhmsr watt. TR
il DML e Ak T AR Ay 4 () 25 I s 1k 1)
Ak BBl 3X HL I AN A) X g ik BRI S
(IND-CPA) R K AUE B BFV 4[| A& a5 (1) 22 4=

146 1 B B Bk 08 AT A B AR R
(PublicKeyGen(sk) ): #iAN s = sk, HEHL a<$—Rq il
ey, Kt pk=(—(as+e),,a) 5 pk & T EF
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tel®CoreTMit-4700HQ CPU @2.5Ghz ALFEZSF1 8G
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HmiE AR R &P wasH
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SO, A SOV R, SEWIRAG. N
E AN TP 11 N T N £ o 2 S o (A
[A]Z44 plain_modulus W] LA E AAERII)IEREEL, HA
AN PR A6 W) SCEIAHE PR ORI, [ ISt 25 56 i 3 6 ST
W DA IS E R I S G . MR R 7 2
Hok PN 8 WISCs kARt 45 3L, AT
SEHG AR BT R : poly . modulus_ degree(2048)
coeff modulus (54bit). plain_modulus(256).

R7T RESHEFENR
Table 7 Test for key parameters

scee 51t IR ] iG] RN e L i) T e i 1) PN il
poly_modulus_degree (ms) (ms) (ms) (ms) (ms) (ms)
2048 14.42 2.38 — 1.36 0.2 0.16
4096 72.16 5.48 — 4.7 0.5 0.66
8192 424.2 14.94 0.18 17.64 1.54 2.48
16384 2760.88 44.78 1.08 71.62 6.32 9.84
®8 MAXENERMIL
Table 8 Test for plaintext space
el WIFRALIN 8] T e i) i (] TEIL I 18] T i 2 W 1) PN il
plain_modulus (ms) (ms) (ms) (ms) (ms)

101 0.01462 0.00242 2.00E-05 0.00148 0.00018 0.0001
5101 0.01442 0.00238 0.00136 0.0002 0.00016
15101 0.01432 0.00228 0.0015 0.00012 0.00016
20101 0.01424 0.00242 0.00132 0.00016 0.0002

100 5 vy 1T SIS TE A A8 B (M D e A
T A A AS A O T P R RE A R A, AN
A AR AR ) R S8R A & iz 777 K. fEAH
AT RUSEIL N AS Sy B A T A R, BRI RCE,
T2 RO T A% ol 18 N KA 152 BT LAY
s, HAVE &g, gy it 216G R
LI

(1) WAFERML: gossip PN

(2) BUEAUEIE TS MSPiocas MSPehanne

(3) KA Ledgerioear~ Ledgerehannet

(4) BEY: Chaincodejoeq~ Chaincodechanne

(5) F#fifi: Ledgerocal

(6) EIhfE: Ledgeriocal

(7) BEIhfE: Ledgeriocas Ledgerehannel

(8) BUFR ¥ E: Chaincodecpannel
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Table 9 Relationship between the number of edge
nodes and access time in edge computing mode

LGN WIENT R g BT RV )
B B 5 1A (ms) 5 18] (ms)
2 4 916.38 152.73
4 4 1212.64 151.58
6 4 1498.52 149.85
8 4 1766.76 147.23
10 4 2025.38 144.67
12 4 2264.64 141.54
14 4 2514.24 139.68

EARH LG HALCUN, #F Fabric JHiE A7
it 600 5572 15 Bk, 7 Fabric il WK IR BEE T
6. 8. 10, 12, 14, 16, 18 4 Peer Hifh. # 10 &
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Table 10 Relationship between the number of
different nodes and access time in non edge
computing mode

WG R WEAT Vil BT I
Hoi Hoi I ] (ms) HJ ) (ms)
0 6 944.70 157.45
0 8 1270.24 158.78
0 10 1609.71 160.97
0 12 2005.92 167.16
0 14 2490.46 177.89
0 16 3044.08 190.25
0 18 3759.66 208.87

Kl 6 Bor TGt AT J7 i) MEkiL 2t
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Figure 6 Relationship between the total number of
nodes and the total access time
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Table 11 System performance comparison

X BT SR G B ST B G A B AL R I WIES P340 R R 1] (ms)
ik [23] LK Y 2 i 7 8600
SCHR[22] LAY i = SHA-256 15000
SCHk[11] Hyperledger fabric = = BAT BT 618
SCHR[25] Hyperledger fabric e = FabZK 217.7
AL Hyperledger fabric 2= & BFV 139.68
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Hyperledger Fabric P {5 Ml & H > 35w 3 1 (8] 24
217.7 ms. 151X 4 AN X Pl 2R 48 b 1 I 45 AT,
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