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Abstract In today's era of information explosion and rapid network development, network attacks and network threats
are increasing, and malicious traffic identification plays a very important role in network security. And deep learning has
shown superior performance in image processing and natural language processing, so there are many researches to apply
deep learning to traffic classification. When applying convolutional neural networks to traffic classification, some studies
truncate or zero-complement the original traffic data, which may cause partial loss of traffic information and
zero-complement operation may introduce information that is not useful for model training, thus affecting the detection
accuracy of the model. In this paper, we propose an Indefinite Length Convolutional Neural Network (ILCNN) for mali-
cious traffic classification, which is based on indefinite length input, and uses the raw traffic data without truncation and
zero filling in the input, and uses the pooling operation to transform the indefinite length. This network model is based on
indeterminate length input, using untruncated and un-zeroed raw traffic data in the input, and using pooling operation to
transform indeterminate length feature vectors into fixed length feature vectors for the purpose of classifying malicious
traffic. Because ILCNN uses the original traffic data and retains all the information of the traffic data, it can better perform
feature extraction in the training phase of the model, avoiding the impact of losing some traffic information and introduc-
ing useless information, and eliminating the need for manual feature extraction and the tedious process of feature extrac-
tion of the traffic data; multiple convolutional kernels of different sizes are used in the model, which can extract the traffic
classification. The model uses multiple convolution kernels of different sizes to extract features from different fields of
view of the traffic data, which is convenient for subsequent classification of malicious traffic. The experimental results
based on the CICIDS-2017 dataset show that the classification accuracy of the ILCNN model on F1-Score can reach
0.999208. Compared with the existing work on malicious traffic classification, the proposed ILCNN with indefinite long
input convolutional neural network improves on both F1-Score and accuracy.
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Table 2 Parameters of each layer of the convolutional layer
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Table 3 Malicious traffic classification performance
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Figure 5 Feature vector distribution map
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