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Abstract To solve the data security problem for object tracking in a cross-organizational supply chain, a formal model
with three security properties, i.e., accountability, trustworthiness, and privacy protection, is introduced. The model may be
implemented with three protocols introduced in the paper, namely goods issuing, validation, and goods receipt protocols.
The above formal model and the associated protocols are evaluated through a prototype implementation described in the

paper, along with an analysis of its performance.
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