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Abstract Wireless device accessing security is a great challenge in wireless communication networks. Radio fingerprint
based physical layer security technique is an effective approach to solve this problem. In this paper, a novel radio finger-
print extraction based on constellation trace figure (CTF) method is proposed, which distinguishes from classical transient
based and modulation based radio fingerprint extraction methods. Furthermore, a K-mean clustering algorithms is adopted
for wireless device identification from CTF. From theoretical analysis, a software defined radio experimental system for
wireless device identification is built. Experimental verifications show that the proposed CTF based method can success-
fully extract radio fingerprint without prior information, which could be a suitable solution for wireless device identifica-
tion and authorization in physical layer security.
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