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Abstract Due to the wide existence of vulnerabilities in computer programs such as C and C++, computer systems is
vulnerable to be tampered by adversary changing the original running states. Researchers have made great efforts and take
some effective protection mechanisms, for instance, Data Execution Prevention and Address Space Layout Randomization.
These security mechanisms have a great effect against the primitive attack patterns like code-injection attack. However, the
security of computer system is still not optimistic. Though the adversary could not inject their own codes into the memory
then run them ever again, they began to use the original benign codes in the memory, manipulate them to achieve mali-
cious purpose by changing their order of operating, which is called code-reuse attack. And it is able to bypass a variety of
security mechanisms of commodity computer systems, thus it has become a major threat and the main pattern of hacking.
For this reason, researches about code-reuse attack have been taken up in recent years. This paper illustrates the origin of
code-reuse attack and achieved way of attack, summarizes the existing defense mechanisms and simply evaluates these
defense mechanisms systematically. Meanwhile, this paper analyzes briefly the basic reason of code reuse attack and puts
forward an new idea of defense mechanism designing.
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