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Survey: Security of Cryptographic Primitives with
Imperfect Randomness
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School of Computer Science and Engineering, Beihang University, Beijing 100191, China

Abstract Cryptography is a core area in information security. Traditional cryptographic primitives take for granted the
availability of perfect random sources. However, in many situations it seems unrealistic to expect a source to be perfectly
random, and one must deal with various imperfect sources of randomness. Some well known examples are physical
sources, biometric data, secrets with partial leakage, etc. Hence, can cryptographic primitives with imperfect randomness
be secure? It has become a frontier and hot research topic in Cryptography. This paper reviews the background, signifi-
cance, and the development history of this topic. It also reviews the latest advances of this topic. Namely, some general
impossibility results of traditional privacy (e.g., bit extractor, encryption, commitment, secret sharing scheme) and differ-
ential privacy under a general imperfect source proposed by Dodis and Yao in CRYPTO 2015. Finally, the paper analyzes
the problems worth exploring in this area.
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