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Abstract Buffer overflow vulnerability is a kind of serious security defect. Currently there are dynamic and static ap-
proaches to detect buffer overflow. The effectiveness of Dynamic tools depends on design of test case, and they often in-
troduce execution overhead. Static program analysis techniques have been widely used in buffer overflow detection, which
often report a large number of false warnings. Manual validating the results of static analysis is time consuming and er-
ror-prone, which severely limits the usefulness of static analysis tools. Symbolic execution is a promising software testing
and analysis technology, which systematically explore execution space of test program and generates test cases with high
coverage. In this paper we propose a novel approach for automatic buffer overflow warnings validating based on symbolic
execution.Our approach is consist of three steps: firstly detect the reachability of statements in static analysis path segment
in inter procedural control flow graph and map the static path segment sets to complete path sets which are used to be val-
idated; secondly guide the symbolic execution so that we only focus on the execution paths that cover the buffer overflow
warnings generated by static program analysis through pruning useless path; finally construct warning path constraints
according to buffer overflow vulnerability models at suspicios statements and classify results depend on the output of con-
straint solver. Based on the proposed technique we implemented a prototype tool BOVTool and our experimental results
on real open source programs show that the percentage of false warnings which do not need to be manually validated is
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1. #define MAX LEN 24

2.#define MIN LEN 4
3. void usage () {

4. char des bufferffMIN LEN];

5. char* src_buffer="source buffer";
6. strepy(des_buffer, src_buffer);
7.}

8. void initialize( char* argv_string){

9. char mapped_argv[MIN LEN];

10. if( strlen(argv_string) == 0)
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ConstructRCFG(BasicBlock B)

1:  CFGNode current = initialize(B)
2:  FOR each Instruction in B

3: IF current instruction is function call (f
is callee) THEN

4. current->addSucc(f~>entryBlock())

5: f->entryBlock()->addPrev(current)

6: IF f~>entryBlock() has not been visited
THEN

7: ConstructRCFG (f->entryBlock())

8: END IF

9: current = f->returnBlock()

10: END IF

11: END FOR

12: FOR each succ in B->succSet DO

13: current->addSucc(succ)

14: succ->addPrev(current)

15: IF succ has not been visited THEN

16: ConstructRCFG (succ)

17: END IF

18: END FOR
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SearchPaths(CFGNode v, CFGNode des, Seth-
Path TempSet , Path temp)

1:  1IF visited(v)==TRUE THEN

return
END IF
temp.push(v)

IF v == des THEN

TempSet.add(temp)

return
ELSE

9: visited(v) = TRUE

10: FOR each succseeor s; of v DO

11: IF visited(v)=FALSE THEN

12: SearchPaths(s;,des, TempSet,temp)

13: temp.pop

14: END IF

15: visited(v)= FALSE

16: END FOR
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Vector<executionState> addedStates

IR S PAT R PG RS RS

Vector<executionState> removedStates

IR PAT R PR SRS

Vector<executionState> ESVector

IMRTEFTA RS PAT RS RS

executionState initialState;

5 PAT IR AR S

Vector<branchinfo> ValidatingPath;

1. ESVector.add(initialState);

2. WHILE ESVector.size>0 || /TIME OUT DO

3. executionState ES = selectState()

4. ES.executelnstruction()

5. updateStates(ESVector, addedStates,
removedStates)

6. END WHILE

7. executelnstruction()

8. IF ES.instructionType = EXIT || FoundError
THEN

9. generateTestCase();

10. removedStates.add(ES),

11. ENDIF

12. 1F ES.instructionType = FORK THEN

13. ES2=fork(ES);

14. addedStates.add(ES?2),

15. GuidedExecution(ES, ES2);

16. END IF

17. GuidedExecution (executionState ES, execu-
tionState ES2)

18. IF ES! =NULL && ES2 ! =NULL THEN
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19. <F\,L,>=BranshesDebuginfo(ES),
20. <F,,L,>=BranshesDebuglnfo(ES2);
21. IF ValidatingPath.contain(<F,L,>)
&& ! ValidatingPath.contain(<F,,L,>) THEN
22. removedStates.add(ES2);
23. END IF
24, IF ! ValidatingPath.contain
(<F,L;>) && ValidatingPath.contain(<F,,L,>) then
25. removedStates.add(ES),
26. END IF
27. ENDIF
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