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Network Security Visualization: A Survey
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Wuhan, 430074, China

Abstract The developing of Internet techniques has brought many convenience into our daily life, such as on-line shop-
ping, on-line entertainment, social network, etc. However, cyber-attack and cyber-crime have also become more and more
common since Internet provides so many potential profits, which makes cyber security more and more important. Unfor-
tunately, traditional cyber security approaches, such as firewall, IDS and IPS, are not efficient because they lack the feature
of intelligence, dynamic nature and global view. As such, network security visualization is proposed. Visualization is not
only efficient but also very effective at communicating information. Based on the analysis of network data, network secu-
rity visualization transfers the invisible, unexpressed and abstract network data into visual images to provide a high-level
view of security events to analysts for more timely and informed decisions. Visualization brings revolution to the network
security research area and has developed very fast. In this paper, we provide a thorough survey of network security visu-
alization, categorizing the related work based on the type of network data (since network data is the basis of network
security visualization). Further, we analyze the issues and challenges regarding network security visualization and provide
guidelines and directions for future work.
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