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Abstract In recent years, insider attack including information system sabotage, information theft and electronic fraud
has been great threats to individuals, business and state security, resulting from strong concealment and destructiveness.
Therefore we should pay more attention to insider threat’s current research findings and evolution trends. In this paper we
analyze the features of insider threat and define insider threat formally based on the trust theory. Meanwhile we divide the
insider threat researches into four fields: model research, subjective factors, objective factors and other research while
analyzing each field in detail. Based on the analysis of cases and deficiency of current researches we develop the Open
Hybrid Insider Threat Detection System and predict possible evolution trends of insider threat. Finally we suggest possible
countermeasures against insider threat.
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