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A Self-transforming Proactive Defense Network
Framework based on “carrier”

WU Chengrong, YAN Ming, Jin Haolin, LIU Wei, ZHANG Shiyong, ZENG Jianping

School of Computer Science, Fudan University, Shanghai 200433, China

Abstract Traditional information security defense techniques have the feature of static and passive. Systems and security
mechanisms are relatively fixed in a period of time. So attackers can continuously study the static target, and try to find the
vulnerability of it. In order to improve the proactivity of security defense, some research programs that tried to “change the
rules of the game” had been initialized throughout the world. MTD (moving target defense) and the Mimic-Defense are the
emerging ideas of proactive defense. However, to achieve the purpose of proactive defense, in addition to the separate uses
of techniques on key points, we also need a framework. Deferent defense mechanisms can be effectively cooperate in the
framework to form a general “moving” and controlled proactive defense system. Traditional information system which
does not have the build-in proactive defense mechanism can also run in this framework, and be benefited from the proac-
tive defense mechanism to enhance the ability of defense. This paper presents a kind of framework that can effectively
integrate different levels of proactive defense techniques and mechanisms, and is compatible with the traditional applica-
tions. We call it self-transforming proactive defense network framework. This framework can archive the integration of
build-in with bolt-on proactive defense techniques, the integration of multi-level and multi-granularity proactive defense
techniques. It is compatible with traditional applications which do not have the build-in proactive defense mechanism, and
provides ideas.to form a new generation of build-in proactive defense network architecture in the future.
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