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Abstract The incompletion of current automata model for system state expression and the singleness of angle on mod-
eling cannot meet the requirement for characterization of cyberspace attack and defense. To address the problem, this pa-
per proposes an angle-variable Zooming Finite Automaton (ZFA) structure. In ZFA, a complete set of parameters is used to
identify the status of the state, and the observation coefficient it set up to enhance the ability of system analysis in a multi
angle. The cyberspace attack and defense model and the security performance analysis method are given by means of the
ZFA structure. The analysis reveals the natural disadvantage of the traditional security methods and the limitations of the
moving target defense technology. Finally, the core components of the Cyberspace Mimic Defense (CMD) theory -- ex-
ecutive isomer architecture is discussed, and theoretically proved that the super linear growth of uncertainty can be ob-
tained by construction at “Multi parameter”.
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