Bw
& B

B W4 5B %A ¥R Vol. 1 No. 4
“10 H Journal of Cyber Security Oct., 2016

E [0 B 754 AR RS B IR 5 AR £Rik

2 K E B, 4 %
R E R B S TR Jbat 1 E 100093
F B2 B P 2 VPR R T b sz . Jbst P 100195
W 2% 2 ARl P AR I T S s s bt P 100195
HRE R RS JbsT FE 100049

WE  SSARERBART AN Y4 . Flash G S5 L2 H 3 P, TR g ™ S (0 22 A ), A4l S
et MAH R BT RO TRl e, ZRNBORMZ (R OCTE . B0 3252 RS £ 20 DXL AT B AT A EL AU A R, AN SC
MACRE AN\ Tt RS = P Bt 9 A A LA 5 0 M T 3R S 5 B BB, I A bl 1 75 40 R DA 38E 9 7 (Moving target de-
fense) A 1 KX AH G ) B M H0RT VA AT 1 IRl HHT%EHZJJ*KMEEE}Z/WLZZQ P AR, AN BT A A A T
ELAI BT ANVEAL, JFERAT T 17 A A AR BB B R A S 3R — 2B I 7 1) o

KR WrRch RIS, shas CHERIRIRE, BRIy, PrisoR
FEESES TP309.1 DOIS  10.19363/j.cnki.cn10-1380/tn.2016.04.005

Survey on Attacking and Defending Technologies of
Dynamic Code Generation

WU Wei, HUO Wei, ZOU Wei

Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
Key Laboratory of Network Assessment Technology, Chinese Academy of Sciences, Beijing 100195, China
Beijing Key Laboratory of Network Security and Protection Technology, Beijing 100195, China
University of Chinese Academy of Sciences, Beijing 100049, China

Abstract Dynamic code generation (DCG) is a technique widely deployed in important daily software such as web
browser and Flash player. The threat posed by dynamic code generation has gained more and more attention in recent
years because it provides new opportunities for control flow hijacking attack. In this paper, we summarize new control
flow hijack attacks against DCG based on the paradigm that DCG generates executable code according to input program
on-the-fly in two categories: code injection attack and code reuse attack. We systematically present the defense mecha-
nisms for DCG in two categories: enforcement-based defense and moving target defense. We propose a model to evaluate
existing defense technology based on defense benefit and defense cost. We also analyze the developing trend of attack-
ing/defending technologies on dynamic code generation and give some suggestions on future research.
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