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Abstract There is an asymmetric phenomenon in the cyber security, where the defense is often passive while the attack
is active. The technologies of active defense try to rebalance the situation in the attack-defense game, which has been a
question of heat in the research of cyber defense technology. First, the methods based on the software/hardware diversity
are introduced, and then three kind of active defense, including intrusion tolerance, moving target defense and mimic de-
fense, are interpreted with several systems and architectures. And then, the defense effect, pros and cons of the active de-
fense are compared and analyzed. Finally, the future work and research direction are discussed.
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