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Abstract Prototype of mimic defense in web servers is a new type of web security defense system based on mimic secu-
rity defense theory, which makes use of heterogeneity, redundancy, dynamic and other characteristics to block or disrupt
the network attacks, in order to achieve the requirement of controlling system security risk. The traditional web services
testing methods are inadequate and do not meet the complex security testing requirements and have difficulty in accurate
measurement. This paper presents a web services testing method which is applicable to mimic defense architecture, im-
prove gray-box testing method based on concession rule and enriches the meaning of exploiting complexity of vulnerabil-
ity and back door. Based on this, this paper puts forward the test projects, test principles and test methods for the newly
system. It covers comprehensive test and analysis on aspects of performance, compatibility, function, HTTP protocol con-
formance, security.
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