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Dynamic Heterogeneous Redundancy based
Router Architecture with Mimic Defenses
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Institute of Information Technology, PLA Information Engineering University, Zhengzhou 450000, China

Abstract As a fundamental core element of cyberspace, the security performance of router plays a decisive significance
in network security. However, the closeness, specificity and complexity of router lead to more loopholes and make
backdoors hidden deeper. Currently, defense means of router are passive, which is “mend the fold after the sheep have
been stolen”-like. Such defense means is not only hysteretic but also helpless against unknown security threats. Based on
mimicry defense technology, heterogeneous redundancy function entities are introduces to the architecture of router. With
dynamic scheduling mechanism, multiple heterogeneous execution entities are randomly selected to work. Under the same
external motivations, by comparing the output of heterogeneous executing entities and conducting anomaly detection on
heterogeneous executing entities, the routing system could perform active defense. Experimental results show that this
architecture can significantly increase the attack difficulty in every step of the attack chain, increase the cost of attacks, and
can withstand attacks based on unknown vulnerabilities and backdoors.
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AN TCIEIEMIZAT o [FII, B e AT AR 1)
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OFC ‘ —
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at B|
if0 ifl R
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5 ETIEH2ERY Openflow 3# O LIMIESS

WANE HH T R IEAERT & Openflow $2 1111 4%
BAE, (ARARNACTI A I 4 T ORIE SR,
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APP-Mapping i it OFC 374> Openflow ifi i, 4
AIEBAMIEIK OFS FINESI OFS, Jf4Edr Py )42
LIS 2R, 24 WA E] PacketIn 4 & PL(A))5,
Wiy, K aifr A B A PacketOut Y4 B R IE 4,
Wl OFS, i OFS Jr&%%)eIld ifl # 1HAi%%
Router. [F] ¥, Router /= 4E 71 5 B 2115 W8 OFS 1 ifN
Ji7, $%25h PacketIn 1 5L 235 OFC, 4 App-Mapping
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Xt Openflow % H 137 #F .
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6 ¥ Openflow ZORBRHAITIR
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TUAfth) Rk %, R REIE I 415 % 43 A1 SDN AZ e
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5.1 ARGEERFERN

RS B A, AT ¥ 9 R H Nmap!* T
A% DHR2 B RGEHETHHERI, Kl H b 55
TR O L S B IR 5 L B R AE 2R G MAS 2515 L,
R T AR B B T EAT (03— DA, X sefs
SN P B e TSR FH 1 T BRI L AL

PROTOCOL STATE SERVICE
1 open icmp

6 open tcp

17 open udp

88 open|filtered eigrp
89 open|filtered ospfigp

PORT STATE SERVICE VERSION

23/tcp open telnet Cisco IOS telnetd
79/tcp open finger Cisco fingerd
179/tcp open bgp ?

67/udp open|filtered dhcps

161/udp open snmp SNMPv1 server (public)

528/udp open|filtered route

Device type: router

Running: Cisco IOS 12.X

0S CPE: cpe:/h:cisco:2514_router cpe:/o:cisco:ios:12.1

0S details: Cisco 2514 router (IOS 12.1)

Network Distance: 1 hop

Service Info: 0S: IO0S; Devices: switch, router; CPE: cpe:/o:cisco:ios

B7 ZF1RABRNER

T, EANFEI Z6 B bs REUAT T PRI
PR, T 7 AE 8 4 T M IRFERRI R Z5 R .
5 B AT AR, IR RAS RN AR GE T IO e A
SIEA 3, AFR R 25 RROAS R AR 2R G0 i A ) 2 S
PERCR, S5k 45 RN 2 RS A% 2514,
10S fRA N 12.1, B R4 RN & Quagga &
PRE% 2, FRAS A 0.99.22.4 P UGESRAN ] 1yt 45
RR S IRRRRE Bk Bk Wk, 45 i Joik
AT R B IBEHAT N .

PROTOCOL STATE SERVICE

1 open icmp
[ open tcp
17 open udp
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.8 (protocol 2.8)

179/tcp open bgp?

2601/tcp open quagga Quagga routing software 8.99.22.4 (Derivat
26@2/tcp open quagga Quagga routing software ©.99.22.4 (Derivat
2604/tcp open quagga Quagga routing software ©.99.22.4 (Derivat
2605/tcp open quagga Quagga routing software 8.99.22.4 (Derivat
2608/tcp open quagga Quagga routing software ©.99.22.4 (Derivat
68/udp open|filtered dhcpc

528/udp open|filtered route

Device type: general purpose

Running: Linux 2.6.X%[3.X

0S5 CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linux:linux_kernel:3
0S details: Linux 2.6.32 - 3.5

Network Distance: 1 hop

8 FE2RABMRMER

Mo, I BN, 2 15 REfs

37

g Hbs R MHER(E B2 Wi, X HFr RGN
RN . BT BT 10 d3d, B
A 1R T4 0 T BEALOGE 2 1, T4 — H
B AR G5 RN — A . AEHARE R H AR
AT A4 R 7 S R R BE AL R R 7 R AT I FE D)
e, HTIX 10 RAFHN PS5 RIS, il —
A A BT 73 M o S R 9 P, X
FHFFLE T 1094 B2, 03 B0 S 1 -5 AR 55 KA E
X 6B HRE, MERERTERAN
Linux2.4.1. B AFE His RGM IR HEMSE, A
AR A P LA DU PAT IR R IR B2k Cisco $UAT
PRAEZE 239 #, Juniper FATARTELE 215 72, Quagga Fi
ITIAAELL 289 b, FRXHATIAAEL 291 B AESLAH
A1), Nmap 748 H] TCP #3145 F B, Cisco Al Juniper
PATEMIR F 26, 8/ UDP 94 F B, Quagga
HRHATARMCIR EZk . PRItk, Nmap 4575 21 5 5
(IR 45 R S B b2 AN [R) H AR BEAT 9 R R 75 2]
IR, SR T I e g QU A 5 18 AR e AN HERR
[Fo LRI 10 RFEAREEEIR, BRI B 1A A
— 30, AR BRI 2 B A AN a] e

PORT STATE SERVICE VERSION
23/tcp open tcpwrapped
179/tcp open tcpwrapped

_finger: ERROR: Script execution failed (use -d to debug)

502/udp  open|filtered mbap
520/udp open|filtered route
686/udp  open|filtered hcp-wismar

1039/udp open|filtered sbl

1234/udp open|filtered search-agent

60e1/udp open|filtered X11:1

_x11-access: ERROR: Script execution failed (use -d to debug)
7000/udp open|filtered afs3-fileserver

Device type: general purpose

Running: Linux 2.4.X

0S CPE: cpe:/o:1linux:linux_kernel:2.4.21

0S details: Linux 2.4.21

Network Distance: 1 hop

Nmap done: 1 IP address (1 host up) scanned in 1094.98 seconds

9 FIRAWMRMER

FAREGRN 2 Sl S B 55— 2, HERR 3R
FIHFRRSMMARCAE L, K ooE T~ DBl ek
M55 TBe. fEANE R B R EUE R OLH
Ik I R 3 EEAAC R 2 AR H 2 K DHR2 Bl &
BRI IZAT 2 A M TOR I TAERAT 1, XL HAT
A BERL I FEALHD S B 70 B SER AR,
LU, P BEAL T AL, A4 R gex A B
M5 B A A T kAR, DCCSEAS 1 1 40 PRI X LA
HERA VU H AR RGEMAN OGS B O T 3R1GHER K H
NP SR GTE R LN E RIS YIIERE HE/SIIL R € (e IE T
J&, TCRE B I NI A o IX S AT O AR Bt
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W, BPASESE D0 T R ORI RE, AN
RERE KA B ARAERR N RS B BrCL, EERR B
B, DHR2 R zAME e tErmeaRt, nrel
AR R I, WS BRI 2 R ICH A R 4¢
5 IUERR R, SRR AR B i ), S R
T+ T Mt SRE B AR RGE B HIAERE
52 ABpRREFAM

AR AR, Gl Nmap FH8 N A 2
H s R0 BARE B, (2 ] DU AR B i 58 40 T I
TR 1, GE 4T T WRLE R 5 P, Il Telnet.
SNMP. OSPF. BGP. RIP %%, A7E_FATHFIHM
(R BEAIL b, X 3K L8 T TR M 45 e — 22 1R e i 1 4,
TR B R IIX 2L 2 55 A7 7 (IR A5 o

FH Nessus™' T H 6 H bR R LA RS AT
JiRFAA, LT 10 s, A1 ORI T BAR R
GATAE R G G99 1T(CVSS JEARVES> 7.5), S5 3 anfe
10 FivRe 1% fEMESS o SNMP FRis it 4k, 3X
JeAh DHR2 RGN PATHAMEH T public H
o HT RGBS RAAAE, HARPAT IR AT XK
R S g AR, FTCA, 6 10 AR
A 1R H b RGATAEIZNETS £

Summary
Critical High Medium Low
0
Detail
Severity Plugin Id Name
‘ ligh (7.5) ‘ 41028 SNMP Agent Default Community Name (public)
42263 Unencrypted Telnet Server
R P st ot e D
R - P —
R - O Gy St D
I o
I I
_ 12053 Host Fully Qualfi main Name (FQDN) Resolution
_ 214 Nessus SNMP Scanner
R SR
R -
_ 24022 SNMP Query Routing Information Disclosure
R s et Vi Dt
I ;' Ethemst Card Manufacturer Detection
Sy
10 RERAMER

IR il Mk S S 5 o, B B
iR EROE T RSB T B TR AN I A
SIFEIE o WUERFAME] H AR R GEA7AE CAN NI, A
Gt ORI 2845 42 K39 - DHR2 56 UE R 4008 i R AL
WEEHLHL, 2T AR DL AR 1 A 2B, A
o e 4 R 1) AR R H AR, AR M T I TR A
AERA 2 H AR R G IaTR G R . DI, sh&R iR
MU AT EAFE AN T B 2R S8 I e 55 AT 32 1 e3e i
TR AR S 58 IR S IR o
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53 ARiRiREFAH

AABGE Bl © 2P H AR RGAFAE— ]
AR, 8IS 7 VR VPG AR RS ST
T BN ARG, %R 1A A

f auxiliary(cisco_config_tftp) > exploit
] Starting TFTP server...
1 Scanning for wvulnerable targets...
] Trying to acquire configuration from 1.1.1.66...
] Scanned 1 of 1 hosts (186% complete)
1 Providing some time for transfers to complete...
] Incoming file from 1.1.1.66 - 1.1.1.66.txt 868 bytes
*] Saved configuration file to /home/1.1.1.66.txt
] 1.1.1.66:161 Unencrypted Enable Password: !qaz@wsx
] Collecting :!gaz@wsx
] 1.1.1.66:161 Username 'nmgdcy’ with Password: n@Qos$mpls
] Collecting nmgdcy:n@Qos$mpls
] 1.1.1.66:161 SNMP Community (RO): nmgdcy@demaxiya
] Collecting :nmgdcy@demaxiya
] 1.1.1.66:161 SNMP Community (RW): public
] Collecting :public
] Shutting down the TFTP service...
] Auxiliary module execution completed

B mEMAER

DHR2 %iIF & 48 N ik (0 — > TAE AT At A7 7
— /> SNMP A ™, % AT 4R 8 BB RE T0S
c2600-i-mz.120-3.T3.bin. A T 40 iF 1% 1 v 4% A H,
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(D)4 18] 4 [0.48, ST [ I — AN BEALE . TR Lk
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I 5 R85 o T ) o %) 388 o, s V) P R 0 D B e 5
LRPEGAR I o IRy, B A R ] 1] 5l 1 34
K, REMBNENERRAC, 7770 T R PAT 0] o 2
7 TR I (] gl Bk, W 7 P 2% R T A 1) s VR 4 R
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PAT A F i 22 /D I B 5% ) I ) R FH e 2 26 (1) 24
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it EIR S W] A4, DHR2 R8T P E A
AT K 5 R A R 2 1 B R A AR B DT I R R
FRGE AU JRE I 1) 1% B8 L5 9 ¥R P RSl D B R A A
WONMORAR o AEIHAT A ECE R I 1) 17 5 £ X
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39

TR VIR R FH PR e B 23 g I it B8k 4D P T ) B 2 1) v A
RIRNE, 3 e R A0t % 200 3k 48 on XA £ I )
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54 RERIFHEMERA

AAEE B E A B RETUE T T OL T,
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Ja T8 CE: WU E]) OSPF hello i % Neighbor
W5 0x5a5a5a02 B, WETTREMKR, $ATHA
A In-—43] A.B.C.D ) H, HrH AB.C.D H hello
) Designated Router Bt € .

WM 14 Fros, WRKT7958 0 F6L
A i Tepreplay™ 48 % 3% H 1 H 2k 4L B (7,
7 i 72 SE ML B A= ML C 3l Wireshark! ™ LI 75 52
Wiz e, R 0 &L, EHL A ) DHR2 B4R
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C bk, RERE 15s AIE—Ja T ik fs, Feg—/h
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Wireshark
Tepreplay 2 E
=i
|:| el DHR2 B
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= R Wireshark
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R AR . AE 3 D LAESATIRE LU T, Ja T 18
RIHHRLE 4%LL0 N o SisFEAA SR, JaT]
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5.5 HBHEFRENRE
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WRIPEREFEFF AR 1 . DHR2 RGN M 2K i 3
PLZ AN BAT AR It %t A N, AT R I £
R P, T HDh o] g % i R AR (1) A2 RN ) 7 A 5
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