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Tests and Analyses for Mimic Defense Ability of Routers
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Abstract Routers are core devices in networks, but are still in lack of effective defense method against vulnerabil-
ity-based and backdoor-based attacks. Therefore, the mimic defense mechanism, which is an implementation of innovative
active defense theory, is employed into the architecture design of routers. Based on this mechanism, a “Verification System
for the Mimic Defense Theory of Routers” is designed. With the characteristic of mimic defense mechanism and routers, a
test method to evaluate the “Verification System for the Mimic Defense Theory of Routers” is proposed and implemented
which include basic performance test, mimic defense mechanism test and defense effect test. Test results show that with no
influence on basic performance, the “Verification System for the Mimic Defense Theory of Routers” could implement the
mimic defense mechanism. What’s more, it could also change the presentation of backdoor and vulnerability, disturb the
locking process of backdoor or vulnerability attack and the accessibility of attack link, and significantly increase the diffi-
culty of backdoor or vulnerability exploitation.
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Bl o 2 40 MG 00 TR H 5 8 Bl 9 4% ik 45 55
R FETHRNE B H bR % s EAEAER
TR, SR JE A IRIABE T B R4 T . AEERAUS, W R
B 2817 Access Control List(ACL)AEIIZE, T
R R B RE N AR T Tt n] DS O AR
S Bo ML A, 280 B Eh s 00 BT A R S LR
Al N Bty o Bt —22, WA s R B E
Ja Y, EAT IR S B o

oy i R EE, AT LUE B R A EA )
JI) e SR BT T AR . O T2 o BGREE )
AT, PEAGSLA P B iy Bk #2521 15 1) 2%
W, AR TE L A BRI 0 LA B A 1)
B 100 25 SRR AT DA 3 A, B0 ) 0 U g — BA Y
AT BT, BEAS R B BOE Bt & B4 58
JSOZFR T AR BU B IR Y P R
6.2 AFEEESAENIR

R GG DA L B & 3T W 28 Bt gk AT (1)
SE—2DERAE, K H bR RGETT R 5 3 SRS
DA AR RGEIOAS A5 R, YE i 2k X0t Ik H 1)
JIETFBON T H o AN B 72 56 0E R Gent
TBEERES —P PR

MR T ¥R H Nmap T HXF RGHH4T 10 kA
i, BEOCERE BT AR I 18] 2 BEALIE E 1K, AFRETT
G EL R [ R 2 RAh — kA . AE R R
W RS HATRR FH B AL B 7 V54T R B D) 4t

HTIX 10 RAF B 25 RIEALL, Rt —
OAH A BT 70 M o A R 7 o, X
FFFLE T 904 B0, 1 TR S 5 o B IRSS
KA ERXE G, B50 ZXR10 Hifids.
WA HAR R H &S, e
A = APATHE I B2, KR AT R
Cisco #ATHHI Quagga PATHA . A, Nmap F14543
B ) 5 J IR 4 S B EASE XS R —A B AR AT
RN AT BN 45 R, e T X e 25 Bl i) Mt 45 18
AR AR . Y RIX 10 IRFIRIEE R, BRI 2
() 45 AR AN — 2, At vl A F g5 R A
AR .

LA B 25 1) TAENLEI € T e R siT 24
PATHE, FEUEAT BEAL R BEXT A 2B, 145 R G0 Fh
S B TR, AR S — P G R R
MECAERA U0 H bR REBIFHRAE B A T 3RAFHE
() H bRAR S, B 27 5 A5 AN S 4= 0 1 £
FUURE, 3 B Sl 38 I By A o G SRR A
I, AR R B 2 A 5 A% B TR H AR A A
RIe Prih, e B, AP EyL ey LA

PROTOCOL STATE SERVICE

1 open icmp

2 open|filtered igmp

4 open|filtered ipv4

6 open tep

17 open udp

41 open|filtered ipvé

46 open|filtered rsvp

a7 open|filtered gre

89 open|filtered ospfigp

103 open|filtered pim

112 open|filtered vrrp

PORT STATE SERVICE VERSION
23/tcp  open telnet

161/udp open snmp SNMPv1 server; nil SNMPv3 server (public)

snmp-sysdescr: ZXR1@ ROS Version V4.6.03b GER Software,
Version V2.6.03b41 Copyright (c) 200@-2005 by ZTE Corporation Compiled Jul
528/udp open|filtered route
1701/udp open|filtered L2TP
Network Distance: 1 hop
Service Info: Host: ZXR1@

E7 RFEESABERNER

R B, R ARG SR H bR RS
SRR, BRI A o R ], R R T
T B FAREH bR RGeS R

6.3 AGRREAZINR

AT AR, A Nmap F R R
H AR R G0 B AR B, (H 2T DUSEE A B 1 R 48 T
TR 1, 18T T R RSP . AN H 1
JELE BT RGBT SE AL b, 6 e T RO Al
B i’ A DT B RN A T e Sl T E S R
BCH R T I .

IR 7 R Nessus B HFR RS LA
MR 28 AT I T4, HEEAT 10 IREH .

MAREE AL 1 ORI T B AR RGEAFAE S fE e 59
M, ARWEE 11 PR e fafi 99 208 SNMP i
(1) public AT XA KRG A —NAT IR
M T public &S BT RAENEMERIAEAE, HAD
AT A I B AR I Bl 2 4 1 A AR 7, BT L, 7R
10 RS R PAA 1 ORI E bR RSEAEAE XN
55 1

F 11 REAMER

TR TR EE T W3 4
Critical 0
High 1 SNMP Agent Default Community
Medium 0
Low 1 Unencrypted Telnet Server

T A R 2 S B S b, R B
ZiRAGUOE TR SR BGh T B TR R 9 5y B
JEo TR H b R GAF AL, A Bt )
RIBE AR 2 K. RGUB I RENLIH L], 240
AT MR LA AR TR T 300 A0 BB, A 43 s i 41 4 T H o
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) AR A0 I H b, AR e LT AT 18] P9 HER 7S 21 H bR RS0
(IR A o DRI, ST BT LAAE AN bR &
St IR B 59 AR T A U TR R S 99 AU
IR o

6.4 F4timIEF FAXEE N

AT IR H 2 TEAL 50 UE 2R 4 AL T R
(IR HME R o kIt B e (R T e BT, BRAT T B b e
Wi Q&3 H AR RGAAE— AW R s, {6
1302 i w7 1 D25 R 1 i S O T 5 W ] K ]
R

MR FH DAL TOS (5 SNMP i, %I IAA7EE
TR EARPAT A E, &I 8 H G 2 H 30
TFTP k%, ARVFSGE#EE TFTP F#H b RSN
Be B SO WA A, BT RGBS P AN
2R AU, B R IUS B LT, Jfk
& BT AN worker, BRI R LLIAKH RGE T
— 6 BURHER th 3, (AT Bk I 00 nT R A
o ARG R R GE I B2 T PR 2 B L, RIS
FHALZS A, PRS0 U 12 T 1 o] A1 A O o DA 45
RUrr:

KIAFLENUHENIE O, R Metasploit 1 H X}
R TiBE AL, R4 KWK 8 s, W LUE
I AT DR, R e AT LASR 1S H AR &R
21 enable 14, DAAAHMN I RGERLE SCAF. 78 60
BRI, BERE 180 b, Aot — ik BiRTGE, BRI
EESE

msf auxiliary(cisco_config_tftp) » exploit

Starting TFTP server...

Scanning for wulnerable targets...

Trying to acquire configuration from 1.1.1.66...
Scanned 1 of 1 hosts (180% complete)

Providing some time for transfers to complete...
Incoming file from 1.1.1.66 - 1.1.1.66.txt 860 bytes
Saved configuration file to /home/1.1.1.66.txt

+ 1.1.1(66:161|Unencrypted Enable Password: !qaz@wsxl

Collecting :!gaz@wsx

+] 1.1.1.66:161|Username "nmgdcy’ with Password: n@Qos$mpls

Collecting nmgdcy:n@Qos$mpls

1.1.1.66:161[SNMP Community (RO): nmgdcy@demaxiya |
Collecting :nmgdcy@demaxiya

1.1.1.66:161 SNMP Community (RW): public
Collecting :public

-

%
®
&
*
*
o
*

Shutting down the TFTP service...

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

®

Auxiliary module execution completed
B8 AL A BYRIREF AR

TP RASHLBI RSO0, ER LR, &
Tl 96 A TCTEAR I A o 3K eht TR e A K
P 22 R R LR, BBt 2 3 5 Js i Aok 52 1) TFTP %5
a2 NI A EER R A TETP S A AT — A
AP AR AT N, 5 Al BRAT A 1w AT O AR 2L

51

B RESUBUE 27 =W (TSI PN @

T VIR P i 2 ) P e s o 5 it T () A% 0 AP R,
AL, YR B8 TS BB i R R VI — AN RS K A
PEM B2 dehn . DRk, BB BIATL I B8 76 AT bR
ARG T, R0 0 28 SR 7 I I 1 v] A
HMESE
6.5 AGRIR AR

AN H IR VPl R G 5 TR AR,
DR FAAR ST BN T 5 T Bt 1 877 1 g

MARBES B R G ERUL, TR ET]
AT RE B LA IR o] M A5 EIRE LR A L%
PE RGEBELUMEIR e tE . Lk, ) 43 ) [ 28
XA AT B

MRAHT e REPATHR P N E G, WLk S
b ANIERBL, R RE ALY LA,
B G T FEPAT IR B 2y worker, ZEIZSAME T K AE
JE T AT RO R )5 B H REEY#, X
YUE % T Tl R RS Ol . AR I 3 M
25 I4h .

(1) LA

H T B e BEUEL S T B AR, e AT AR B
AT TR T TR, & T IR E R iR 3 OSPF
3 hello #R 3L H Neighbor Bt &5 0x5a5a5a02 i,
W T TR, $ATHE B in—4%] A.B.C.D 1
AR, IR I e e, L AB.C.D i
hello i 3CH 1] Designated Router ‘7Bt 72

T2 R AR HUEI AT, MRROK 1) B H 45 2
F1 1 B A2 10 2 IERRA: . 5l e 1 4
RIEJG T MRS, il G 1], AL 2 K
B, wAESOy MBI 3 #5 i SNMP AT LA A
AT P AR T — & — kA
192.168.3.100 HIBRIAEE tH, W& 9 Fros. Bt 14
FC DI R R
&% MG-SOFT MIB Browser Professional Edition

EEEETCREEEIREEE]
Query |MiE_ | Ping ]
[ 3 [ 192.168.0.51:ipRouteTable

E=Ti=ERa

B
1 [
= (BI@| 192168051 - EJW Poll every [0 j ) ] g t
(& [[instance ipRouteDestiD) | ipRoutelfindex | ipRouteMelicl | _ipRouteNestHop | ipRouteType | ipRoutePioto | | |
@10110 10110 280 0 10111 diect®  local2]
127000  127.000 73 0 127001 diect®  local2)
13216800 19218300 275 i 192168051 diectd  local@)
19216820 19216820 27 i 19216821 diectd  local2)
192168.30_192.168.3.0 278 0 19216831 diectid) __local?)
0000 0000 w78 10 1521683100 indrectd] _ locald) ]

<|
208 4 |6 = SNMPv2e

S T

B9 KEMBSHEIRERRELRTRFAER
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EFF R SHLE G, EE FIR G TR 5 1E,
T SNMP A58R ] LLE B 5 T AT A B T BRI 2%
t, BT S T ik . (R0, IR IR
TS o X UL RS0 1] ik, AR AR Ll
FIH .

ST ARG IR, BT ALE S B LS, B
RIS TTRE A o X2 i T RSB AL
il 1R 22 B PR P e 19 o e 2 o Al R s 1B
U B R RARAE A BT b, 5 AR A Ze AT
PRI R A2, eyl i vk A, MR
FLRIC

() HitsIET]

h T B O E S T BT ROR, ATk B
AT TR TTWCE, S TTRHE N BAT R R0 RE 2
(1) SNMP fill & SCIG, HBIHE A0S th R A5 SRk
30 FPLL UDP ST KIL L TR 1P Hidik, % 1P Huhik i
SNMP itk & 4R SCHRE -

TERARESHURIZAE S, WrddHEn 4 &
T IORIRSC, 2 JEMRAERE T 3 Ffe®) TR
H i 114524 8993 [ UDP 3¢, Wil 10 s, &
56 LA 0 23 485 415 (A5 B S PAT A R i th 32— 3
Ui BH 5 11 B Dy fi K R R H

Ml 192-168-0-101 11 3 capture 03052016 102410,pcap [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1

Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eodE s BER AeraT2EEacaD @@

T i [+ Expression... Clear gy Save
No. Time Source Destination Protocol Length Info
4 2016-03-05 10:22:57.315180430 10.1.1.1 10.1.1.100 uDP 206 Source porit
10 2016-03-05 10:23:27.315519170 10.1.1.1 10.1.1.100 UuDP 206 source pori
16 2016-03-05 10:23:57.315812410 10.1.1.1 10.1.1.100 uDpP 206 Source pori

[ Frame 10: 206 bytes on wire (1648 bits), 206 bytes captured (1648 bits)
® Ethernet II, src: Tektrnix_01:23:34 (00:00:11:01:23:34), Dst: Performa_00:10:01
® Internet Protocol Version 4, Src: 10.1.1.1 (10.1.1.1), Dst: 10.1.1.100 (10.1.1.:
@ User Datagram Protocol, [Src Port: 8993 (8993), Dst Port: 8993 EESBSEI
= Data (160 hytes)

pata: 00000000000000000000000000000000c0a8003dfFFFFfff. ..

[Length: 160]

0000 00 10 94 00 10 01 00 00 11 01 23 34 08 00 45 00 ........ .. #4..E.
0010 00 bc 5d 39 00 00 2a 11 1c 92 0a 01 01 01 Oa 01 U] s M e
0020 01 64 23 21 23 21 00 a8 22 le 00 00 00 00 00 00 i
0030 jcO a8 00 3

0040 [ff ff cO a8 00 3d 00 00 20 58 cO a8 00 00 ff ff
0050 |ff 00 cO a8 00 3d 00 00 20 58 cO a8 00 ff ff ff
0060 [ff ff cO a8 00 3d 00 00 20 58 cO a8 03 01 ff ff
0070 |[ff ff cO a8 03 01 00 00
0080 [ff 00 cO a8 03 01 00 00
0090 [ff ff cO a8 03 01 00 00
00a0 |ff ff 0a 01 01 01 00 00 20 55 Oa 01 01 Q0 ff ff
00b0 |ff 00 0a 01 01 01 00 00 20 55 Oa 01 01 ff ff ff
00cO |ff ff 0a 01 01 01 00 00 20 55 7b la cc aa i
2 B8 [ Cilens "0l errr o AR A G AT | Bmcknbes 18 - Mirnbnend- 2 116 7061 - | nad +imn- N-AR AN

B 10 XAMSHGEINGEERIRASER

TEFF RS HUE G, S RS il e,
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