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Abstract The rapid development of automotive technology, automotive information system of intelligent, electronic
level has been improved continually, the vehicle information security problem has become one of the most popular re-
search field in recent years. In order to improve the attack resistance ability of the vehicle information system and realize
the automotive safety running smoothly, in the perspective of information security, car invasive attack and vehicle infor-
mation were reviewed safety guarantee measures: theory and key technologies for modern automobile vehicle information
system concept, structure, standardization of software and so on are described in detail; functional on car safety, makes a
detailed contrast the difference between information system security; the modern car invasive attack methods and types,
and guarantee of safety protection strategy etc. are carried on the thorough analysis; the car in the field of information se-
curity research progress at home and abroad made a general summary; the future development trend and prospects for car
information security are also discussed.

Key words car information security; automotive information system; On-Board diagnostics; electronic control unit; car
invasive attack; safety protection strategy
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