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System and Approach of Security Testing and Evaluation
for In-Vehicle Information Systems
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Abstract The study of in-vehicle information system security mainly focuses on discovering and analyzing security
vulnerabilities hidden in a car’s information system and its function components, and on exploring the experimental way
of feasible attacking means. There is no comprehensive and systematic security evaluation system and method in the field
of in-vehicle information systems. This paper firstly attempts to build classified security evaluation system for in-vehicle
systems, including put forward to divide in-car information system security into two levels: family car and business car,
define their protection abilities based on analysis of current security status of the car information system, and design base-
line for classified protection of in-vehicle system security with reference to security requirements of classified general in-
formation systems. Further this paper builds a hierarchical security evaluation model with three levels: index, criterion and
security goal for in-car systems and its corresponding algorithm. It well reaches quantitative security evaluation of
in-vehicle systems. The evaluation test results on Audi C6 demonstrate that the proposed classified security evaluation
system and method are feasible and effective for analyzing security status and discovering security gaps of in-car systems.
It fills the gap of classified security evaluation systems in the field of in-vehicle systems.
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