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Abstract Radio frequency identification (RFID) technology has been widely used in many fields, such as access control
system, bank card, identification card and so on. At the same time, securities of the RFID application system are being
threatened by the RFID cloning cards. A variety of security mechanisms have been proposed, such as authentication pro-
tocols based on cryptography assuming “the key is not out of the card”, however, the security mechanisms may be invalid
under the new attack techniques of side channel analysis, and the risk seems to increase significantly. In addition, a lot of
RFID applications, such as door forbidden system does not use password technology, then it makes the RFID cloning cards
more threatening. In this work, we proposed a method to effectively identify the high-frequency RFID cloning card based
on its physical characteristics-named “star drawing operation”method. In this method, the RFID card is closely bounded
with its unique and cannot cloning physical characteristics. We evaluate our technique on a set of 120 cards from the same
manufacturer, the same model, the same batch, and achieve EER=2.5%. This method can be directly applied to identify HF
RFID cloning card based on ISO14443 type A protocol. Moreover, the method is just used to identify cards based on their
RF fingerprints and does not affect the extraction process of the RF fingerprints, so it can identify all RFID cloning cards
based on other standard protocols, and effectively improves the security of RFID application systems. The identification
system consists of an antenna, a card reader and an oscilloscope, which has the least devices in current high frequency
RFID identification system.
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