#2593 i B %4 %M Vol. 2 No. 3
201747 H Journal of Cyber Security July, 2017

5 RALR EREHL S %t S RO R PR 5

CEERENE N ST R Y U R
!of BRI G T RIOITR B R A SKE Jest I 100093
e R RO S TS D Jbse i 100093
SepE BB R bR TE 100049

WE  HPEYIEUR A% (True random number generator, TRNG)ffJ % MEbt T B KRG LR FE . H i Z A0 br R E Fhr i
LA TR IE & SR VEAL TRNG 24P, TRNG & 0000 R aeild e A B B33, Mtk fi 35 gt
T BT AR, BEHE 1224 TRNG 76 32 brfdt o th & i 2 4 RS, B9 TRNG: AR 0 o B4R 25 5 52 S # 45 F:
FIsEm, ERGC A NG 2= 5 Sl s AN TARR R . A, S Bl A R % KRR R TRNG, 5T 308 LR A vB i,
AW T X Pl TRNG FOf@tltt, D T ARR AR TR (0.9 V-1.8 V). ARFEEE F(-10°C-40C)RIHIH, JFEie 7 R—Hek £ 4
A, AT AR AL E B @ A AT T 300E . AT 3 F AR XS TRNG % FIBENL A IR K sema . i H, 7ER
P b BRI, 85 i R 22 S U RIS 4 A 2 S B 2R SRRl . AT S0 45 R k3 RAE 7Y TRNG 1)
AR T KRS, PIREenT LIRS TRNG MBeth. AR .

KRR SLBEHLECR Edr; R kbt Rkl feth vk
FEESES TP309.X DOIY  10.19363/j.cnki.cnl0-1380/tn.2017.07.002

On the Robustness of Oscillator-based True Random
Number Generators

CHEN Tianyu "**, MA Yuan'?, JING Jiwu "**, ZHU Shuangyi "

'State Key Laboratory Of Information Security, Institute of Information Engineering,
Chinese Academy of Sciences, Beijing 100093, China
?Data Assurance and Communication Security Research Center, Chinese Academy of Sciences, Beijing 100093, China
*University of Chinese Academy of Sciences, Beijing 100049, China

Abstract The security of true random number generator (TRNGQG) is essential for cryptographic applications. At pre-
sent, the main international and national organizations for standardization recommend to adopt the entropy to estimate
the security of TRNGs. The entropy contained in a TRNG cannot be statistically calculated by its generated sequences
except utilizing the stochastic model of the TRNG in theory. However, even though the TRNG is secure theoretically, it
will be confronted with some security risks. Because the quality of the entropy resource is impressionable for the varia-
tion of physical conditions, such as the manufacture difference of chips, the change of voltage or temperature. In this
paper, for the most common oscillator-based TRNG, we study the robustness of this type of TRNGs, which is based on
the model for the entropy estimation. The experiments analyze the output of the TRNG in different conditions, includ-
ing the variation of voltage (0.9 V-1.8 V) and temperature (—10°C-40°C), and compare the test results of several chips
with the same batch. The applicability of the method for entropy estimation is also verified. We find that the variations
of physical conditions cause a great impact on the entropy of the TRNG. In addition, when we employ the entropy
estimation, we also discover that the values of the design parameter for security are not consistent due to the
manufacture difference of chips and the variation of environmental conditions. The research achievement provides a
large number of reference for the security evaluation of the oscillator-based TRNG. The conclusion obtained can guide
the design, use and test of TRNGs.
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