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Abstract Data integrity checking schemes allow users to outsource data to a cloud server, with a guarantee that the in-
tegrity of outsourced data can be verified. A typical data integrity checking scheme consists of two phases. In the data pro-
cessing phase, the data owner processes her data with a private key to generate verifiable metadata that will be stored at the
cloud server, and only keeps at local some related parameters including keys and data labels. In the data integrity checking
phase, the verifier interacts with the cloud server to jointly carry out a challenge/prove protocol, which can detect the cur-
rent integrity state of outsourced data with overwhelming probability. To date, many data integrity checking schemes have
been proposed. In this paper, we review the research progress of key cryptographic technologies of publicly verifiable data
integrity checking with probable security, such as proxy data outsourcing, proxy data integrity checking, identity-based
data outsourcing and several efficiency optimization technologies on computation and communication costs.
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