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Abstract With the popularization of Internet of Things (IOT) and the wide application of RFID and sensors, more atten-
tion is being paid to lightweight ciphers. Besides security, the software and hardware performance are also important for a
lightweight cipher. The researchers in University of Luxembourg developed an open-source framework FELICS (Fair
Evaluation of Lightweight Cryptographic Systems) in 2015, which aims at fairly evaluating the software performance of
lightweight ciphers on embedded devices. By extracting Flash, RAM consumption and execution time on three widely used
microcontrollers: 8-bit AVR, 16-bit MSP and 32-bit ARM, the ciphers are ranked respectively with an average value under
scenario 1(communication protocol) and scenario 2(authentication protocol). Until now, 18 lightweight block ciphers have
entered this competition. In this paper, we firstly analyze the C and assembler implementations, and summarize some com-
mon optimization methods. Then, we give the implementations of the lightweight block cipher RECTANGLE on the three
devices. Furthermore, we optimize the three basic operations AddRoundKey, SubColumn and ShiftRow. The results are as
follows. The Flash reduces 42.6% and the time reduces 36.8% respectively for the round function on ARM. For scenario 1 on
AVR, the RAM and time of RECTANGLE-128 reduce 12.0% and 5.0%, with that of RECTANGLE-80 reducing 10.9% and
2.8%. The final results on FELICS show that RECTANGLE ranked 4" under Scenario 1 and 5" under Scenario 2 among the
18 lightweight block ciphers, which indicates that RECTANGLE has very good software performance on embedded devices.
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LDRH TO, [P, #0] 2 2
EOR S0, S0, TO 4 1 LDR TO, [P, #0] 2 2
LDM P!, {TO, T1} 2 3
LDRH TO, [P, #2] 2 2 EOR S0, S0, TO 4 1
EORS S0, S0, TO 2 1
EOR S1, S1, TO 4 1 EOR S1, S1, TO, LSR #16 4 1
EOR S1, S1, TO, LSR #16 4 1
LDRH TO, [P, #4] 2 2 LDR TO, [P, #4] 2 2
EORS S2,S2, T1 2
EOR S2, S2, TO 4 1 EOR S2, S2, TO 4 1
EOR S3, S3, T1, LSR #16 4 1
LDRH TO, [P, #6] 2 2 EOR S3, S3, TO, LSR #16 4 1
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MOVW T0, S4 2 1 MOV S2, TO 2 1

EOR S4, S2 | EOR S5, S3 2x2  2x1 XOR S1, S2 2 1
ORN T0, S3, S1 4 1

COM S2 | COM S3 2x2  2x1 INV S1 2 2
EOR(S) T0, TO, SO 2 1

MOVW T2, SO 2 1 MOV S0, T1 2 1
BIC(S) SO, S0, S1 2 1

AND S0, S2 | AND S1, S3 2x2  2x1 AND S1, SO 2 1
EOR T1, S2, S3 4 1

OR S2, S6 | OR S3, S7 2x2  2x1 BIS S3, S1 2 1
EOR(S) S0, S0, T1 2 1

EOR S6, TO | EOR S7, T1 2x2  2x1 XORTI, S1 2 1
EOR S3, S1, S2 4 1

EOR S0, S6 | EOR S1, S7 2x2  2x1 XOR T0, S3 2 1
EOR S1, S2, TO 4 1

EOR S2, T2 | EOR S3, T3 2x2  2x1 XOR S3, S0 2 1
AND(S) T1, TO, T1 2 1

AND S6, S2 | AND S7, S3 2x2  2x1 AND S1, S3 2 1
EOR(S) S3, 83, T1 2 1

EOR S6, S4 | EOR S7, S5 2%x2  2x1 XOR S2, S3 2 1
ORR S2, S0, S3 4 1

OR S4, S0 | OR S5, S1 2%x2 2x1 BIS S0, S2 2 1
EOR(S) S2, S2, TO 2 1

EOR S4, S2 | EOR S5, S3 2%x2  2x1 XOR S1, S2 2 1

EOR S2, TO | EOR S3, T1 2%x2  2x1 XOR T0, S1 2 1
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HRP & AT 40: ROR._ X N 254+ ROL_(N-X) N.
s #1344 ROL 116, ROL_12 16 Al
ROL_13_16; f##% H 2 M+ /EH : ROR_1_16,
ROR 12 16 1 ROR 13 16; RECTANGLE &9 Ji¢
S B EA AL HEFT: ROL_8_16, ROL_12_
16, ROL 8 32 f1ROL 16 32, ARM _LAJLL—k#
frZ A7 . AVR Fl MSP AT 1 L R RS, H
ReB 0 S AL S A

%3 AVR fEIRFSIIAYSEIN

ROL _1_16 ROL 3 16 ROL 4 16 ROR_1_16 ROR 3 16 ROR 4 16
Instruction / Flash(bytes) / Time(cycles)
SWAP S0 21 SWAP SO 21
SWAP S1 21 SWAP S1 21
BST S0, 0 21
LSL SO 21 ROL 116 63 MOV T0, SO 21 MOV T0, SO 21
o ROR S1 21 ROR 4 16 147
ROL S1 21 ROL 116 63 EOR TO, S1 21 - EOR TO, S1 21
- - RORSO 21 ROL 116 63

ADC S0, zero 21 ROL 116 63 ANDITO,0X0F 21
EOR S0, TO 21

EOR S1, TO 21

ANDI T0, 0XF0 21
EOR S0, TO 21
EOR S1, TO 21

BLD S1,7 21

¥ a) zero H—AMEN 0 I (78

1) AVR
YT 16 AL, PR 2R (B 13E o,
151, MR¥EE S 2, g n 6 PaI R Ar e nT LA

24 % ROL 116. ROR 4 16 . ROR 3 16 .
ROR 1 16. ROL 4 16, ROL 3 16. £ 34T L
TG R AL R ST
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ROL 8 16, ROL 8 32 I ROL 16 32 H %4
P REFEI T, E%HAE AVR HPRPIRA W& 3.
4 firas, Ho kO-k15 25— F05. K 4 451 T %
P RESERATARMAE AVR  ESEELEE 4. MSP Al
ARM V&% HY LIRS AVR 2, bkt
AT B A4

k1 ko B3 k2 Kl kO
k3 k2 K7 k6 kS k4
zj iz K1 k0 k9 k8
‘o i K5 K4 K3 k12

B3 80 fIEARE B4 128 IFTARS

Fz4 TR RBEZLPITTIRAE AVR L3I

RECTANGLE-80

RECTANGLE-128

Instruction / Flash(bytes) / Time(cycles) U] Instruction / Flash(bytes) / Time(cycles) i i
MOVW t0, k8 2 1 T=R4 MOVW t0, k12 2 1 T=R3
MOVW k8, k0 2 1 R4'=R0 MOVW 2, k14 2 1
MOVW kO, k2 2 1 RO’=R1 MOVW k12, kO 2 1 R3"'=R0
MOVW k2, k4 2 1 R1'=R2 MOVW k14, k2 2 1
MOVW k4, k6 2 1 R2'=R3 MOVW kO, k4 2 1 RO’=RI
MOVW k6, t0 2 1 R3"=R4 MOVW k2, k6 2 1
EOR k0, k9 2 1 RO’ = (R0<<<8) ® R1 MOVW k4, k8 2 1 R1"=R2
EOR k1, k8 2 1 MOVW k6, k10 2 1
MOVW t0, k4 2 1 T=R3 MOVW k8, t0 2 1 R2'=R3
SWAP t0 2 1 T =R3<<<12 MOVW k10, t2 2 1
SWAP t1 2 1 EOR k0, k15 2 1 RO’ = (R0<<<8) ® R1
MOV 12, t0 2 1 EOR k1, k1 2 1
EOR 2, t1 2 1 EOR k2, k13 2 1
ANDI 2, 0XF0 2 1 EOR k3, k14 2 1
EOR 10, t2 2 1 EOR k8, k6 2 1 R2’ = (R2<<<16) ® R3
EOR t1, 12 2 1 EOR k9, k7 2 1
EOR k6, t0 2 1 R3’ = (R3<<<12) ® R4 EOR k10, k4 2 1
EOR k7, t1 2 1 EOR k11, k5 2 1
2) MSP LATHEAIAE ARM “T-6 I Flash B#{K 55.6%, I Ja] %

x5 T SFIEHBEALALE MSP (352751
o K HARIR A Flash #5928 2 777, 1BATH A5
L 1 cycle. ROL 1 16 Mt @4 /2B FINvESEEL, 7%
L4 FH1. 2 cycles; ROR 1 16 i A4 # Fl LU 5
AL, L 4 7Y 2 cycles. XFF ROL_3_16.
ROL 4 16. ROR 3 16 f1 ROR 4 16, WJa]LL4y5)
W2 AEIR AR B B — Aok S
3) ARM
ARM TEABALIRAS WU ZAL, £ 6 4T
ROL 1 16 S AR L RE, Forb 32 £ & A7 2% 1
I 16 A AR SABIEIRFEAT B SR BER L. 5

1 60.0%.

ROL_8 32 flROL_16 32 %:{/ ) ROR 24 32 Al
ROR_16_32, i#jd—4% ROR 5459,
3.2.4 AVR L5 —HMuibseon

%] 5.6 %7~ RECTANGLE-80.RECTANGLE-128
—REAY RN ER, His oo RoR x L
KPR S AR b, WEP T LLE
RECTTANGLE-80 ' F—#¢ ¥ %4 k5« k7 A/5H I
76 N —# 1 (RECTANGLE-128 1 _F—#8 (¥ k1 F1 k9
HILAE F—#2), lthﬁ%T”” RO BEORATCHEIN 8
FRERS, FY R HFERE 6 T, X

Fz5 MSP EARBEIRBAIAYEM

ROL_1_16 ROL_3_16 ROL_4_16 ROR_1_16 ROR_3_16 ROR _4_16
Instruction / Flash(bytes) / Time(cycles)
ROL 1 16 4 2 ROR_ 116 4 2
RLA SO 2 1 ﬁgi—i—ig : ; ROL 1 16 4 2 BIT #1, SO 2 1 Egi—i—ig j ; ROR_ 116 4 2
ADC SO 2 1 ROL 116 4 2 ROL 1 16 4 2 RRC SO 2 1 ROR 1 16 4 2 ROR_ 116 4 2
- ROL 1 16 4 2 - ROR 1 16 4 2




TG 2k 2B 44 %Y RECTANGLE 45T FELICS HSeEl 544k 43

£z 6 ROL_1 16 #£ ARM RIS R A1k

Method 1 Method 2
Instruction / Flash(bytes) / Time(cycles)
AND $0,S0,#0X0000FFFF 4
LSL S0, 50, #1 4 ! BFI S0, S0, #16, #15 4 1
MOV'TO, S0 2 ! ROR S0, SO, #15 4 1
LSR TO, TO, #16 4 1 »T
EOR S0, S0, TO 4 1
k1 kO (MSB,(k0) || S,(LSB,(k0))) @ k3 k1® (MSB,(k2)| S,(LSB,(k2))) ® RCI[i]
k3 k2 kS MSB,(k4) || S,(LSB,(k4))
k5 k4|—> k7 MSB,(k6) || S,(LSB,(k6))
k7 k6 (S,(LSB,(k6)) || MSB,(k7))® k9 (LSB,(k7)|| MSB,(k6)) ® k8

k9 k8 k1

MSB,(k0) || S,(LSB, (k,))

5 80 UFHHI REE

K3 k2 Kkl kO KR2®KT  K®k6  S,(k0)®kS k3@ S,(k4)® RC[i]
KT k6 kS k4| | I k9 S, (k8)

kIl k10 k9 k8 KO®KIS S,(k8)@kl4 k1@ kI3 K10® S,(k12)
KIS k14 k13 k12 i3 Kl S, (k0)

6 128 (NEFHHY BE X

—ICRTRARA> 50 FAT R ] AR R Y
ML AN P A s R A R AR P T
W, TR PIINNRER R E 6 IRUIAFERAT
BB REG D PATIN TH]

* 74 TR RAM TS, 7 AVR P& T
5ol g R, i RECTANGLE-80 ) RAM [#%
KT 10.9%, WD T 2.8%; RECTANGLE-128
(1) RAM MK T 12.0%, WS T T 5.0%.

Fz7 1t RAM HIfF AVR BIRLER

4L RAM Fj R4k RAM J5
873 Flash(bytes) RAM(bytes) Time(cycles) Flash(bytes) RAM(bytes) Time(cycles)
RECTANGLE-80 1122 395 68630 1152 352 66722
RECTANGLE-128 1108 401 68249 1118 353 64813

4 RECTANGLE BISEMERUKRS5E M
BILLbE

#* 845 T RECTANGLE-80.RECTANGLE-128
5 1. Yt 2 TP E LG TR R . 25
Gk REE TR FOM /A, AHIEARIRIE R —IidRhx
b thln AES —MRE RN LG HERERAL, (HiE
ROWHEE 210 Flash; W RAK H & 877 L8280,
WIS FEIY Flash 239800, AR R4 T I TR] 25 386 0

sk —%5 1 T RECTANGLE-128 &ANMEATE)
51 NIUTELN 455, RECTNAGLE-80 LA & HoAt 42035
(RITE 4 45 5495 5 1] FELICS A0 (e,

41 RECTANGLE 5HME X REILLER

FIH AN L, BAEE 18 MR EH LIS S8,
7E3%: 1, RECTANGLE #4455 4, 71 3 &2

Chaskey. SPECK. SIMON; 7£37 5t 2 N RECTANGLE
HE4 28 S, 1 4 44393 Chaskey. SPECK. SIMON,
LEA.

#* 9 4T Chaskey. SIMON. SPECK .
RECTANGLE. AES. PRESENT %5875 1 K
TR R. WK T LIEH, X T AES,
7t AVR “F-¥, RECTANGLE H#ATIN RIRY 22, {H
FLASH J#/> 60%%; 7t MSP *¥-f5, RECTANGLE
() Flash FIHAT I 18] 53 700 962D 68%FH 46%; - ARM
V-43, RECTANGLE f{] Flash FIHAT IS 0] 43 50 9ae 203
T8%F 50%. FHEL ISO BRAT & 25 40 4 %5 i bk v
PRESENT, RECTANGLE 7t 3 74 A3k w
B, FENAEPAT I R BT T A )LAE . 7E AVR
MSP “I*45, RECTANGLE FI{EfES SIMON A A
M HEAL T SIMON; 4 ARM _E Lb SIMON Fi§ 2 4k,
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%8 RECTANGLE &M iatER

RS B R il AR
Flash(bytes) / RAM(bytes) / Time(cycles)
RECTANGLE-80 1 1152 352 66722 818 396 45688 670 426 36814
RECTANGLE-128 1 1118 353 64813 844 402 46196 654 432 37006
RECTANGLE-80 2 602 56 4381 480 54 2651 452 76 2432
RECTANGLE-128 2 606 56 4433 480 54 2651 452 76 2432
%9 FELICS % 1| THBEZNREER
FSEE B AVR MSP ARM
% T
RS }g\(ﬁg) ;(tﬁi;) Flash(bytes) / RAM(bytes) / Time(cycles)
Chaskey 128 128 1510 229 22142 1136 244 23402 438 236 9851
SPECK 64 96 966 294 39875 556 288 31360 492 308 15427
SPECK 64 128 874 302 44895 572 296 32333 444 308 16505
Chaskey-LTS 128 128 1510 229 34814 1140 244 37626 438 236 12859
SIMON 64 96 1084 363 63649 738 360 47767 600 376 23056
SIMON 64 128 1122 375 66613 760 372 49829 560 392 23930
RECTANGLE 64 80 1152 352 66722 818 396 45688 670 426 36814
RECTANGLE 64 128 1118 353 64813 844 402 46196 654 432 37006
AES 128 128 3010 408 58246 2684 408 86506 3050 452 73868
PRESENT 64 80 2160 448 245232 1818 448 202050 2116 470 274463
4.2 RECTANGLE 5 ATmegal28  AES & T= KS + ENC*2 Equ. 1)
F

s e

ATmegal28 24t T AES i h=5 Thfg, MICAz
S HIE T ATmegal28 AbFRESIIAS ), Healy™7r
MICAz 5 B4 T AES A28 ey i), i€ 10
P Horpde 13118 e f- 6 7E Flash, INIT 454
B, W05 N RAM B A A RAM 352 B35 S0
fa); ENC 2% 16 515 I fa]

Fz 10 ATmegal28 F & AES FE4mME
%

INIT (us) ENC (us)

A7

AES 294.003 29.831

& 11 ATmegal28 & RECTANGLE 4%

WA
. KS(cycles ENC (cycles
i (cycles) (cycles)
RECTANGLE-80 1772 1849
RECTANGLE-128 1399 1823

% 11 45 T RECTANGLE 7F ATmegal28 V&
HHYTRE(KS) I AN HENC) I a], 2
R4l FELICS &5 0 45435, 17 RECTANGLE
AN 8 AT, IR INEE 16 FTFT R I R TR
A LUERE Equ. D)iHEL, b F /& ATmegal28 4bH 5%
(R, {H% 16MHz.

AW RaR 12 s, WHPaTLLEH,
RECTANGLE 7F ATmagal28 [¥)iC4mscHIA AES
B F S T ) 0 B RE A Y, X it — U B
RECTANGLE H & I IR A 1 R

F 12 ATmegal28 L AES &4 /n% 5 RECTANGLE

BRI AR
g
. S (us
RS (ws)
AES 323.83
RECTANGLE-80 341.88
RECTANGLE-128 315.31

5 REKRIIE

A AL AT e (R 42 T AT DL AN 6 4 A
(R BT AN T, AR B SEBAS 3 T4, W% 65
BOE A SRR AR B T . ASCEE T =R
MR E, B AR FNAT R AL S
Ltk RECTANGLE. X FA%HmAT#AL, =
PG BARCE G IR SR AL, 12T Re AR AR
WL, 6T AIAR e, W) Gladman!® 45 H
(1) S BIRSIPIIT R P AT R, a3 1K N
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AR

(S RN R S DR W N S NI UK (e

Al TR, XTI TR R, RATE

ot

‘Y RECTANGLE #H % (15251
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