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Abstract Mobile devices and mobile applications are becoming more and more important with the rapid development of
mobile Internet. Meanwhile, malicious applications have brought serious challenges for the security of network and infor-
mation. Because the openness and poor review mechanism of the Android platform, it becomes the main transmission
platform of malicious applications. At present, static analysis and dynamic testing can be used to detect malicious Android
applications. Generally speaking, static analysis has high code coverage and low time costs, but it could cause high false
alarm rates. While dynamic testing has high accuracy, but it has high time costs and requires much resource. Therefore,
this paper combines static and dynamic detection technology to detect malicious applications automatically. Firstly, this
paper uses static analysis to determine whether an application is potentially malicious according to sensitive API calls.
Especially, to prevent hidden malwares from static analysis, we take into consideration the reflection call and can detect
them effectively. And then, this paper confirms whether the application contains malicious behavior using dynamic testing
base on suspicious degree of UI controls. Focus on malicious SMS applications, this paper implements a tool and makes
experiments on 465 malicious and 1085 non-malicious applications in real. The experimental results show that the pro-
posed method can effectively improve the detection efficiency and reduce the false alarm rate.
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