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Abstract The current DNS (Domain Name System) root resolution architecture has the risk of power abuse which posts
threats on the openness and equality of the Internet. This paper presents a new DNS-compatible autonomous open root
resolution architecture to effectively prevent the power abuse from the perspectives of structure and mechanism. First,
aiming at the dilemma between the name uniqueness and decentralization, we propose the separation of delegation and
resolution to decentralize resolution service while keeping a single root authority. Then, to cope with the risk in the cen-
tralized structure, we propose a structure with country roots and inter-root to provide power balancing. We analyze the
effectiveness of the new architecture against the abuse threats and the changes on current DNS. We discuss the autonomy,
openness, equality and transparency of the new architecture. We also analyze the security of the new architecture and im-
plement a prototype.
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