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PEI Zhongyu, ZHANG Chao, DUAN Haixin

Institute for Network Science and Cyberspace, Tsinghua University, Beijing 100084, China

Abstract Attack and defense in memory has been an important research topic in the field of security systems for several
decades. The heap memory corruption exploitation and protection play a very unique role in this grand arm race due to its
special characteristic. Since the heap memory is of tiny granularity, many system-level defense methods are difficult to
take good effect. Meanwhile, heap memory, affected by runtime user input, behaves unpredictably, which raises the diffi-
culty of corruption detection. In this paper, we collect the outstanding blogs and thesis on heap memory arm race, and re-
view the earlier exploit methods as well as the patch methods glibc has taken to defense them. Then, we introduce a few
modern exploit methods against glibc and mitigations of system. At last, we conclude the key point of heap exploitation,
put forward some mitigations against them, and predict the possible trend of heap exploitation in the future.
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struct malloc_chunk {

/* Size of previous chunk (if free). */

INTERNAL _SIZE T prev_size;

/* Size in bytes, including overhead. */

INTERNAL SIZE T size;

/* double links -- used only if free. */

struct malloc_chunk* fd;

struct malloc_chunk* bk;

/* Only used for large blocks: pointer to next larger
size. */

/* double links -- used only if free. */

struct malloc_chunk* fd_nextsize;
struct malloc_chunk* bk_nextsize;
3
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userdata

E1 EHEHR
Figure 1 Allocated Chunk

® Free Chunk: H¢REBCER, WK 2 Fios, oM
i fd. bk 2 M.

2 EEAR
Figure 2 Freed Chunk
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#define PREV_INUSE 0x1

#define IS MMAPPED 0x2
#define NON_MAIN_ARENA 0x4
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PUEX EAEER, RAE— bin, HHPRIERHPEK
INASE, T WEERINIR: free BRAM KRB 73 245
IR
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struct malloc_state

{

/* Fastbins */
mfastbinptr fastbinsY[NFASTBINS];

/* Base of the topmost chunk -- not otherwise kept in a bin */
mchunkptr top;

/* The remainder from the most recent split of a small request */
mchunkptr last_remainder;

/* Normal bins packed as described above */
mchunkptr bins[NBINS * 2 - 2];
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#define unlink(P, BK, FD) { \
FD =P->fd; \
BK = P->bk; \
FD->bk = BK; \
BK->fd = FD; \
!

A fd A1 bk F8EFE malloc_chunk 45444 )
P, B AR T
*(fd +24) = bk
*(bk +16) = fd
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Figure 3 Initial State
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fd =victim — 24
bk = ptr

P R4 unlink 2204, GG RWT
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*(fd +24) =*(victim — 24 + 24) = *victim = bk = ptr
*(bk +16) =*(ptr +16) = fd = victim —24

25 L0 victim REFREN TR 1A T ptr I &, H

R por+16 FIALEES] THOR, A Bty DLt
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Figure 4 Unlink Attack
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(1)U o
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#include <stdio.h>

1
2
3 struct funcset {
4 void (*funca)();
5 void (*funcb)();
6 void (*funcc)();
7 void (*funcd)();
8 %
9
10 struct dataset {
11 size_tid;
12 char title[8];
13 char content[16];
14}
15
16 int main(){
17 struct funcset *p =
(*struct funcset)malloc(sizeof(struct funcset));
18 free(p);
19 struct *q = (*struct dataset)malloc(sizeof(struct dataset));
20 fgets(q -> content, 16, stdin);
21 p -> funcc();
22 return 0;
23}
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3.4 The Malloc Maleficarum
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FE The Malloc Maleficarum - Glibc Malloc Exploita-
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2.3.5 A H, main_arena 4545 BUAER BT AN[A):

struct malloc_state {
/* Serialize access. */

mutex_t mutex;
// Should we have padding to move the mutex to its own
cache line?
#if THREAD STATS
/* Statistics for locking. Only used if THREAD_STATS is
defined. */
long stat_lock_direct, stat_lock loop, stat_lock wait;
#endif
/* The maximum chunk size to be eligible for fastbin */
INTERNAL SIZE T max_fast; /* low 2 bits used as
flags */
/* Fastbins */

mfastbinptr fastbins[NFASTBINS];

1M glibe 7EARPBR/INIUAS Fast bins 2041 T br iy
A5 1 22 401 Tl s

| #define fastbin_index(sz)

FUCI I sz b 8, WA J5 15 2 1) K bs A
(8 >> 3) — 2 = —1, XL H PR R — B
sz BECh 8,2 i i fastbins ZAL ) b — AN
max_fast 4% 518 B AR .

{HZE glibc 2.19 MiAH, main_arena 1458 B4
KT AR, BAR fastbin_index FATyRATAERIH, 2
1t fastbins ZZH I AT HIAS 72 max_fast A2 8, ARG
W% L gE R ARAE g 42 R A8 ' global _max_fast {fH,
Kok, BT — N ek AT R 5 B
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3.4.2 The House of Mind
U6 7 VER L size 3 NON_MAIN_ARENA

((((unsigned int)(sz)) >> 3) - 2) |

AR BRIEAT R, #5770 I — 3R size
B # H NON. MAIN. ARENA &4 1, 7 free e/
T DA R R % AT

#define heap_for ptr(ptr) \
((heap_info *) ((unsigned long) (ptr) &
~(HEAP_MAX SIZE - 1)))
#define arena_for chunk(ptr) \
(chunk non main arena (ptr) ? heap for ptr (ptr)->ar_ptr :
&main_arena)

Y glibe RINBEREIBER) NON_MAIN_ARENA
WEAN 1, SRS T HA T4, Al
F heap_for_ptr K A HXT M. [ heap_info £5#4), Wiif
AetE il ptr FREF (U HE IR heap for ptr 7145 3
i 7] — B et R 45 I R X8, B Re g A
A Phi&E—A heap_info [F1&5#, Hghiye Lk

typedef struct _heap_info
{

mstate ar_ptr; /* Arena for this heap. */

struct _heap_info *prev; /* Previous heap. */

size tsize; /* Current size in bytes. */

size_t mprotect_size; /* Size in bytes that has been mprotected

PROT READ|PROT WRITE. */

/* Make sure the following data is properly aligned, particularly
that sizeof (heap_info) + 2 * SIZE_SZ is a multiple of
MALLOC_ALIGNMENT. */

char pad[-6 * SIZE SZ & MALLOC_ALIGN_MASK];

} heap_info;

LA, SRS RII R — NS0 mstate 287,
RIS LR A2 XS N1 arena £544, i Bodi 5 i@ it £
i& heap_info, JNA] LAHE—2Dhi& H—A> arena &5H4,
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S HAEEWMN Unsorted bin, W1— KA R] LA 3
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1 free IN# #5254 Unsorted bin ZEATH A, #AI
B — AN S 1 FREH R 4R 0 B &, Witk
Briki # K Unsorted bin 48 1) A5 S 61 A A2 DXk, )
B A R VAR .
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® Wi #F ki Top chunk M b—3, ¥ Top
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Ko, BRI AR N Oxffffffec, 203 AbBEAS 2 (1) K /N 2
OxfIIITff0, glibe MIR/IMEFHZ size t RAAAiE, X
TSP T RAHER LT S8 MUk glibe
INA OxFEFFFFEF > OxfFFFFF0, Bl Top chunk 1945 a] £ 4%,
T 2AEH Top chunk #4743 HC. % Top chunk 2 fij
(147 & /& 0x8042010 43AC)5, Top chunk [1)HbIENS ik
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® /K malloc I, Bk hBEME AT 0x804a000
KN AE, BB U TR s

WITER G AR T, 22 B2 5423 ASLR
FORM E ), i R B 77 2SR E A B N AE,
A 75 B AN 24 AT Top chunk A7 B DA 3 403 1
malloc K/NREIFXT N A AF. T ASLR JF ) B,
glibe [F)3E N AF IR 25 S ALK, G SREAR SR H it
WEA, WFEHATE SR .
3.4.4 The House of Lore

W7 Ay I R O 4N Small bins HrbR
(1) bk FaEr A IA B AT B HEE 1) H 1, e
glibc 2.3.5 KA _int_malloc 1, 4bEE Small Bins ¥
ARAG U R B

if (in_smallbin_range(nb)) {
idx = smallbin_index(nb);
bin = bin_at(av,idx);

if ( (victim = last(bin)) != bin) {

if (victim == 0) /* initialization check */
malloc_consolidate(av);

else {
bck = victim->bk;
set_inuse_bit_at offset(victim, nb);
bin->bk = bck;
bek->fd = bin;

return chunk2mem(victim);
}
}
}
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