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Abstract Ring Oscillator based Physically Unclonable Function (RO PUF) on FPGAs is popular for its nice properties
and easy implementation. However, the conventional RO PUF only extracts 1-bit entropy by comparing two ROs’ fre-
quencies. For many applications, in particular for PUF-based key protection and random number generation, it is impera-
tive that PUF responses provide sufficient entropy. In order to acquire adequate entropy, numerous ROs will be needed.
RO PUF’s inefficiency in hardware utilization constrains its application range, particularly in resource-constrained envi-
ronments. Motivated by this inefficient resource usage, we propose an elegant and efficient method which can extract 6
times more entropy than the latest proposals by utilizing the fine control of Programmable Delay Lines (PDL). We call this
construction Further ROPUF (FROPUF). In this paper, we present in detail how to take advantage of the underlying ran-
dom process variation which derives from the Look Up Tables (LUT) of two ring oscillators, and show that the in-depth
variation can be extracted by a high order difference calculation. In addition, we reveal the consistency of the evaluation
results from Xilinx FPGAs (e.g. Virtex-6, Zyng-7000 65nm) and those by simulation of FROPUF, which confirms the ef-
fectiveness and correctness of the proposed method.
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21: ru{‘der =0

22: End if
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24: End for
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Table 4 Performance comparison with other RO PUFs

P 1AL H USRI RS Wi S )97 (bit/RO) S T S R P
KT % 2 31 16.5 49.92% 5.10%
Habib #2175 0 130 318 2.44 48.30% 2.12%
Maiti 42 Hi ) 5 % 512 411 ~1 47.31% ~0%

Suh Fl Devdas 77 & 128 128 1 46.15% 0.48%
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