932 9 1] i B %4 %M Vol. 3 No. 1
2018 4F 1 H Journal of Cyber Security January, 2018

— ISR S P2P EF M

F oY B OAY, FEX, REEY k5
U B B B DRSO, JE R E 100093
2o [E R o B A M 4 a8 ) 2 4B, dbst R 100049
3PN K % (R S BEROR RSB, )M R E 510006
SR R e B TR R, JAASE PE 523808

FE LT Peer-list AT P2P B WK T —HKERES WA IEE @*TTEF’H%B’WE%ETTEETT@:% P2P {7 M 4% 5
Z MR 51754 (Index Poisoning)H i Al 4 Ak (Sybil) i, %ﬁﬁ%‘:ﬂél)\T?ﬁE’unJ list Y5 4t o ASCHE H —FfoBr B
HITR A P2P R WA B A Y, EAR ) I 45 K4 2 A Peer-list BE T A4 A iy JA AR 5 |)\ﬁ LI, 1#75 Peer-list V5 Je Mt e LA &
FEAEH . SEUR R 1A T B A AR SR I PLvs G RE ) R s AT 1, RIS WY 4 22 A BT A i 1 8 R g e B, BRATTBRH T 4%
TAAT ISR T V5 o AN SC 5 A0 3G 0577 40 28 o) s R4 ) P 8% () LR, AT 00 B A 2350 1 D 8% [ 4

XKHEIA  P2P B4, t”béﬂ”wm}:ﬂé% XTAEBIR; 19 RBLh
FEESES TP309.5  DOI'S  10.19363/j.cnki.cn10-1380/tn.2018.01.005

A Pollution-resilient Hybrid P2P Botnet

YIN Jie'?, CUI Xiang'~, FANG Binxing™, YI Longhao'?, ZHANG Fangjiao'*

! Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China
* Cyberspace Institute of Advanced Technology, Guangzhou University, Guangzhou 510006, China
“Institute of Electronic and Information Engineering of UESTC in Guangdong, Dongguan Guangdong 523808, China

Abstract Peer-list exchanging based hybrid P2P botnets, which are naturally robust in topology structure and immune to
Index Poisoning and Sybil attacks, represent one of the most sophisticated botnets. However, such kinds of botnets are
generally vulnerable to Peer-list pollution attack. In this paper, we present a novel hybrid botnet design, which aims to ver-
ify the possibility of developing a pollution resilient hybrid P2P botnet. The proposed botnet introduces a reputation-based
mechanism into the whole lifecycle of Peer-list constructing and updating, making pollution attack extremely difficult,
even using thousands of coordinated polluters simultaneously. We evaluated the proposed botnet under mitigation condi-
tion; and the experiments result show that such kind of advanced botnet is feasible, consequently posing a great challenge
to security defenders. At last, we suggest some possible countermeasures to defend against such an advanced botnet. The
ultimate goal of our work is to increase the understanding of the emerging advanced botnets, which will promote the de-
velopment of more efficient countermeasures.

Key words P2P botnet; Hybrid botnet; Peer-list; Pollution attack

1 3 and Control, fij5} C&C)FIE X} £ ¥ hilAES1F
ﬁﬁF o AR AT Sk Mo T T B O Bk

18 )7 X 2% (Botnet) A& — P i 1k A\ A 0 2% 2 [a] Y 4 FE 2, BT TR R KA 4y & (Malware
TAEGEH P &b g . nr gt e g BRI Distributing) < #) & # #F 4 K (Ransomware
AT EEEM, ok, BRI RS BRZ Distributing). 375 BB 4> & (Spam). 43 A 2456 44 I
MR ENL(Bot), BT HRERES Im?ﬁﬁ, 4 W ifi (Distributed Denial of Service, DDoS). #ff1 1
0 HBLA SEBR R AL 45 3 (Botmaster);  “ImFR#E i(Phishing). H ' &4 57 H{(Massive Online Identity
W7 PR e Bl el LB I iy 4 5 486l (Command  Theft). Al VE(Click Fraud). Hi 7 5% M2 (Digital

i

BiER: £, L, W95, Email: cuixiang@gzhu.edu.cn.
A3 3 B ZKE SR THRI No. 2016QY08D1602, ZR5E T 51 HEGIHTRHI 1 BATHRI (3 H 4% : 201636000100038) ¢ By«
W e H399: 2017-09-25; &85 HW: 2017-11-13; 22 F HIW: 2017-12-05



JrOBE A R AR A P2P M) R 2%

Currency Mining)%5 W28 JBSEIG B, Jl Ay 4% 25 ) 22
AT B, SR ERR B2 k0.
1.1 EFMKLRES

& B AT R, =ihE a2 itz
b, BARCBIHT N F R IR, AR 0 24 A 70 AN B T AR
Wil o IR i K, Witid AR T4
PC, 12 HFrEL i IR RETHL. Lk this . &
F i LoT W& WK Z I in b g, MIHFh S5
K&, Lo W B D m bk g5
R, LATRE e 0 S5 K A7 AR 1) 5 1 2K 4% (Single  Point
of Failure)[i;#l; M C&C BHSCKAE, )72 1
A HL) IRC ML, R REBANA )2 N HAH XS Be bz
I HTTP WM, P2 2% P2P Wi, HAArfE
TIN5, I C&C MR454s EAEMERE, Budid
FIH VPS(REAUAE FH R S5 2% ) 4% 1) R 22 35 194 2% il 55
(40 Twitter. GitHub) &2 10f5 LA, JH C&C s
A B ARG Y 2 ekt g . B )T
KL AR 2 4L, P2P B &Y
LRG0 v 4 J R Age: 1 Bl A R D0 4% 1) v 4%
FZ—
1.2 P2P EFMERIAESS =

EFXE P2P A7 R4, AR AT PN AT 3
AN RIE B2 AV 7y AV R STk S B e
A G A5 2 (Distributed Hash Table, DHT)f¥] P2P 1}
W, W Strom 1B )7 LA IE T Kademlia 571
Overnet PP, X P2P 18 7 4% 11 [ A5 G 59 52
55 %515 (Index Poisoning)Z i Al 4 7 (Sybil)
Yrebl), 5 Fiid Crawler A1 Sybil 17 sl AR,
A 2 A A B 7 0 284 38 SR FH BB 415 07 2Bl 1 o
H| 3% (Peer-list) J7 A BEATHAE o KET-BEALEH 7 2L
i 7 0 24 A7 A I S TR [ A 59 A SRR T
Peer-list A4 77 ATHAR, REAME ) FHLFG LE4E
— B E T SR B AR, B Peer-list, & HRHAL
Pk FE e 23 1 AT A, SR R A
SOHT AR R, IX3E P2P BT W& B AR I R T
P ATy REYE . YR, FEVEZWAT I P2P R 4
H4# FH, 1 Kelihos!”!, Waledac®, ZeroAccess'™ . 4R i,
T Peer-list AT #1118 ) WY 45 2% &) 52 21775 4L (Peer-list
Pollution) Bt i o F5 11 AT LAFE 2 K &y 41 K
TR M AR AR T R 2 BB S OE T AU
Peer-listo [AI A5 B 15 RO &R AT 24 SR 4[] 1 05 45
RLCEEE R B L ] SRV G RS S LRI
i), BT CAMECAIX 430 2995 B9 i dy 38 1 1 T R
Peer-list 1) 48 K3 4347 B Ja (BRI Y5 4% T 1% 15 AW
Peer-list), 4375 4419 mifE Al — I Zfs 1kas 47, il

69

DL BRI 45 1) H 1) FnA4 4T M 4% Waledac
TF 2 DR FL P SCAE A A D IR0 7T A Al 2 o ) 2 AR BT
Wi Peer-list 75 JebAT 5 MY, PRIk, BHAH P2P {8 )
W 23 BT H AR S 78 DRAIE 5 BE w] 97 Pt R4t 1k i) 7]
I, K P2P W45 55 52 (155 Mg (145 Bootstrap 2
i Index Poisoning K. Sybil K. Peer-list
Pollution J{f ) [ 22 £ Ik
1.3 R TTEk

RSB T A 8 X Peer-list A Hebp LA~ 14
EPTAEAE I 59 a0, W T —MPuys R R A A
P2P 1B J7' M 2% f55 Y (Pollution-resilient Hybrid P2P
Botnet, EA F i #K PrBot). PrBot & CRHAE 2 VP AL
SINEIME 7 NS A Peer-list 53T (19 22N A iy o
Wirh, LG RE ST P2P B ) 4% i ek sk LA
FEVERL; SESGUF B PrBot HAT myfEoH: P AR B (1) 405
YeRe 1 Efa, BATAETIN . W& JBERSET7 4
TRV - 2518 PrBot [F187 B4R 7 I 4% AR 1]
REALEAK IR 9 2 Beat v tH R, 6] ELIBE WY 3 1 iy o A
SCE AE RGBT AR AR R 2% () B, TR R
A B 1T B

2 WRIIK

B0 B AR T 9 245 1) 43 A AR, B SEN DO
J& T KEWE TA/E. Rossow 25 N H T —FhiE X
s BB AL, A XA PR 11 AN
P2P i W 45 (PR 5 5 A e it o 45 SR i s o
W 28 32 5 Ty SFHUIR, 10 53— EB 4 S AR A g ) 4 T
25N R Z BT T A B A moa bk, HAR e A
DT {E45 K4 P2P )7 M 45 J7 IH, Starnberger 4%
NUHR Rl LT Kademlia FRIME W9 2% dyr 2250
E WML Overbot, fi )™ F ML) IE K 5 Ba 75 5 V2
P2P N, MELAGE R AR, ARSI T ) M
2 A ARAROH PR BE T o Yan 25 AN BHRH T —Fh 4k
AntBot [R5 Ye 45 K4k P2P 18 7 [ 4%, Antbot 5K T #
ARG KA AT S, BRI A bot BAliZR B Ee AT
BRI R, BATBENLEE R 43P . Napp 25 AU
55T P2P 1) Skype PISUAE Al A5 SRS T — g
R M %%, 20715 5N KA NAT e, 3
A5 WAL B AE A7 Skype Tt R, MELLBE X
ZABUR/

FER AT P2P B ) R 4% 5 1T, Vogt S NP T
— MRS SR AR W g vt ik, ot AR
H sl 40— AN K HUBLAE T W 28 Rl 43 il 2 AN 1
Bz P2P PhiSEHEE Rk, BAH
SN By e R AR I LR, w] A B ORI



70 Journal of Cyber Security 15 FV% 4244, 2018 £ 1 H, 3%, FH 1M

e A IR R ST, A SCRH] T AR T i A
() 57— B A8 P2P 45H, TEULEE 3 15 Hund 25 A
PEH T — P DLGB ER RN OC A P2P AR M 4%
RamBot, % 1% 24 3% A} K& T {5 2 P 43 (Credit-point
System) [¥] 3= B %6 Uk L 1 LA A T AE &k W) AL
(Proof-of-work)F| W 18 15 7 & 5 3 I BV, e A%
XPU Peer-list ¥5 4% LA K Sybil Yiiti, HA R FHL
AAEE, ARZ AR Z 6 g tH AR I (R EOH 1 L A 2%k
g U B A VR4 . Wang 258 ADTHR BT Rl A R
P2P {8 )7 M &%, il it R g 1) Senor EHIKRIEE
W0 28 o 1 AR SN, T BE AL 48 m] Y R A R 1)
Peer-list, KIXZ5HFMFK Peer-list 5B 4L %77
VR F LS B AR B, TR ISP T R 2 s )
N, BRI, HE A M s
[ SRR I, 115K 5) 52 3] Peer-list 15 4 it
AT B O TAE, A2 2017115 K&, $2
7R Y Peer-list SEHT 7V, I IANEE VAL
i, S TR 0 28 R AR LTS S BE T

3 PrBot #EE&t

3.1 #Z Bot 2[5

3CH PrBot RIATARR BEAME 7 R 2%, AR AR
R, A T BN 3. PrBot 4 K
Servant Bot(LA i # Servant) ! Client Bot( LA fijFx
Client)!"”,

T 1 Servant: FEHAAEHASAM 1P Hisk, H.
A2 R g B R KR 5 AR A
W H Ik AL

EX 2 Client: f5HAAK P, Zh3 1P 84 A
SREATA AN TP, (A1 P K E ki ki
FH A 22 P9 R 1 6 7 ) (R E 2 I AT IA 4L Client A4y
HILLE Peer-list 1, {HEEA Client 5 Servant —#¥F, #f
WAL Peer-listo

PrBot YL H EHLE, e EAE H 52K A2
Servant i&& Client. JH7E 752 T — MRS 15
3R Peer-list H1 HAth, Servant 23X V5 1% R 55, i fn]
PL i), B8 B & nl4ER Servant, 5 W45
50 Client, SRJ5H# 5 %5 5 NAH i RESEAE i o
FlE SRR

1) B MR A O 1P Hhhby1)3R, % ER)
FHLAT e R AT 2 AN 25 B (W LUK IEEE . Wi-Fi
R, 4G WM. ADSL MR, KIbAl g 2B
ZAWAHNN TP KESREE TP Huhk 21 R 38  <IPy,
1P, ..., IP,>;

2) 1E 1P Huhk &1 i R A R4 TP A5 25 TP (W] A

 Whois #rif) T.H). vER, X ]G MIBRE LR
Servant, KA KA M TP £t Ak 25wt 5
AICAZE MR S5 A A0 o A i, A TR R L, K
SRIMBR S TP Hbtik;

3) EFE AR R G A I T (1) H6 B K 8 2 i
PESRA TCP ¥ (W1 80, 443, 21), JEAEFTE A M IP
Hhk B, WU TCP i Hd ok P,

4) M Peer-list 1 BH AL IE B 47 T U AT 7E L 11
Servant, i 1P Huhik 4158 K W W i) o 145 5 A% 45
/N Servant, 13K Servant JATIZEFE;

5) WA R Servant 1] LLIZERE R H & HAN 1P,
WA A % 1P s AHLI A BRIk 1P, Al 2k 1P, JfAwid
HE ok Servant. UIRAAEAEIXALN 1P, WkRId H &
M Client. U1 FA7 224> 1P btk [F] I3t A2 46 1F, WUIBEAL
T
32 w2 EEfEE

PrBot [ #4k C&C AR IE 1 iR, s
KR P2P 454411 3215 18 (Hybrid P2P-based C&C,
fAiiFk HPCC) 53T URL Flux WKL 51E
(URL Flux-based C&C, fij#x UFCC)JL[RIF k.

: IHPCC : Fail : IUFCC !

-—— | S T
EQ\‘L\ T 7‘: | | @ Servant
:Q\:J:"t:: = : Repair i "“I @ﬂ inebZOServers
! O NS Fail ('D/J/ g
O T YT g O Gt
:O"I‘ | Repair | (Or-7777 !

1 PrBot C&C &%
Figure 1 PrBot C&C Architecture

HPCC f_EJZ i1 Servant F B4 P2P fi )7 9 2%
BT, WK ETMEEL - DRSER, T2
Client W2 KEE 3. WK 2 Pi7r, Client D [
Peer-list {2 Servant A Fl1 B, Client C ffJ Peer-list 4,5
Servant A 1 E, Servant A ] Peer-list £ 7 Servant B+
E. Fo Himn& KAnM &, PrBot h4METL MK, Jfe
PP A REA )15 AL AR 20 MR U (Push) T AR 2C
(Pull)o HEAC A S48 = B dy S HEIR 25 7 ML,
AR LR RN 22w R I () A A i,
i A e B R R R B HoAh 0L R e
FHLEF A Peer-list H (1) Servant AEIE K, i fr
%o PAFarAJE, 7 VIR a2 AT e i
. Eam LR, PrBot KX FRAAEHFIAEXT
FREHIEAT AR 0% F0 S Uk, B k4 B AN
WP B AR T M2 (N e R
JEA, ARSUATEER



JrOBE A R AR A P2P M) R 2%

Botmaster ,’-‘\
, N
—_—_— —_— —_ —_ - _\ _____
v
; F
¥ Pl S D}
e P SN
Servant B f\ FEN ” X
Bots N s
! U A
I Agd o E
! * A k
4 Py
_ _, __________

Client
OD O O

2 RBA P2PC&C 4y
Figure 2 Hybrid P2P-based C&C

HPCC EAR HA R fdet v, ALy
VERCORACHS T 1 9w i 7] Peer-list, {77E Bootstrap K%K
), Ay JRE 4 1% i) L, PrBot K] T 4T URL Flux B
WS M3 . B HPCC %Kik, UFCC ¥545 0,
87 LA sk %A T8 nT DL BB 3R I 2 R A

71

n{5 Peer-list, HLAEE 4 HPCC, ¥4 HPCC k& )3,
UFCC WP 3 AARIRIRZS o

UFCC | F HLIE ) % 9% 1) Web 2.0 I 55 (1 1,
Twitter, GitHub, Pastebin, TinyURL){ i C& C {5 &
ST PR BN A 8 A o FLAS I i ) AR )RR L
A% URL 4 i 575 (URL Generation Algorithm,
UGA), #3855 % 2 J5 A 3L Peer 15 B A1 2 H.
eI b, AR AN o] Bl e R HUN Y URL
bk, R R i R TIE SR VA AR e URL bkt i
— JEAT U5 A, AN R OB Peer LA R A BT 1Y
Peer-list. W UFCC k2%, i3 v LAk HPCC
BB UGA HyEHATIRE « ZA M5 E AT LR WG
FIFH AR % % B 10 Web 2.0 IR 1, 18 3 R T 504k
LAt W sk (491 4, Pastebin) F 45 bk iR 45 (41 W1, Tiny-
URL) K S B9 U sh & 5 4, 3 2 HAh 1) 0775 v] =
% CHR[20, 217,

[
SCASATAE Pl :
L B Peerf5E, ﬂjij R]fbg;h%i |
FHAABFIAURL , ok |
HihPeer(Z B a ) |
/ (@ I
N ? HHUGA%“Z‘ 1D I

2. f7hg =R/ v
BT prURLARL S cas JEHL
[
[
[

URLZ5HER 55

> PR HURLH AT
#i%gfﬂlﬁﬁﬁ@ fifﬁﬁﬁ .

3 #F URL Flux ¥ #) C&C
Figure 3 URL Flux-based C&C

UFCC X R B 2 1) S8 s e R A AE T
(1), WERHA{E URL Flux J&A 23R §ilE B 17
2, WMAT 2ETHERIRG P2P 451492 JR AW
D7 (1) 24 MBS R 2 UFCC M5Bl ibk sk 77
FEB R, — B URL KRB GV 3REUE &,
TEY FEVE L P HIME B A A 18] 5k J7 T AN i 5 8 P2P
W2% . (2)RHTAS R % HPCC 5 UFCC JL[RER—
SERERE EXEINT B A IR AR .
3.3 Peer-list /&3

7E X 3 Peer-list: A7 T-4% peer I KA, R4
kil —A Servant {5 K., ic & <ServantIP, Ser-
vantPort, BotID, FailCount>. Peer-list /& Peer i\ >k[¥]
4, ik B, BT EHL, M R Peer-list X/, W
B; ] Peer-list 7] 37824

(IR, P, BotID,,FC,)

(IP,, Py, BotID,,FC,) )

.<}PM ,P,;,BotID,, ,FC,,)

A ServantIP(IP)#& 7~ 1% Servant [f] IP Hiuhk;
ServantPort(P)# 7~ 1% Servant i [1] TCP ¥ -1 ; BotID
FHRAEAEANE 7 2 P ME— AR I A & o T HLHG
W L2 #E ) DHCP Ml NAT B4 (3T 1P (1 5
D PR ANHER, DRI AT AE A BotID AGHF
P HHEAR VRAE 7 AL, AT 4t e R ) 45 47 )
T FIHERATE; FailCount(FO)R /B 4L B, 5%
Servant A e M5 B BT R EL.

FC IVEH & VPl 15 s (RPAE T ML) A5 2HE
FC iy, HnlEROBAR, 75 Peer-list HUFLRE,



72 Journal of Cyber Security 15 FV% 4244, 2018 £ 1 H, 3%, FH 1M

FAT 5 FC AR mUR L e Bt 51 1S N
() D DAL G AR AN BT 100 8 B 4 R e, oA 24 3 42 il D)
{HEREUE B R M, 4 FC R B Wik M B KAE 5, %1
RO H A Peer-list FHIER o I LA N P A LT,
TR FC ¥ HLREBIA B ORAE, il A M PR 4 -

1) REEEER. PrBot K A/FAHR KIAT
SNk, 5615 AR a2 AT 4, B3R
P AR, — BRI A A Rk [,
FC 1A 25 KAH, #5779 5 Peer-list H IR o

2) KB ERERWLEAE . 45 )2 5 2 HAER
JIT I % [R) 24 i 2 A5 Ay 7 A0 8 2 () 4 s B B, B
L&A Detect %, W3 Detect fin 2 )1 175
B4 H C Peer-list F' Servant 77 5 IAIREE, —
HAFFEARUE, W FC IS5 KMH, IFM Peer-list
MHIBRZT mi e TR R, ASCHIH LT 3 4800
Pk, HASFR T ith:

o L FH P AT 30T o W SR R HRANIAT A,
EEan s A 48 A R i 0, A TR (R 2655

o YLK A E IR o TSR ST HOARHL K
BEPEER B AT, PL A R CA . TR

HE Pz AY
T

o BOliREUEM] . A EEAEIE LA R NS RS,
R NARHIE D T ke KA e o8 G FpY = [
SCEIRI, AN S 2308 1) A1 IR R R AT
it e B =R B, e ng DU A AL A R
S L (RSN R HEAT M K, IR SR B i
TP 17 2 2L ),

4 XHEHTEY PrBot #EE

4.1 P2P B MEXIRIRE

BExE P2P )7 M 4%, H IS Bt T BefldE Index
Poisoning K ifi. Sybil X{iti. Peer-list Pollution X,
FLT DHT BARRZ5 R0 P2P 1B )7 4% 5 52 ) Index
Poisoning [¥1/gur, 18 it H AR LA 1 R A,
B A3 T DA AT 1) 28 5 | PR A Db it A5 SR TR BH
Wiy 2. Sybil Bk vk 4R B H 1 AN Sl
P2 E GO N B ML R, BT Il
UEALAL, — B4 15 1A - EHLYT ) £ Sybil
A5, B B3] DAFI X 2L Sybil 5 o6 P2P i) M
28 STt RSN B L S5 A IR 3 SR P TR B . Davis
285 NIVRIF] Sybil Bilis} Storm St 7 4E 44 K 55 %
iio T Peer-list FIAESSH4L P2P 8 )7 W 44 AFAE 2
Sy %% Peer-list 15 4%, %M P72 Sybil Bdi1
YA, IR AR AE M 48 % Polluter 15 1
e 1R AW A defs O LA 0 R R A Y

Rk, R Peer-list BUFrALE 4 12 2 /), Afifi
JPENLIGTE VG 1) B AL R, 3 BUE T R 2 4 43
BRI S

WA P2P ik M4, fEf)% Index Poi-
soning Xiti. Sybil Biifi. K&l 4 #1%4: TIRA P2P )
Mg AU, i A FIT AL 218 ) 4L, B I C 2
GG EHL, P J2 Polluter 19 55, H 2 B HETT il BEXT
Peer-list Pollution Wily, 18 % 4% F P Fh = 25K 0K .

1) &B& Polluter 7 . LI [ 2> B W9 25438
B )G, Wit ny LLoE )" B, Polluter 15
RUISAT B A e e R, S RAT o 5 IR
WA, (AAZHRIERNEGT. Polluter 1 55 i 2
KA TE BRAEAR 7 W b, 3@ e A H B 1 AL
# Peer-list, i I Lt A\ I 15 501 Peer-list HHo 4
Polluter 5 & 785 T 1EF 15 5 Peer-list 714 K5 7 4r
IR RIVG 3 T IR AU Peer-list &), 423 Polluter
T AR LD E I Z SRR RIS AT, AT LR P2P fE
I

2) FREBEGETT o AR T L I
MUORARARE PR, ANTTaE— 20 23 B8 I 4% 1)
GAT N, TAREGE T, A Polluter 15 A M
Ab, B R G T E Y RS, B e Ay
TEAAE VR, A T ST KA AR T R R, Oy
PEAE IEH T 51 Peer-list 1, #2355 Polluter 15 5541
[FI R, ke Ak v G Bk o

&
i;/

\\w@iﬁw

N /P
= Nt & Servant
N 2 .
> & Client
C H t
i g g & B
@ Q Q g olluter

El 4 RS P2PBF WEITHIEE
Figure 4 Hybrid P2P botnet model under mitigation
condition

4.2 PrBot ¥JiE
421 Y

e )7 F2 P T AR 22 PiAL 6 i, L 4% # e
P, SO, IRIAA, ikl o T
fjy, ASCIER % PrBot & il i Y i A H AT 464K . H
JRYL T ML e S m T L AN L,
A7 W6 55 FEHLTE YR, AR5 A e T £ 08 2 47 s AT,
PNITE S VSR



JrOBE A R AR A P2P M) R 2%

SEX 4 BRYIR: FAFEEST ENLAL RS T gy
FHLA, AL & A RS,

5E 5 InfectNum: K ALK GG 55 AL 2L
18 . InfectNum (BB U8 BH1Z 7T fUE G 10 WL,
O A S 104 4 B AR ) e Rl k2>

BEGL N ERE TR DT (g )
T Peer-list, 1% Peer-list & AU T35 515 1K14]
G, B R H TR IR 2 o IR S A S
R BR Peer-listo 10 I K Ye L id Peer-list 12
Wl 5 pros, 2@l ARG Beit, ik
BEGARE )T EHLAE H B4 Client, TPRKE H KGR
5 QA INEE A B Peer-list H, F##t FailCount &
IR Z0k, WARAFAEZ 253K FailCount AH%%
Bk, WREHLIERE— A BEAT B 4, AT B UH
Fride R A CR1E B, @1 BotID, IP ik, FHLIR
BRIRLE IR, F I HIPEH TG 1) Peer-list [ 45 LA
R %o a0 AR R HE H 54 Servant, BR T
FHEGLIEM Peer-list H, 30 75 240 S0 HAD Y s AT
Peer-list S HTERE(FE L 4.2.3), T LR ML, PrBot
TG el R v 1~ SR G ] 5 B B

Peer-list of Al(Servant) Peer-list of A(Servant) Peer-list of B
IPIPTIIDI0] . . IPIPTI|IDI|0 ) [P1PTIIDI|0
1p2jpT2)1D22| Al infects AlipypT2jD2)2 A infects BlipaiprajiDAJ0
IP3|PT3|ID3|1 IP3|PT3(ID3|1 [P3|PT3(ID3|1
IP4[PT4|ID4]3 IPA1[PTAI[IDAI[0 [PA1[PTAI[IDAI0

5 Peer-list f51E 1372
Figure 5 Peer-list delivery via infection

EHE 1 BRYPIRAE e YU T

WEW: SOEWE. B3 AL EAREER, BT AL
7 i 2 38 2 1) B HE B Polluter 19 . 24 A1 KL A
B, AR AL PrE i fE - 27 L Peer-list
(" AE S B £ Polluter). 24 A kS 1ML B It, B
WAFATE TN A PL B A B Peer-list(2 75 A1),
b, BIHEFN Al BB R TS B A
1 B 1 Peer-list, K24 A Fl B ] Peer-list KT
Al HEE AL, 2 A1 A HAD Polluter 17 £ 5848 X
I, A R B K2 B 5, LA nvk ke Tk . AR
M7, Polluter 15 & L5 Y5 YL 1) E ML, #F42 [Ki% Polluter
W I, Wik 4 P P>JT>K EEE TR .
FIT LA, 19 480 2 T AR T A AN A 6 ST IE AR T AL
T RS Y, SO e AR T RSN G S, R A
FNTE A ) PR, AT LA A (AT B G R DL ph I
PeJR iR At (s B, XA S XHE &% AR 5 6
iR AL
422 EERE

MR E ML IR PR G, RR O R G

73

(Re-infection). JEULY N BE A& B 28 B GL i, thnl g
S HAWE B FHL . — R, TR RG] DA R R
AR PR e B 12 LA — i, ATARAE ) 199 &% B o gk
HL AR, XAk T KR, DR A B A
AJ LLHE Polluter 5 AUB G S LG L 28 Bl Jak b o 173 A,
AT M A R0 YA 7 2 . DAL, R B L
AR AFE I R T XU (175 L 5K S, PrBot
ANFE BRGSO, AR )T L IR G
A% E R IEGLYR ) Peer-list.
4.2.3 Peer-list B FLH

T B i KU, TG R e,
759 PrBot [MME—HLes 2R Peer-list 1) 5 Frid
Fio [AIE, #ifR PrBot HLi5 YeRE /L Peer-list BB AL
T BETAZ L o MDA PERTE, BEA 1R M 45389
gk, KEFET EVE A, R 7 5] 4h hl
it 1) Peer-list A K FHT A U2, 2 BUR AL
R, P& R R R 0 H Y Peer-list 3E47
ANBTEEHT, DAY SRR, PR Eh Fh AR E
SR, 40 BB A 15 R 0K 0 0 N () B T 2
Peer-list ", WZHr 15 ik oW KB, Moh HH

o B L R PR, RS AT S R AR (S AR
B, ASCRWM T R A3 LS, Gk
SEWAT HEBEE U (hop_x, hop_y)>KBR % 7 AT 50T
PRAEIY R, DA ORI 2% I 4EEH P [RII, K FC
F1 InfectNum 5| N FEH ik fE, LA Sdiis YL mdfe

B 1. Peer-list FEHEIL

BRI {update, <info>, hop_x(y)}

update: %7~ Peer-list H5Hr a4, AT ] i 2
update it IR RUHRLEAR L AH I (1) BB B4

<info>: RHIEGLM T S5 K, Bl <ServantlP,
ServantPort, BotID, FailCount>

hop x: | &AL, HT 1M Peer-list HBHLYR)
RIS

hop_y: | HEBkEL, M T 1M Peer-list HBRBGL I
PLAMET /0 R

hop_x 1 hop_y 52 W™ HERIHUE, VI (H wi hl
Gl ERE T o 701 R HEI i, gt —IR)THE,
FCAEIR 1, 220 0 I, TR b BB AL BT 1ML
A SR, A[2--M]AE A 1 Peer-list HERIE L5 LA
MNP HARTT RS, B 24 TN, Peer-list
Brid R 6 fros, HiRWr:

D) S EN A EREN B I, Wk B 2
Servant, Il A FFURE S B RE. B 5L, A UHHTR
ATy Peer-list FIPTE T AL, LN A{update,



74 Journal of Cyber Security {5 2 A2#4, 2018 /F 1 A, #i3 4, 2 1

<info>, hop _x}->Al, A{update, <info>, hop y}->
Al2-M]. KRG, ¥ B 115 B (B <info>)#s i it
Peer-list 1o NI 75 22 AT Peer-list 1150 47 A
1] Peer-list A, WK <info>IMAF|Z50 % B, 4
Peer-list T, WIS a7 R FC —4dx
(Z 4R FC sk, WIBEHLERE—5) Bk
<info>; #7% N R CEAFAERYE 1P HuhibA W, WA
RN

2) 1 Al W {update, <info>, hop x}$&%)a,
1568 hop_x AHIK 1, JERHE2T #R 2] H IR GL )
(B4 A1), I8 Al{update, <info>, hop x-1}->
Alle SRIGAEBGTRIG hop_y 1H, JFT HE4 R All

ZANPHABTT (B R A1[2-M]), 184 Al {update,
<info>, hop y}->Al1[2-M]. ), W Peer-list
(R LS I <info> o

3) Y A[2--M]H ST SRR {update, <info>,
hop yYTR2 )G, B hop y H 1, RIS #%
25 B T Peer-list 1 B3 19 sl (B 50 A[2+--M][1+--M]),
1A A{update, <info>, hop_y-1}->A[2+*M][1***M].
SR, FIWT H LY InfectNum &5 4 0, W4 0, W
HRHE Peer-list "I LIS I <info>, 5 WIAMEC S 8T -

4) AR R S B (R 4 2 A
M FEHRAE (S AL FTA[2-M])o 24 hop x
hop_y {4 0 I, W10 #E o

. Infection Source Zzz:§:2 — — E]fe_ct —— B
D
Servant Bot _ ‘ \\ ~ Update
-
hop x =0 - '__*___‘___‘___
hop y=2 l'A2 A3 .. AM 'hOIU—l
P
7 N __;_\___\\_\____\\J\
VAN \ VN N N
F——r———y——% — *——1'——7— ———¥—¥‘——>\——x———1
hopj~1|. Al2 AI3 - AIM I:‘ A2M ‘ A3M °~--AMM| hop_y=0
4————Lk——PL A ———————————————————
/| /] A
__5/__'.____‘ 5 — v — __\_ S____

h()p_y—OI‘ AllM‘ A12M° A13M° AlMMl

6 Peer-list EIFiTTE
Figure 6 Peer-list updating procedure

43 REHH
4.3.1 @IS
Peer-list 5HTHLEI T, hop x Fl hop_y #& H K425
T BT ST I T s B, A 4 R R R AR e R
Ao BTN, WA T AR, WZTT R
H4 1T BE K LAY AR 7 2 Peer-list Y, 111 28 iR
AT, BEAC T Ao AN S N,
e FBalR SR R A T AR T RN
Noeceive = (hop _x + )M "7~ )
B2 &3] InfectNum BRI, PLNAFE R R
R T RAELRI AT e, W E(0<E&<D)FRRZ R AL
Fb, )5 R i 2 5 e A 1T s B i RoR ok
N;W ~«:(hop x+ M- 3)
O, N TEFRATT IR AR S 50

24 M=20, Servant ﬁ}ﬁjﬁ 5000 K, HEHL hop x=1,
hop x=2, %A1 800 /N1 s K 245 SO I AT A
PSS, BIN e 800, KZH 300 N1 ma

FAZWT SR Peer-list T (AN BT FUATEZT

L), BN e #3000 AERBIZB T R B 11 502
(VR ETT o, MIERE LA 300 AN U s Ity
R3] Peer-list. BI{# {11k, PrBot [¥) Peer-list S #TH/1H
AT DA 9 28 ANARORIE AN Bl RS Y A, 2 s
IEH R A4, MR B BRI v, A
R . FATRAESE 5 15X PrBot B VAT
TEAT I VPAL o

K P2P 25K AR 7 19X 2% HLAT AR L o Aok 2k,
R TR WL 1875 24 S0 15 I AT Peer-list
L TIPS s e ot = 2 o O /N (TR AP WY E e AN K
R RIFEAAAE L R . T IRC WSt )
g ] DAIE ik W DA% i S ot kA, 5T HTTP
BRI M 2 AR AT LUR A B IE W m a2 h, (HAg
HAMEAGF; 3T Domain-Flux. Fast-Flux s i)
W % B AT B Bt v, (LSS S0k R s s
AR R, ORI R 2R
B R g 0% 400, TR b, {RAIE AR 4% (gt £ [RD
AN] I S b 25 G R R B R, RS A R, AR
AEBIL A Pl 2R W9 28 TR R eSS ORI, 3 T 4 2



JrOBE A R AR A P2P M) R 2%

432 BLGHREST

EXHLAAE T, PrBot HARIF BTG 4HE ).
Peer-list B Hrid i FC AT InfectNum )] 5E 43 71 %
fIC T Polluter FHE §E 15 i AEAR ) W28 () AL AF PR
WPE, V5 Peer-list XELASEI . BPAG 4315 s By
Gy, T W2 AT AR 5 B A, (9 4R mT DA AR
EIREE 4G S

1%} Polluter 7 152K 1, Peer-list 58t 72 & H
KM, X4 Polluter 17 S LVEEFHEE A C,
AT 24795 S T BN LA ST . (H%E
FZ A~ Polluter 5 £ AT LACS BEATAH BT #5150,
PrBot & X T InfectNum KRR 5275 447 f M2,
PRP AT 1. T SRR Q WERIR N

0« %(InfectNum +1) 4)

o, K 5 s, N A 48 R s 1 R AL
HIEE T SR K AL InfectNum, BG4
RIS R v, X 2% TR
S LK o BT I TR R Polluter B 2,
A Peer-list HHHLEI, KA InfectNum & 0 )7 15
Ao e A, TIX L SR T R 4 b R R
/N, BISEREG G, Sf HEAS I 28 1 5 e AN K

2) WFEE SOk, BR T InfectNum [F7 PR,
FC 115 B AT AT 5 G D U OR 3 v [ W A5 BE AN R
B, JF Hak el il s ER S Uk, 0] FC {RRf 23 3
) B3 S w21 5 N 11 7 s AR T e o P
PN T Peer-list #4515 H 81 BH 34N A iy )
MR, e TR M Pt g ae ).

5 LI

51 HXSH5SITEER

Z I8P E LI R WSR2 R, AR T
Python [¥) 4% GEEASE, LIRS W9 2% (1RG22, A0 15 A
NS MER . SRrAEERAE, JFXE PrBot DI A1 4T
TGOLRE I AT TVF . RIS B AP FR b

1) FEA AR — AN A5 J8E T o SR AT
LA LS, EE I RE /A PRI A W 4%
eH R BE A AT, e K R R

2) ¥ F(Connected Ratio)'™: F=BENLMIE p
A Servant 7 U, )R T R REREAH TLIET 1 HE
e R gy B8O N, IR p AN RS, K
I 1 BT R RN O v, WIBEB AR ) 2ok

N
C(p)=—1
(p) N

©)

75

Cp) ik, 10 BHAR T 0 2 W] T8 5 i O 2

3) )% (Degree Ratio)'": FRBEKLMEE p A
Servant 15 5T, FN I R R AL RN B L
JEZRT RN A
D(p) = 2% R B ORI - B R R

2% VR B A 2% T RSP R

D(p) BT, Vi s TR A R %

4) W[ik# (Reached Ratio): R/=BENUMIER p A
Servant T s, FAEHIE KA A4 D) 23K AR
Lb, Wik AKTL T Botmaster X ) W 254 68 1 10
SRS o (B B T 2 Y SO N, MHIER p A Servant
WAUE, BRI BENUERE 20 M AURHTRS, Bl
R ANECA N, WA AR IR N

N
R(P)—N—_p (7)

R(p)H AR i W] AT IA 24T

5) WPt (Command Efficiency): 37~ALIER
p /> Servant 5 AUG, FA I AT A BIK 4 R
(RSB IR o ISP AACEIL T AR ) R0 28 X iy & 42 i 1)
SV FE, a4 2R iR 51 )7 ENUTERE . 78
SO W2ty i AR L A 2 R G, B
AR IR o TEBRAR ISR AE T, AR SCA F I kL
KR IR, ki SR A A R R
18] T=60s, fEE )" MLt B N, MER p A
Servant 15 fUG, FEHIE BEALESE 20 Y MUK AR 2,
T BRI SR w, T R e Kk
B by, WIS RE ] s A
PN
T(p)= N——pT )

AION PrBot AT T S8 R m A (N,
M, /), Hr, NFRE M2 AU M 45 Peer-list [F) K
/IN; £(0 <f <1)Z7~ Client Fl Servant [¥) H 4Lk, Kt
Servant [FJEE & N*f, o~ 70T a4k 5 SCmk[17]152
BB EA T U, A SRR AERLAUIAE R A 500,000
G oy R M E g9 EHL, ) 4 I B 2
20,000 B 45 1E35K, BT N= 20,000, M=20.

[ AERPEIR T B2 R E, BIVFZ Client
AT BT KBEEL NAT W& W, 0 LR 3
BTG . EWSCHER[IEE ), — ROk, ) k2%
HRLH 60%~87% s AN ReIEICERE K. A D
WFFEN G st AT A PEAY, Kang 25 AP0
T~ Passive P2P Monitor (PPM)F %Y, B[ =41 7E
Bl KB EE NAT W& W, HEEH HAMZE K. b
A1 i Rt T Storm {87 4%, gk JLEIRK

(6)




76

21 40% 1) 7 ENLE AR K e NAT B4
T U HRER AR Servant i AT HEAMEL T 24 5,
FATH £ = 0.25, 0.5, 0.75 KX} PrBot ¥ C(p)F! D(p)
AP o

B 9(20,000, 20, /), hop_x =1, hop_y =2, VIl
ZERE 7()f(b)FTn. AXMEEH, BE% Servant [
LB 0, Cp)FI Do) 36K, X JEFh Servant

Journal of Cyber Security 15 FV% 4244, 2018 £ 1 H, 3%, FH 1M

TRTE T AR T, A B, A
WrsiHr. Servant A Z, W) PrBot MRI{OH: 1Bk
Ufo 4 Servant 11 2T 80%, fE f = 0.75 M5
T, HCp)TiRFaELE 1, TAEf=025TEN T, Clp)
5 D(p)#f &) 0.4 DLR o 8 RIS S A7
TEA KW Client, (EASC 1) JE S0Pl S5, Wi/
=0.25 1A VHE S 4L

R 1 whop x, hop )SEIKRE
Table 1 w(hop_x, hop_y) settings

10} 1 3 5 6 7 8 9 10 11 12 13 14 15 16
hop_x 0 0 0 0 1 1 1 1 2 2 2 2 3 3 3 3
hop_y 0 1 2 3 0 1 2 3 0 1 2 3 0 1 2 3

1.0 -+ [=0.25 1.01 -
—*—fz 05 \ W
=0.75 \
J 0.9 \
. 0.8 2
g, S 0.8 \,
» = N
=] o \\
2 0.61 5 07
& -2 ‘\**
o
8 2 06
& 3
g 04 £ 05
@]
0.41 -4 f=0.25
0.2 -+ f=0.5
— 031 * =075

0 500 1000 15002000 2500 3000 3500 4000
Nodes Deleted: p

()
&7

0 500 1000 1500 2000 2500 3000 3500 4000
Nodes Deleted: p

(b)

£ f=0.25,0.5,0.75 B T8 D(p). C(p) tLE

PERIPUE AR B2, e e T 2 g3 EHl

Figure 7 The D(p) and C(p) comparison under f= 0.25,0.5,0.75

I, &A1 2 /DA CAHER T B H O Peer-list
N T S B PR )RR L T IS, JF HL

+1.0
Los H RN hop_x F hop_y i, FATIEI T A K124
PSR e ok | | 0'6 2 i w(hop_x, hop_y)(IL3& D)IEATHUTEAL
fa it
2 hop x=2
091 Y\ Thss
o0 S
gt /"éoo §07
7600 S
400 p :3 06
200 205
0 g
S 04
8 w(hop x, hop y)AEIBIE TR C(p)LLEL 0.3
Figure 8 The C(p) comparison under different ® 0 500 1000 1500 2000 2500 3000 3500 4000
(hop_x, hop_y) settings Nodes Deleted: p
B9 = hopy=2H8 hop x FEBETH C(p)

#4715 2 F, hop_x Ml hop_y *§F- PrBot [f At Figure 9 The C(p) under different hop x settings

when hop_y=2



FOFE S —FhBTE R IR A P2P E T 4

hop y BM(EIERE: WP 8 Fior, DULIEEACE

hop_y=0 WL, H Co)HHATRIRHES 0 AL,
X IR M 2 b LT3 AT Peer-list BB 2 . 4]
4 Peer-list H IR U782 T O RS54, RSB TY
RUERE, WIRGHREER, MYk 22 BT d. DU44
LK T hop_y=2 W IGHL, UL, Cp)ARE 1 0.8 2
A, ok LR IBUE N Rt o (RS L, BRI AT DAAS
hop_y=2 N5 ALHUE .

hop_x BARMEERE: KB 8 AR H WM A [H]
hop x {HFTH S RAIASAL, KL, FRATIZE hop y=2 %44
N HEHTVEAN hop_x RN ZE R Z Cp) s, 45 5
Kl 9 B, 4 hop x=1 W, {7 C(p)(H i =,
LR LE, BRI hop x=1 JyEALME.

5.2 (EAETEIEA
H T VG Peer-list HUBHTHL I AR ) 9 4 0 H:
s, FRATILEL T HoAt Pl Peer-list 5581 77 2,

Casel: i% Peer-list 53777 & i Wang 25 A1)
TE PP I —Fh s GRS 48 W 2 Bk FH IR, 24
8 )7 45 Servant R IA 2] 1000 I, #2475 8 i
Sensor ¥ FUKRICEESE B, FFHAT X Peer-list HHrid
Fo FEHIZBENLNIX 1000 4~ Servant HH T A4
JE— A B Peer-list, 2R Ja 14 45 B3 AN 1) B 5K
Peer-list B8 (1)) F AL

Case2: fit )" ML APAT Peer-list BB, 48T
e =V /NI BRI £ /237 = v N | | & e ]
Peer-list 1.

SIS B ELHE PrBot 78 N 1) —Ff Peer-list 58T
ML AR 7 X 5 R I R, — D 3560 I 1) S 56 )
SRAMFEIZE ¢ (20,000,20,0.25), %tF PrBot, #i
AMEF hop x=1 K1 hop y =2,

MR S I RS A A an B 10 B Ch 5 {8 A

1.0

0.8

0.6

0.4

0.2 C(p):Random

-# D(p):Random
-+ (C(p):Degree-based

0.01 = D(p):Degree-based b

0 1000 2000 3000 4000 5000
Nodes Deleted: p
(a)

Reached Ratio: R(p)

77

B, R s BEHOR ) o SRR 45 ARER Casel, ATLA
A, HAETEEY 1000 4 Servant 15 211K B 300 ]
500 ANGE, AR ST S5 BN RSB 1T RO BE R 2948
20 %] 30 2. [6], X 1000 > Servant T3 S JE AL T 1% 48 )
W28 IR I, AR 23 LA R0 . IR 4R
& Case2, ¥IUf Peer-list #1755 1) & K ZI7E 14,000 2|
17,000 2 [a], 1M HAR T SR BEARF /N, AT DA H A
WY 2 A FE AP B AS o X LEHI AR T s A AL R
T, AW =, Bk TR A, e T
LRSI, AO%KMNE PrBot, NEKMH
KA, W4 b R R o A B, B RO

FERJEAM, RN H C Peer-list A7) Servant 15 f i
{5 .55 Casel Al Case2 b, PrBot A B U IR fth 1

[] — PrBot
3000 - Casel
= Case2
2500
2
S 2000 A
g
5
2 1500 1
1S
x
£ 1000
=
Z
500
0
2 3 4 5 6 7 8 9 10
log K

10 Eon#HmitiE

Figure 10 The degree distribution comparison

101 & -
\
0.8 ‘“m\‘
a
'
0.64 ‘\&
A
\‘\
0.41 N
0.2

-+ Degree-based takedown
{ =+ Random takedown

0 1000 2000 3000
Nodes Deleted: p
(b)

S
o

4000 5000

11 AHESREEE Cp)s Dp)- Rp)LLE
Figure 11 The C(p), D(p) and R(p) comparison under two takedown strategies



78

5.3 Huis ATl

BB BT A AR T P 2 v T ORI e
MRAEN Servant), 475 By sty 85 1 1E 5 AR
Peer-list H 4 K7 Ja, QA iRy Gy AAERr
SE [RIN 245 B3 AT, ] LARRAIC PrBot [A] A E, £
DHEBEAME )T L. FRATE ISR Servant T AT,
KRBHIZ I o A SCR A PR 25 i s 7

BEALZ= /i (Random Takedown): 7E &% A%
$£ Servant 17 IR

¥ % m(Degree-based Takedown): 44717 fi I &
FH e BICREAT 25 5

PEAL S A 11(a)s 11(b). B 12 Fin. MK
1) HATT LA, L2 SRRSO, W
FEBRIT) Servant 15 s AL 80%, WM AT5 AR Ak T 15y
HERIRE(C(p) > 0.98). FE4LE X RIS N, Ak
L2111 Servant 15 RIBEREER, IHEAME T I 2504
252 BB PRI, C(p) < 0.5+ D(p) < 0.3. 4T
A Servant 17 UL AL BRI, FEA R0 23 i1 5, C(p)
=0. D(p)=0.

B 11(b) 12 30l 7 70 P 25 R R )]
IR ZEFNI RN o AERENL 2 RIS T, HEHIGT 80%I1)
Servant BeAZRR, WIAE— AT R #RREC R fir & (R(p) =
1), T RBECRATE 2.5 Zity, 2 BIAS 1T s
ICRZIh 1508, 21t I ERARER T 4% 25 niskms
(RITE oL, WARHE, PrBot 7EBEALZ: mUR)SEmE T HAT 5
UF TR PERE . S8 b, B R AR MER Y e i
IR, Kk Peer-list B Ht REs2 524 Hah i, Rk
TERENL 2 AU R PERE S R SEBr2H B . 5K
56 &5 SR U W BT A 97 1 08 TR B S A
BN (AN 80%), PrBot A5 i) LUIE # iz A, HATH5R
OEAREE i WA

h T RE—P UL, (R LA AR I 2 B AR AH L,

1.0

0.8

0.6

0.4

-= PrBot: C(p)
-+ PrBot: D(p)
-#- Casel: C(p)
-+ Casel: D(p)

0 200

0.2

0.0

400 600 800 1000
Nodes Deleted: p

(a)

Command efficiency: 7(p)

Journal of Cyber Security 15 FV% 4244, 2018 £ 1 H, 3%, FH 1M

PrBot HA W B MHii5 4L ae R, BATER T
Casel 1E R LI G VA S5 R WA 13(a)F11E 13(b)
178 o £F Casel H, 4 Servant 73 52 &EIE 2 1000 [,
AT — AR, SRR S 2 50kmS . K 13(a) 2
IR T PRREEL R () C(p)A D(p) FLBEE L. S kb, 5%
T Casel Kut, FEHmTT A 2&X 1000 4> Servant
W, HEATRALECRN ) Peer-list, 4L ZpRix L
T, BEEHN Peer-list %%, FEAME ) 40K
B PLAR, Cp)F1 D(p)&ii+ 0. X+ PrBot ki, I
Peer-list 50T HLHIE FH & HAT BRI, RIE 55 s 1)
1000 AN f ARG ey i, WARS T AR KM m,
DRI A Bt 1R IR 28 TR AN BTG 4, 1 15 (1) Peer-list 23 A8
Wr R EAT B IR, B e, iR HA R
LFREE RN, C(p)ELAN 0.76, D(p)HLN
0.62. K 13(b)&WFHEAL T T(p)FI LR, PrBot 1%
PRGBS 2 idh, a2 BIA & UK 24 A
130s, 1fi Casel EARFK, AT T 475 445 245 4544
MTEATEEARAS o AR VLI, X T s e

W2, AR )7 LI NG AR R (e &l &
3001 -+ Degree-based takedown N
—+ Random takedown /\
é 250
5
§ 200
]
-
< 150
g
=)
£ 100
O
50
0 1000 2000 3000 4000 5000

Nodes Deleted: p

12 AHERKEA T(p) LR
Figure 12 The T(p) comparison under two takedown
strategies

-+ PrBOT

300

2504

2004

1501

100

504

400 600 800 1000
Nodes Deleted: p
(b)

0 200

13 FHMRET D(p). Cp). T(p)LLik
Figure 13 The D(p), C(p) and 7(p) comparison under two cases



JrOBE A R AR A P2P M) R 2%

B RO VI IR iy 4 IR o5 4%, R HOE B, AL,
HULEE IR —EELL P2P 45K R, AN SORTE
TR

6 PBAfE

BRHEE M DRI, SRS, Al
D BESXPUAS T IR e, PR H e
A O 8 TR AT I T P AT ) o
REOUFTIRI AR R4 WU R R e ) 29
ST AN 7S NI oo DR YR G N R
ASARACNIE, JEI R 9 4% ) 8 B R AIE s 3B
(K1 H R ARG S 2% (1 9 R EE Bl o £ PrBot 3X 6
[R5 e AN N == N
R =T AT
6.1 ARMHEA

B S 190 8% 1) e 00 g 9 T 3 R g kg T B E O
Bre ETEAAR, TR, ETERHE &
T AT 1K

FL TR 2> M 7k e S A K I
ARPO S B REA, 78R AT A2 7
B, ROUE SR G EAT A . R PrBot AES AT
BRI G Ge B, AHE B A1 75 2R m LU i 78 38
WET RO SRR R, T AT MR, AT
B 8820 T fifp 48 9 45 38 45 BIL B R A2 e 98 R
RE 25 5K AT oA 190 208 (1) SR

AR P AR R 00 2 K SR ) 5 A 9%
i R EAF VLRSI, 1 4 Snort SEAE AR
RO 2R 4 vl Rkl . MER A IR M %o 7V
T A WA A A AR R 2, R s TG VAR I R K
(IS 2%, iy EERP A RS R LA A% . I
ik, W ARBI A 3R T PrBot JEAE T C&C
URL AR, ] 3 i e & URL AR v 5k
(RIAE A N7

BT S H AN U5 v E R T M SR SR
HEAT RN, FARSONT 73 O EHUR S A0 4% )2 5
W o WU BRI o M 2 A O A DR,
P A AR L ORI M AT Y,
190 2% 2 5 A 000 ) {8 e ) R Py B A M 55 8 2 T
(1 A A SR I W P AR RO ZE 5, AT
R R YRR AT AR BRI R . 1Y 2% U
I ARG W] HEAE W 2% 7 S b SN WO I 2 A U
(FEAL NetFlow #%3X), ATV SANTH] R4 45 1) 22 A %
W RIEHKI) NetFlow ¥it, H ILIK 57 o A4 455 e 1
GAEIR . R AR R R RS PrBot Hi T
HPeer-list | OB AL, S A7AE mif B 557 H 14T

79

T4 2 R RS I g v el DU . )R
PrBot H &M ) W (P 3EA g M, BIALAE A
25 TP IR E N A NS AR, AT AL % S
g, BifE=& vl LA EDR(end-point detection and
response)s NDR(network detection and response) 5%
T2 R PRI I R e P 2ok dE AT 4 i M A
PAL T

BT H AR A 7 v 2 T R R
(1) 775 LU ARRL, AR K 2>k | DNS. W44
Had s BTN oual e 234 H & o i 5 ok TR
A AR R g AT B B, i, 2 s R
PrBot ARSI MEAE, W) n it o3 B M2 e 45 v Ok
SO S H A TR AL Sk A AR
&8

T T2 2 B ARSI 7 v A B s 2 )
Pkt — 2P0 C&C . WX FLE 5T
% . H G SO SR A TR BRI C L Gu 25 AP
WA A A R AT R I B A AR ROE A B ) (e
BFLEB T IA A 2 187 FML, JFHE Tz e s 17—
T FHH M ARG BotMiner, 1% 240 1 566 Hdi it
i B R b HE R o VAT R 4y, 200 VD PR SR 2R
FWLF AT R ORI I3 A i A 0 LB PT B A) 4 J IA 5% 3
5o AITVERA PRGN, ARSI s ()£ R 4%,
[A] %1% AT PrBot.
6.2 MEHAK

D5 P2P 57 W9 2% N AT g 25 52 31575 P2P 15 AL
DHCP. NAT. ik, FFOHIAFRI R A5 . Sk
UE B, B 6F ] — 18 7 28 SR A [ 1l o 7 v,
PEFR & T REAT 2 — B PO, L, Rl L
2 URE S EFAEE . R SR REE JTIEAEN R
WUHAE S % E L. E%F PrBot, Hi4i Peer-list [
AL T LUE BT Crawler ARSI & o B4
Wi 4uS Crawler yBIEENE 7 4%, JFAEAT B SR
JREF ) C&C MY ESNEL R Peer, it 3%1% Peer iR |1
(Al Peer thlikf5, HEHAT LIRHERAE, M A
JJ13E/S P2P M4 . {F PrBot 1, -4 Client 7] DL £3))
Hb g B e YRE K Peer-list, G SR 5 A8 3
Crawler 124 Client 5 &5, WIAT DR 39T b D J e
PALTE K Peer-list, REGH 20 17 5 E o WIRAEN
Servant 5 s, WA LA 2 RSO H A Y A0 R 0BT
AL B ML Peer-list LRI Y AL, WIS JE )
#4y C&CAFIE, — BB B ) ()30 [a] URL (1) 4 i
Sk, AT UAGR'E Crawler $UAT 5 1EH 5 s A1 RN 1)
K, SRIRBGHT P 15 fle BAR DL BTV AR MERS ff
PP AN R 2% AR, (EE R LU AT RE 2 1)



80 Journal of Cyber Security 15 FV% 4244, 2018 £ 1 H, 3%, FH 1M

T Al .
6.3 BERIA

BEER AT R AR C&C B, FET ATE42 1
C&C i, {EfI{E )" W4 # okl bR . —M
JT R B ER T E A S (DHLABIE 7
TN S48 09 286 v LS AR AR 99 28 P 835 B 17 0L,
KRB ENAT N R HE )T M %3 E L
(Infiltrator); (2)7E W] # A5G H1i24T Sandbot. T
Sandbot JEAR B BR R AE W I IZ 4T Sandbot,
FERF LA AF A BEAT 5 v, AT AT SRR 1 4% 1)
NPT AR 7 A AE Sk, T A PR
AIREIAT TR BGE BT LB C&C i E,
W] REES ML O T OGN 7Y, SRR A A0
2T VEAME VAL E NS WS, X T AR B s AT IR )
R R DL R T s AR TR AU PR 42 1 Ml 55 4%,
Sandbot J7V% Al fig e KA. T PrBot il T Az 1T
WESREE, RIANTE G 1 H Sandbot JEARIKIEER

PrBot AJ LK H3E T Infiltrator JARF A RS, %77
ol A AR TR B C&C TSGR NE T
W28, T ] DAMSE 21048 i AR R 2 R 1 4 1
{5 B, FHIRBUE BRI L. Infiltrator J2&— P 2
I TR RS TvE, W Infiltrator [EAFRL T B
SRS R R C&C W, wnT LS SoAh AR 7 AR P 3R
AR e 1A 2 il i g s Y. 5 B R
JEANFI 72 Infiltrator YR il 2 J5, A= A4EA4H
N (B s A, AR Db N S s I AT S R . 5
Polluter A~ [A] {9 S, Infiltrator 75 )™ k%14 57 LA C&C )
VO T B, W Infiltrator 4T A0 25 T 18
AR N R EGE, W2 | A 2 5% a1 3L
Wiilio M0 Polluter ) H A2 48 1R 15 & Peer-list
FREVAT

DA b =P A ARAR A S AR B AN 7R, )5
FEELXT PrBot MBI IR R . BRILZ AN, B ik v] LA
KPR CERT. ISP KN 2 S e g5 22 4= LA )t
Uiy IR - Bt o 1X F 224 PrBot H45 147 C&C
WIS T Twitter, GitHub, M #E%E Web Hik4s. Web
e - AL B AT LS H 7 36 iE s CAPTCHA, £ 2
5 B R By B A . Xy e R AT
DA 1B A TR 45 Wl F o bl T 3 A I 1) B AR A7 A
(5l ki CAPTCHAS), BRIt n] 2% 18 22 i B3 i) 8] 3%,
AL FE I L V5 )i SR R . BERSCIE L H P
2R A FLAT S AT g (e 5 4,

7 #ig

KA T FhIE SR P2P {8 ) M 4%8——PrBot.

PrBot KA T{520() Peer-list HEHHLE], A Hahik
i ) 2 B 4, AR HAA E R PR RN, e
UG AL RE 7 o S 25 AL UE I PrBot AEA RO Pk 1H
ST R R FIABE T [ 7 4 SIS o TR HT IR Bk, AR
AT I B ER =ANJT IS H T B X PrBot B
TSR o TN, AT A FEREFT I ) van
PUPE AR 7 W 4%, I T St 52 H A R 1 4 55
W, HAAREERISEE L. F—20 TAEF, TATEXS
LR P AT IR ST, It R
AR R S

S35 3k

[1] Jris>%, B, FE. moMSgEdp]. wHIRS KE,
2011, 48(8): 1315-1331.

[2] Wang P, Wu L, Aslam B, et al. A systematic study on peer-to-peer
botnets[C]//Computer Communications and Networks, 2009.
ICCCN 2009. Proceedings of 18th Internatonal Conference on.
IEEE, 2009: 1-8.

[3] Holz T, Steiner M, Dahl F, et al. Measurements and Mitigation of
Peer-to-Peer-based Botnets: A Case Study on Storm Worml[J].
LEET, 2008, 8(1): 1-9.

[4] Liang J, Naoumov N, Ross K W. The Index Poisoning Attack in
P2P File Sharing Systems [A]. / Proceedings of the 25th Interna-
tional Conference on Computer Communications [C], Piscatawary,
NJ: IEEE, 2006: 1-12.

[5] Douceur J R. The sybil attack[C]//International Workshop on
Peer-to-Peer Systems. Springer, Berlin, Heidelberg, 2002: 251-260.

[6] Davis C R, Fernandez J M, Neville S, et al. Sybil attacks as a miti-
gation strategy against the storm botnet[C]//Malicious and Un-
wanted Software, 2008. MALWARE 2008. 3rd International Con-
ference on. IEEE, 2008: 32-40.

[7] P.-M. Bureau. Same Botnet, Same Guys, New Code: Win32/ Ke-
lihos. In VirusBulletin.

[8] B. Stock, M. Engelberth, F. C. Freiling, and T. Holz. Walowdac —
Analysis of a Peer-to-Peer Botnet. In Proceedings of the European
Conference on Computer Network Defense.

[91 J. Wyke. ZeroAccess, 2012. Technical Report by SophosLabs.

[10] Dittrich, D.: So You Want to Take Over a Botnet. In: Proceedings
of the 5th USENIX Conference on Large-Scale Exploits and
Emergent Threats, 2012.

[11] Rossow C, Andriesse D, Werner T, et al. Sok: P2pwned-modeling
and evaluating the resilience of peer-to-peer botnets[C]//Security
and Privacy (SP), 2013 IEEE Symposium on. IEEE, 2013: 97-111.

[12] Starnberger G, Kruegel C, Kirda E. Overbot: a botnet protocol
based on Kademlia[C]//Proceedings of the 4th international con-

ference on Security and privacy in communication netowrks. ACM,



JrOBE A R AR A P2P M) R 2%

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

2008: 13.

Yan G, Ha D T, Eidenbenz S. AntBot: Anti-pollution peer-to-peer
botnets[J]. Computer networks, 2011, 55(8): 1941-1956.

Nappa A, Fattori A, Balduzzi M, et al. Take a Deep Breath: A
Stealthy, Resilient and Cost-Effective Botnet Using Skype[C]//
DIMVA. 2010: 81-100.

Vogt R, Aycock J, Jacobson Jr M J. Army of Botnets[C]//NDSS.
2007.

Hund R, Hamann M, Holz T. Towards next-generation bot-
nets[C]//Computer Network Defense, 2008. EC2ND 2008. Euro-
pean Conference on. IEEE, 2008: 33-40.

Wang, P., Sparks, S., Zou, C.C.: An advanced hybrid peer to peer
botnet. In: Proceedings of the First Workshop on Hot Topics in
Understanding Botnets, HotBots 2007 (2007).

Xiang C, Binxing F, Lihua Y, et al. Andbot: towards advanced mo-
bile botnets[C]//Proceedings of the 4th USENIX conference on
Large-scale exploits and emergent threats. USENIX Association,
2011: 11-11.

Artturi Lehtid, F-Secure, Finland. C&C-as-a-service: abusing
third-party web services as C&C channels, 2015.

Lee S, Kim J. Fluxing botnet command and control channels with
URL shortening services[J]. Computer Communications, 2013,
36(3): 320-332.

Xiang C, Binxing F, Jingiao S, et al. Botnet triple-channel model:
Towards resilient and efficient bidirectional communication botnets
[M]. Berlin: Springer, 2013: 53-68.

Wang P, Wu L, Cunningham R, et al. Honeypot detection in ad-
vanced botnet attacks [J]. International Journal of Information and
Computer Security, 2010, 4(1): 30-51.

Wang P, Wu L, Cunningham R, et al. Honeypot detection in ad-
vanced botnet attacks [J]. International Journal of Information and
Computer Security, 2010, 4(1): 30-51.

), PR, M, AF B MERIEDTIT]. LTS
K, 2016, 53(10): 2189-2206.

West D B. Introduction to graph theory[M]. Upper Saddle River:
Prentice hall, 2001.

Kang B B H, Chan-Tin E, Lee C P, et al. Towards complete node
enumeration in a peer-to-peer botnet[C]//Proceedings of the 4th
International Symposium on Information, Computer, and Commu-
nications Security. ACM, 2009, 23-34.

Yen T F, Reiter M K. Revisiting botnet models and their implica-

tions for takedown strategies [A]. / Proceedings of the First Inter-

national Conference on Principles of Security and Trust [C], Berlin:

Springer, 2012: 249-268.

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

81

Stinson E, Mitchell J C. Characterizing bots’ remote control be-
havior [M]. Berlin: Springer, 2007: 89-108.

Silva S S C, Silva R M P, Pinto R C G, et al. Botnets: A survey [J].
Computer Networks, 2013, 57(2): 378-403.

Zhang J, Saha S, Gu G, et al. Systematic mining of associated
server herds for malware campaign discovery[C]//Distributed
Computing Systems (ICDCS), 2015 IEEE 35th International Con-
ference on. IEEE, 2015, 630-641.

Gu G, Zhang J, Lee W. BotSniffer: Detecting Botnet Command and
Control Channels in Network Traffic[C]//NDSS. 2008, 8: 1-18.
Zhuang L, Dunagan J, Simon D R, et al. Characterizing Botnets
from Email Spam Records [J]. LEET, 2008, 8(1): 1-9.

Zhao Y, Xie Y, Yu F, et al. BotGraph: Large Scale Spamming Bot-
net Detection [A]. // Proceedings of the 6th USENIX Symposium
on Networked Systems Design and Implementation [C], Berkeley,
CA: USENIX Association, 2009: 321-334.

Seungwon Shin, Zhaoyan Xu, Guofei Gu. “EFFORT: Efficient and
Effective Bot Malware Detection.” In Proc. of the 31th Annual
IEEE Conference on Computer Communications (INFOCOM'12)
Mini-Conference, Orlando, Florida, March 2012.

Gu G, Perdisci R, Zhang J, et al. BotMiner: Clustering Analysis of
Network Traffic for Protocol-and Structure-Independent Botnet
Detection[C]//USENIX Security Symposium. 2008, 5(2): 139-154.
Rajab M, Zarfoss J, Monrose F, et al. My botnet is bigger than
yours (maybe, better than yours): Why size estimates remain chal-
lenging [C] //Proc of the first conference on First Workshop on Hot
Topics in Understanding Botnets. Berkeley, CA: USENIX Associa-
tion, 2007:5.

Kreibich, C. and Weaver, N. and Kanich, C. and Cui, W. and Pax-
son, V. GQ: Practical Containment for Measuring Modern Malware
Systems. In Proc. of the 2011 ACM SIGCOMM conference on
Internet Measurement Conference. 2011.

Cho C. Y, Caballero J, Grier C, Paxson V and Song D. Insights
from the Inside: A View of Botnet Management from Infiltration [C]
//Proc of the 3th USENIX conference on Large-scale exploits and
emergent threats: botnets, spyware, worms and more. Berkeley, CA:
USENIX Association, 2010: 2.

Holz T, Gorecki C, Rieck C, and Freiling F. C. Detection and miti-
gation of fast-flux service networks [C] //Proc of the 15th Annual
Network and Distributed System Security Symposium. Berkeley,
CA: USENIX Association, 2008.

Antonakakis M, Perdisci R, Nadji Y, et al. From Throw-Away Traf-
fic to Bots: Detecting the Rise of DGA-Based Malware[C]/
USENIX Security Symposium. 2012: 491-506.



82

Journal of Cyber Security {5 B L%, 2018 5 1 H, ¥ 345, 2 1 H]

FHE T 2014 FAEILRIKG K AL
ANVIRAF A B E R B
el 11 Ko | /B G5 e 1 e S DA S
BONMZ A ST EOR . WG
FFE: 7L Web 24,

EM T 2012 FAEPEPREEB AR
WO R B 2 bR i 2. BUE
TR 2 WA 6 5 ) 56 3 BRI ST e T 9
B WFFTAUECN M2 5K . Email:

cuixiang@gzhu.edu.cn

Email: yinjie@iie.ac.cn

REiE T 2016 FFAEIERL T RAPAT T
REL NV RAG 27 27 o BUAE Th R e K2
WA 2 255 1) 2 2 L MY TSR - 2707 o A9 40
NARG U A, ISR M4 %4,

Email: yilonghao@iie.ac.cn

TES T 1989 AL IRIE TR A
HURSRAF 240 BT I A5 ™k
SR EREER, T E TR B R B
SR RHE S TSI 2% 5545 L % 42 o Email:
fangbx@cae.cn

SKAEF T 2014 SEAEALRTIR R E T SEAL
ERPEROR AN IRAF I L2 A7 BT R
27 Re s S LREOEIT T B BRAIF S 0 o A5 ek
KM EE BT R o FFEGIaT: AUy
3HT. Email: zhangfangjiao@iie.ac.cn





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


