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Abstract Along with the rapid development of cloud computing system, the security problems of cloud mail system has
attracted many attentions. These problems can be solved by the traditional public-key encryption techniques, but they
make the resulted cloud email system inconvenient for users. This paper analyzes the limitations of the tradition encryption
techniques, introduces the advantages of some advanced encryption techniques, like proxy re-encryption and searchable
public key encryption, and discusses the still existing problems of these techniques.
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Table 1 Survey about the cost saved through Cloud Mail for enterprises producted by Proofpoint”!
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10,000 CAS $23,259,600 $1,986,232 92%
20,000 CAS $45,829,200 $3,634,976 93%
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Figure 1 Architecture of Cloud Mail System
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