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Abstract In cyberspace, the network attack sources traceback is to trace and locate the real hosts owned by attackers
after network attack events are detected, so that judicial personals can take some legal action to arrest or prosecute these
network attackers. In recently twenty years, there are lots of researches on the issue, which is investigated by the paper.
Firstly, the definition of the issue is argued. Since different traceback technologies should be applied on different attack
scenarios, the issue can be divided into 5 sub-problems: Spoofing IP Traceback, Botnet Traceback, Anonymous Network
Traceback, Step Stone Traceback, and Local Network Traceback. In the 5 sub-problems, all kinds of methods are surveyed
and their primitive conditions are discussed. Finally, these methods are sumed up 4 types, whose strengths and weaknesses
are compared. Then the future research work is proposed.
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Figure 1 The sketch of SYN flood attack
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Figure 8 The improved method for link testing
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